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Personal Business AboutlUs Search Q,  Store Locator
e%e

Singtel

Our Company  Investor Relations  News Room Careers Sustainability Tenders

L'z « News Releases

News Releases

L Singtel addresses data breach, moves to support
Media Contacts affected stakeholders

Singapore, 17 February 2021 - Singtel has completed intial investigations into a recent breach on a third-party
file sharing system and has begun reaching out to affected stakeholders,

Based on investigations and analysis conducted so far with the help of cyber security experts, the company has
established which fiées on the Accellion FTA system were accessed ilegally during the breach and which
stakeholders have been impacled,

[ B AT AN
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DJustinPerdok

g~ J}zstin Perdok Y

One of my repo's just got hit with a similar attack.
Account in question has a bunch of other open PR's that
currently have miners running.

S ->OC @R 0 a github.com

6 akijumhabj [0 Overview
Follow

@ Yann Esposito @yogsototh

Crypto-mining attack in my GitHub actions through Pull Request
dev.to/thibaultduponc... #security

9:05 PM - Apr 2, 2021 ®

Q7 © 2 * Share this Tweet

K. faf 22424 TRE)M Justin Perdok 735211 b s
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Pipeline Emergency?
Call 1-800-926-2728
COLONIAL PRESS RELEASE { -

Media Statement Update: Colonial Pipeline System Disruption
Update — Monday, May 10, 7:55 p.m.

Colonial Pipeline is continuing to work in partnership with third-party cybersecurity experts, law enforcement, and other federal
agencies to restore pipeline operations quickly and safely. While this situation remains fluid and continues to evolve, the Colonial
operations team is executing a plan that involves an incremental process that will facilitate a return to service in a phased approach.

We can now report that Line 4, which runs from Greensboro, N.C,, to Woodbine, Md., is operating under manual control for a limited
period of time while existing inventory is available. As previously announced, while our main lines continue to be offline, some smaller
lateral lines between terminals and delivery points are now operational as well. We continue to evaluate product inventory in storage
tanks at our facilities and others along our system and are working with our shippers to move this product to terminals for local delivery.

Our primary focus remains the safe and efficient restoration of service to our pipeline system, while minimizing disruption to our
customers and all those who rely on Colonial Pipeline. We will continue to provide updates as restoration efforts progress.

#HaH

K. Colonial Pipeline /& E Jj /=

8. EEZ R A A Sol Oriens i REvil BiR ¥ MK

2021 4E 6 AY], AHBPE, FEEAEIEEE (DOB) 70 ik 5 E 5 8 2 45 (WSA) H1E T R R &
4iff) Sol Oriens AE/EH] T REvil SIZRBMTE, Z AR EEHBIE . RIS, B HiR
E@Fﬁ%ﬂ?ﬁv\?ﬁ%’ﬁ%ﬂﬁlﬁa REvi 1 FH 4K 1E 7 3 S X0t 3 1a) 53 B PR a3 o g 45 i A

TER, Bk TS 750, FEB S SO TR T #EHRES. Sols Oriens tiIESK
Tﬁft 2021 4F 5 HIE R 7ML IE, AT Ae O M ER R o HE .

Aspire/SOL/Willson/Sjk/Tendriade

Hello!

We are happy to offer you an update on customer care for the best price available.

Top offer.

As you may know, all leading companies such as Apple, Samsung etc. do not always develop their software directly,
but hire subcontracors for their software, and such companies may not always comply with local legislation (in such
jurisdictions as Singapore, for example). Low rates of developers and money flow models may lead into turning

these companies into not the best partners for cooperation. How about the following rates for Emirates Transport:

We will be hap\ to share any detall on internal educatxom] or lega] processes. More mfommtlon will be publxslled

SR EETRPERECRer ) SR, ) o y e, B S R RS, RS L SEESNE ERSERR) SRS § Ok ot - EEEE

l REvi 1 Bz HAF I H%WEI—JJEEP Sol Oriens A?%EZ %I?EE’HDU
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American Megatrends MINLEIE(E . XA LB EAFTFIA WA, BRI IR ESTES .

- ‘B
c Ov =
GIGABYTE
sk with the company OFFICIAL REPRESENTATIVE only
must have the right to act on behalf of this company; in any other case, the ransom amount will be RAISED
you don't understand what is going on DON'T CONTACT US.
Read this message TWICE
* YAHOO.COM.TW -
* GMAIL.COM ¢ 3 )

me and MONEY of your company

5 inform for AUTHORIZED persons only
for the FULL DEAL CONFIDENTIALITY of our dea
ct link ONLY.

formation with MAXIMUM attention
" o it, we will avoid ANY misunderstanding

ntact a e person f
ta was ENCRYPTED with the most reliable al
11 1 MODIEY nr BENAME a1 nf thas sncnmtad filec 1
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— ———— - and some others.

Potential issues

Note: below toble Hists sig hat are under investigation

] title classification bion_vervion cpu \epping
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Buffer corruption on SvSetup.c
NafaltEvteacstanfiol) in Dnrlan

B PR B EEAE RS WY L R AL 112GB ) fe b s

11. T-Mobile BREANRBHAH - F L4, ZHMWMALEE
5300 /5

2021 4E 8 A 16 H, EEBINEISIZER T-Mobile US #KTR, KEENRESHUH %R,
2R NEO %8 5300 5. T-Mobile fa i, EEBOTEEZ N2 (FCO CAaMZEHRTHE. T-
Mobile ASJE#HREHtit, FORIAM P BB 4000 A4S, Hbds 780 HAMAE R . At
TORMUFEH P HAEEIE. BG5S, BRSNS A S TORNIEA it

12.  FEARFIEERM 4% R G0 B BB 2 B fE A\ Rk

2021 £ 9 H 6 H, BIRWMBEIFNE T R AERREMEE R AT A 2498, SENHMAART
FALHPTA T IRS . BAERNEMEILE KK E N Steve Mahlangu Fon: “(Hifi) SEBAER
RGN, W R LA RETEME M .. B, %I TR A AT A B TR A2 2150, 4
ZBRAZAT . RIS BB RIER I3 7 Mahlangu #oR, 1% IT TR OE R “BAH
Ptk Fe (L R 7o B H AINAE, I BCA AR AN Eod # 0t (1 114k R I B 15
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(1} the doj & cd

Departme:

Justce and Constmutional Develop
Nams#  REPUBLIC OF SOUTH AFRICA

MEDIA ADVISORY

09 September 2021

ment

THE DEPARTMENT OF JUSTICE'S IT SYSTEM ATTACKED BY
RANSOMWARE

The department of Justice and Constitutional Development has established that
its Information Technology systems have been interrupted due to a security
breach. The breach was affected through ransomware on the evening of 6
September 2021.

Ransomware is often spread through phishing emails that contain malicious
attachments or through drive-by downloading. Drive-by downloading occurs when
a user unknowingly visits an infected website and then malware is downloaded

and installed without the user's knowledge.

K. AR RN U

13, BR#HFPAY L ESR BRI B R BB, B REAA TR
ail:li

2021 4F 9 H, BRMBIUBLE K 7 s SIFIY s E R 2 — Covisian A ] FIPEHE S 5 Fg 329
I3 GSS MBI MU, HRED 1T REuREs, [ n) PUHE 08 X 2% BEAR (P I o B R 98
M. —07 TRENIERIEEANTRR, 22w i ol P AER e Er e A, BE
IZER MasMovil, GEEFHAKAR. Z2HEME LFAE M. BEAF] Covisian —ALKE AR
N, BRI H Conti BhERBAFIk 2 F

14. NEKRBEESF DA RS HE ML ZETE Tk

2021 ££ 10 H 30 H, InE KA =R MhAh 2 A B2 MK Wd, SR DAR. REEE
AzJRy G AR SRR LA L 2 AR AS Bl KM X AR Ry A 2 MR T P AR R G R B 2 b, BT
BRI TRABCE U « 32 4% WS, 22 AR Toi205 iRl BRT o0 Bl P, R BER AR 77 S0 A
SR ST T BAGEBGE 7T XA TR AT BRI T IR ST L, (IR TR
TN SUE EAE R UOR IRSTEIE . thAh, MR 5R T 2 B RES:, A E R EET
SR L
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15. XHEFBI lRFEAHFERZAR! & 10 77 NIBI B

2021 4 11 H 13 H, RJETHRE AT MERNG, REBFRIEER (FBD M R4l 2| BE
N7 BEMER FBI (MK S A% T 10 GEmEE o, FFE5 T a0k R A M Kt 3
fFo FBI $8H, K% B4R 1 f BB AR 3k 44 & b 29002 FBI B 7 B4R, ELARER 2 4 3% E E
te 4. FBI RoR, BRBGTE R AR H AT SR .

Steries | Videos Speaches Testimony = Podcasts Photos  Apps
Washington, D.C.

FBI National Press Office

(202) 324-3691 & witter [} Facetook

November 13, 2021

FBI Statement on Incident Involving Fake Emails

The FBI and CISA are aware of the inadent this mormng involving fake emads from an @xc foi. gov emadl account. This 1s an ongoing
siuation, and we are not able to provide any additional information at this ime. The impacted hardware was taken offiine quickly upon
1 ack

disc ry of the issue. We continue to encourage the public to be cautious of unknown senders and urge you to report suspicious activity 1o

Pl IS o 225 Jey gl M R 1 S AR R A R 7

16. Apache Log4j2 IR GIRIH

2021 5 11 A 24 H, Bl Bz %4 H B\ [A] Apache B i #5 T Apache Log4j2 @ FEARAS AT IR -
Apache Log4j2 @&— T Java HEILR TR, ZTHES [ Logdj HEL, FHIIANT KEFE
(P)4¢PE, Apache Log4j-2 #& Logdj MIFFERAR, XA HERERY KEH TS R4 K, HkidsH
HEE. ERZHIEWT, FRETRSEH A MASFEWREREES ANHES, et ey Ly
P FH SR P 308 0 12 R VIR A AR R R B SR A, B 2 R e AR ARG AT

17. MB35 DDoS Wi BER TSRS EMREIET

2021 4F 11 A 25 H, HRRTE T MRS IEE 2 DDoS Wity 7EHERE B, BTtk Bt
I F BB m IR BURWIZR, HRRIEERENEENE. SMEZKE 1 /MG, 55 KHERRIE
ER B A ) DDoS Wi D445 R, DU M iZ nl DAR IR IE 5 5 6 W o 75 IR 55 2% 16 00 ) 3
DownDetector |, ZIMES BIVFZ RS A= MAHIL T RS AW i, HET AR sk,
ELER R SR AEPNE A (=19 41 & L TEa
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Blizzard CS - The Americas &
@BlizzardCS

[#BNet] We are currently experiencing a DDoS attack,
which may result in high latency and disconnections
for some players. We are actively working to mitigate
this issue.

E57:35 - 2021115258 - BlizzardCS

18. IT fR% T Inetum ¥ Blackcat BhR &M

2021 42 12 H FA), ¥EE IT JR%5 R Inetum Group MEIREMBGE, &5 A B IHFAW KK
RSN, W CIEE LS, HA R SLZERBUT S IR BUREHE, R ISR .
75 P B S S B B R A A, (HIRE AR LeMagTt 34 f I B 2 ik i
WIS i B A BB A Blackeat HEAFTA

() 2021 FEJFH T
1. 2021 4E CVE JIAFIFZ Top10

A A, MR BIRREEFE A 7 ok, FIH 5 2 BIRIA KSR A2 ik Of fice JilAl. CVE-2017-
11882, CVE-2018-0802, CVE-2017-0199 43 a1 T-IeiFAR & Mk 55 FH PRI P Ak vz — B A fa g
PR R A IR 3% 40 Patchwork. SideWinder Donot 4% APT ZHZR A & Emotet. AgentTesla
SR AT AR D R4 3 TR X B Of Fice il SEELXT 32 3 H ARBEAA B2 s o

CVE-2017-0147 Windows SMB #h3 i (MS17-010 /K1E 2 #iWiH) 1E 2017 sk, £45 0450
4 FERfTE, ARTE e H TR EA R 2 2 eRIAE —. ZINRAZ A EE A TR
R, IR TR R 2 5 N R 5E A AR SRAFAE R B I i i 2% i AR B % e, 38 N N I ER85%
()03 B AR AT RT3 2 IR A2 A b £ PN P B 358 A% 4

Log4 j2 1 FEALAS HAT ik (CVE-2021-44228) W] LA 51 1% 2021 4F % 447 ML Y F KA+ . Apache
Log4j2 #& Apache JFIRIIIH , & —#IRFHH Java HEMEL, ARICFHERFRE, EXH Java W
He R 42020 12 H 9 HI Logd j2 1 ™ SRR, HAH SR B A T Bk e P 4% -9 6E,
SIS FEE EEA, IR 2 A S 2 H R 55 2452 BZRIR 2, Rt I T
U LA FE B E AN 27 RIS Logd § IR 2EAT B S AF

it AR IR 4 R B A AR FEREAT 70, PRI 2021 4F 1 & 12 A4 Topl0:
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20215 CVERAFIAETopl0 IINC EEES

0 % 9 o '1, % %
AV Q & '\ Q A &
AT A & N No SV o4 g &
5 8 S S S S N 3 N
S N S S ) O S
d‘\’; é‘(e’ A\ A A\ 6 \\Q,’ A N A\

Bafy . /5

1.1 CVE-2017-11882 Office LI HITIRIA

2R SRR A 2RI, 2017 48 11 H 14 H, kAT 11 A4 T ER, R
BE TR 17T 2 A0 0ffice TARMAHATIRIN CVE-2017-11882. ZJRIAN Office WAZEHEIRIR
T, 520 HRTRAT IR Office WRAS, Xodh 2 T DARI IR LS 518 A P S PATIEE G 2.
TR IAER e EQNEDT32. EXE 1, iZBEHON A XGRS, 7E 0ffice BRI EP BN LS, 1%
P LL OLE F AR A 2URALE Of Fice SRS o B TZASHST TR A SRAE IEMII A EE, Yo
AT DA I 200 2 A P B P A o AR B R B e, T SRR R, AEE S R R SO
BEHRPITEE NS

1.2 CVE-2017-17215 HG532 R4 dHATIRIA

2017 4F 11 A4y Check Point FIPAFRSE 1l Py /= 5 i #2 dy 2 AT IR (CVE-2017-17215) , I
TR EHEZ R upnp AR 5545 A 07N IR RSB FE B A TR 2 AR, LR B &S 1Z R 1) e R
F& Mirai FIFHZRAEFN,

1.3 CVE-2017-0147 Windows SMB ¥hil¥eiR MS17-010

2017 4£ 5 A4 Shadow Brokers A4 T ftAiIM Equation Group SiEXfIREA T A, Hpas “
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1H 2 W7 252 /N MS17-010 JeiA A H T . MS17-010 X% CVE-2017-0143 CVE-2017-0144. CVE-2017-
0145, CVE-2017-0146. CVE-2017-0147. CVE-2017-0148 5% 4> SMB il . X {3 T B 1t 58 B3 S5k
T JG2K WannaCry JREE 2B K, BT EENRZED 150 Z2A0EZK, 30 ZHHH -, &6t 6
W BT ERZATIE Z 8w, Jagnit Has ik mil 80 1236 0. Ih)E &FFI A MS17-010 Il
JRERRIEIEAC, SRR .

1.4 CVE-2018-0802 ARG IRIA

RIS E ) E—4C CVE-2017-11882 —fikAH/&, [AlJ& T Microsoft Office H1[K] EQNEDT32. EXE
NIRRT - 2RI XA “HBB AT, EFXRAENATAIEAY (BEK 0ffice N
FHONRTD, 2 IR RS A N gmbEas X 210 Office SRS & B R IR SBUT =T
AT .

1.5 CVE-2016-7255 Win32k K¢t FA-IRTH

CVE-2016-7255 g /& — > Windows P AZHERUIRIR, 520 : Microsoft Windows VistaSP2, Windows
Server 2008SP2 #F R2SP1, Windows7 SP1, Windows8.1, Windows Server 2012 Gold F1 R2,
WindowsRT8. 1, Windows10 Gold, 1511, 1607, Windows Server 2016. Zas# ] # % IR 7E M 1%
BN HATAE R . 24 APT HREBGEE ) AT T NAZ BRI AT B

1.6 CVE-2017-0199 Microsoft Office Z#IFIH

WU A2 B2 Word 7EAREE Pk OLE2Link X 5%, Ff38 3 W 2% B0 375 RN & IEfALBE Content-
Type BT E [ — B HIRIA. ZIRIAFIH Office OLE X S HHEA, HAENIT BN ST
RS, Office WA URL Moniker Wl sk #24a 7l 1) HTA SCMF R4S 48, URL Moniker @i iH i
Wi .3k H content—type 7B A5 B85 /5 i FH mshta. exe H T EI ) HTA SCAHATEE R

1.7 CVE-2018-20250 WinRAR H 3% ZJRiH

UNACE. DLL #& WinRAR BT ) —ANBRIB FOBh A B2, T A0 3 ACE A RIS, Zah & 4ERE
FEAE 2006 fEMEgmE, BEAARMTBI . WinRAR 7EMR T AL ACE % R SC S AR P fE e — b H
SRR, %R VR E SRR T AT R H SR B, RIS T LA LS 2 H S BN
B R B AT R = AR .

1.8 CVE-2011-2462 iR IEHITIRIA

Windows f1 Mac 0S X Y Adobe Reader Fl Acrobat 10.1.1 A8 B APl A& UNIX ) Adobe
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Reader 9.x % 9. 4.6 *{) USD HMFHAFEARTEE IR, FSCVFIZREX &l RABAHATEEN
M e P B A s (W AAIR) . IEAAE 2011 4 12 A8 Z A KRR .

1.9 CVE-2012-0158 Microsoft Office *&%sH R

U A 32 ZE & AE MSCOMCTL. OCX Aséder, — Bt A7 #5 DUAUHS iy I8 BB A 1R bk 22 o X i 1 (A0 0
T e IR H AL SIS APT BGIES A, 5 A K Do iE (8 i RTF SCA T Ut 2
I IZIRIAAE RTF SCAEET TN TR RANS.

1.10 CVE-2006-0003 RDS. Dataspace ZFEAIEHITIRIA

RDS. Dataspace ActiveX M AFAAERTEHIINIA, EEETE ActiveX Xt 4 (ADO) H F:45
A {E Microsoft i n| ZL4F (MDAC) 2.7 F1 2.8 1, RVFEFEI B AR 5 YT EANA $ATIE R
A5,

2. 2021 FEHRIAIRIF B

2.1 CVE-2021-44228 Apache log4j2 ZFEARIEHITIRIE

2021 4 12 H 9 HM Apache log4j2 #iHE H RIS HATIRI . BT Apache Log4j2 HELLThAE
FELELR AN D RE, il B % 2 1E oK, il R R AR AT IR o 1A JC RE L &, H. Apache
Struts2. Apache Solr. Apache Druid. Apache Flink Z£34528.0H. Apache Log4j2 & —#KiiTHI
Java HEWR T H, ZTHRHES T Logdj HEZE, FHBINT KEFE IR, ZHEHELEY KEH
TWERGH K, HRIEFKHEGFE. RZHEELT, FRETEEHABASENEREES
ANH &S SRR R %A 9 R AN P S N B s 29 H &l sk, BT iE Bum FEARE AT .

2.2 CVE-2021-40444 MSHTML A HITIRIA

2021 4E 9 H 7 H, kAR T Windows IE MSHTML o ) —AMm AR HAT IR . Mo mlilmid
FIEEER ActiveX FELEALITET A RS %A Microsoft Office SURYMEFT, ThiFSH 4T
BRI E, IR EbR RS ELOZH P BORPATAE RS . M ZIRIA @ 0ffice 365 A
0ffice2019 fEAZ M K] windows 10 FHL_E R 3k AN 22 38 W% = 44k,

2.3 CVE-2021-27065 Exchange fERE B AIRIH

2021 4 3 iK' EJ7 KA T Microsoft Exchange %AFHMER [EE S NIWIH, i
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T 454 CVE-2021-26855 SSRF JwilA, mRHeft IEfffY administrator fEiE, MIEEEIER, R4 L
B NMEE .

2.4 CVE-2021-26855 k&% imiE ROy IRiw

2021 4 3 AWKE KA T Microsoft Exchange ‘%415 HE Exchange AR 4528 KDy id
(SSRF) i, ) FH b eI ) B0k 5 vl A i S =0 3R, RIE AT R HTTP 15 >R 3181 Exchange Server
AT S BLE

2.5 CVE-2021-1675 Windows 3T Bl IRS4RAURIA

2021 4F 6 AWIRECE J7 KA Windows FTENRSS (Windows Print Spooler) BIIRAURIH . K& 5
13 BEAIE i FE B o 3 AT A FHAZ IR LA SYSTEM A PR 7B 38 4% il 2% L P ATAT B ARRD, T FRA5 3Nk 1 4%
AL .

2.6 CVE-2021-41379 Windows Installer A fRIRFIKIHA

2021 4F 11 H 9 Hi# kA 7 CVE-2021-41379 %440 T o 1ZIWiAE Windows #4F RGEAEAEN
— MNFRER TR, JEVEAPE T Windows Installer IRGAEAE — LU E IBREG, BidiE vl AR i
TRA7E SYSTEM B SCHH AR S, $8 T 2480 K P B2 FEALRR .

2.7 CVE-2021-34527 Windows 3T E iR S5 IR 1A

2021 F 7 AWIURE 7 RAG T — MEET Windows FTEIIRSS (Windows Print Spooler) &G
JiF s Windows Print Spooler #& Windows fJFTEIHLIG & A0 BEFE T, FIH ZIRE, B vl DERH —
MEBPRA - CBHE guest ), XPIds R Beedy, bz hil A .

2.8 CVE-2021-36934 Windows HFEURFHIRIF

2021 9 7 H B A TFH Windows $EBURIR, 2RI H T X 24 R[50 (B2 2k E
HHAS (SAM) H P 1 U7 1 il 3% (ACL) i T 9848, A AERA AR THII o DA L s ] ¥ 2 35 T
LA A SYSTEM AUMRISATAE AN, SRS BGEE T UL, BA . HokaUlBRgds, sield A
Se A P BUBR ARBT K o
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2.9 CVE-2021-26858 Microsoft Exchange Server TR HATRRIA

1Z IR 3Bk B Exchange W B4 56 5 HOAE BSOS NA, B i@l Exchange AR 4525k
TEMIAEE, A PR IR I SO 5 NS 28 L AT T8 42, Z IR 1) PABC & CVE-2021-26855
SSRF Jil AT A Xt .

2.10 CVE-2021-1732 Microsoft Windows ZA<HiI—RAURIA

2021 7 2 ), fdaE H AT T B R 7 —A> Windows RGAMGERNIE, ATt
A AR A TR T 2 System AUFR,  CIRIF TTEEBE FH T 0€ 1 Mok v 3l o 123 32 22 b pR 4L
win32kfull!xxxCreateWindowEx Xt FH J2 [al iR [ B R 3G A ™ R 2, AR P AT iR HFE
FE 3R R SRR

(=) 2021 43R APT W HEfE L

1. B R Darkside

DarkSide £HZ3 3= B M i #5036 Darkside #IZRPATXT HAREAT S 1), 1ZBKT 2020 48 8 H
W, ST C&%EE TIEAANZES, W Darkside Bk ST (AT RS, BBt BiR
F T IT A A RSR S 88 42 AU . 2021 4F DarskSide 56 5 %) B &6 12 5 74 Colonial Pipeline.
RZ T (Toshiba Tec Corp). b2 fhriH#ER] Brenntag 25V HEAT T M4 K 5 .

Wb 1: 2021 £ 5 H 7 H, DarkSide #HZZ%d 1 3 E AR EIEIZE R Colonial
Pipeline A=W TMVI=H| RS, 1ZFF 53 Colonial Pipeline A EI M8 F Wy T AR &8y =5
EEMARNEERRIEE, MEREBFEMIENESIRE. #52, Colonial Pipeline &3 E K
IR B TE I E T, BRIEIE T KRG imEEE 1 2 me e, 25818 RGUEES = BNk
W NGB P NS, B5 REKCIA 5500 U, K EZRIGR A5% AR 2 S8 RG e ft, St
R, PRI TE G P T e S EUR I 2T .
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Pipeline Emergency?
Call 1-800-926-2728
COLONIAL PRESS RELEASE : n

Media Statement Update: Colonial Pipeline System Disruption

Update — Monday, May 10, 7:55 p.m.

Colonial Pipeline is continuing to work in partnership with third-party cybersecurity experts, law enforcement, and other federal
agencies to restore pipeline operations quickly and safely. While this situation remains fluid and continues to evolve, the Colonial
operations team is executing a plan that involves an incremental process that will facilitate a return to service in a phased approach.

We can now report that Line 4, which runs from Greensboro, N.C., to Woodbine, Md., is operating under manual control for a limited
period of time while existing inventory is available. As previously announced, while our main lines continue to be offline, some smaller
lateral lines between terminals and delivery points are now operational as well. We continue to evaluate product inventory in storage
tanks at our facilities and others along our system and are working with our shippers to move this product to terminals for local delivery.

Our primary focus remains the safe and efficient restoration of service to our pipeline system, while minimizing disruption to our
customers and all those who rely on Colonial Pipeline. We will continue to provide updates as restoration efforts progress.

Hu#

i: Colonial Pipeline A &]E Jj /7
Wl 2. 2021 45 A 14 H, DarkSide ZHZRXI R Z 4 H (Toshiba Tec Corp) KRN TAH
HEAT T Bids, AT B ERY §L R TR B AR 2 18] DL AERRINFA &) 2 (6188
IR RS, RN REL T &5 A £ s &0 o

» Worldwide * Japan: of Sitemap @ Contact Us

TOSHIBA Toshiba Tec Corporation

Search

Home Products Solutions Services Download & Videos Corporate Data

Cyber attack on European subsidiaries of the Toshiba Tec Group

May 14, 2021
Toshika Tec Corporation

It was confirmed that European subsidiaries of the Toshiba Tec Group companiss suffersd from the damage of cyber attack (“the

darmazs”)

After disoovering the damags, the Toshiba Tec Group [“the group”) immediately reported to the authorities concemed in Europe.
The group also took actions to stop the networks and systems operating between Japan and Europs as well as those operating
among European subsidianes with the aim of preventing the spread of damags whils deploving recovery measures sequentially
onoe effective data kackup has been completad. In addition, the group is proceeding to idertify the content and extent of the
possible damage through conducting investizations by the cutside specialized organization

Acaoording to the investization, the extent of impact has been limited to some regions in Eurore and we have not vet confinmed a

fact that customer related information was leaked extemally.

B far as the investigation result shows, the group recognizes that it is possible that some information and data may have been
leaked by the criminal gang, we will continue to conduct further investigation in cooperation with exteral specialized organization

to grasp the details

Although the group has been steadily implementing information secunty measures, the group will further enhance securtity

measures to ensure protecting the information of our customers and emplovess. Going forward, the group is determined to resclve

Bl R A A 7

Wt 3: 2021 4E 5 AY), #5855 Sk Brenntag 52 T W& Kds, MIZILIRDF AT
o w L B AT T, IR T ORER N 3. DarkSide BREAFH ISR
A RBC I G L T 15068 A% . Dy 1 AR 2 e o3 n s 10 cdis - I 1A s et 10 24 O it
i, Brenntag 18 [ DarkSide #Z BAFRBIKSIAT T HME 440 J53E T ELAS TG -
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DarkSide Leaks

Brenntag - More then 150 GB of sensitive data

Included:

We have downloaded a lot of your private data, you can see examples below. If you need more proofs, we are ready to provide you
Y P y y y

with it.

The data is preloaded and will be automatically published in our blog if you do not contact us.

After publication, your data can be downloaded by anyone, it stored on our tor CDN and will be available for at least 6 months.

Fd: DarkSide ZHZE10EE AL N Bttt 85 v TH

2. B4 Patchwork

Patchwork & —N%/b M 2015 SEBE I G HE4T N 25 ks (1) APT HZR, SEfUk B ENEE . X/~ APT 4
B “BEEIMEL”. Dropping Elephant. Chinastrats. APT-C-09. Quilted Tiger F1ATK 11 Z5#R
o ZAAFERNEE B IAREIES), AW ERE S TR E. BREGE, HA, EEM
EEZANERK, WAKERTIZ A BR. GedR. &Rl 1T MBUNSE. BahFEAREE
B CR, R RsE R esp I (CVE-2017-0261) 5. 2021 “EHG R IRE] T 2 MIAHE
o = R L

M3 E

Yo 1. 2021 52 1 H, BB BSOS/ IR R — &y b B A IR HH R, did o
Mk, ZFEA4 N “Chinese Pakistani fighter planes play war games. docx. ”, (iF3: H[H
B R LS IR 4 R doex) o ZFEARIA esp IRlAEAT B, S sSSd AT doex SCHY
A, ZEBERAM @Y B “word/ _rels/document. xml. rels ” H {1 0 & TN
“media/imagel. eps”, FIH esp BRI 4 HSCRYS LU R P, 5 AH SORY P 25 J0) 45 v [0 R 2 05 3
25 2y ST A SRR IE A G, [RIB IE SR FakeJLT J5 [ 1 5E, PAHEATIE B 07 ISR #1E
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Pakistan's air force, has become increasingly dependent on China asthe US has cutoff military hardware

Chinese, Pakistanifighter planes play war games to provea pointto India+* supplies toslamabad e tots inks with tslamic militant outits.

Atthe opening ceremony on December 9, Air Vice Marshal Ahmed Sulehri, the deputy chief of Pakistan's
air staff, said the exercises "will further enhance inter-operability of both air forces, thereby fortifying
brotherly relstions between the two countries” «

Major Gen. Sun Hong, the assistant chief of staff of the People's Liberation Army Air Force, said they
"will improve actual level of combattraining and strengthen cooperation”.+’

China's military build-up on the Ladakh border hasforced Indiato counter the move ta protectits
territorial rights and goin for a rethink about the country's security arrangements and military exercises.
This has rattled both China and Pakistan.+

India recently hosted the massive Malabar 2020 naval exercise with the US, Japan and Australia +

The inclusion of Australiainthe group has strengthenzd the "Quad,” or Quadrilateral security Dialogue
comprising the four democratic countries which are seen asa counter to China'sincreasing muscle
flexinginthe Asia-Pacific region and beyond to African shores.«’

Beijingand Islamabad have also been strengthening their relationship with China providing econamic
military and even nuclear support to cash-strapped Pakistan .«

Chinaiscarrying outjoint air force exercises with Pakistan in Sindh as part of the sabre-rattlingin The China-Pakistan Economic Corridor (CPEC) a $60 billion communications, ene rgy and infrastructure

response to the Inde-Pacific Quad exercises in which the Indian Navy participated recently.«! projectto connect western Chinato the Arabian Seathrough the Gwadar portunder the Beltand Road
initiative forms part of the anti-india strategy

The war games, merely 200 km framthe Indian border, are taking place justa week after Chinese

Defence Minister Gen. Wel Fenghe visited Pakistan to sign anMol for closer military cooperation +' ©

The exercises, named 'Shaheen' or Falcon-IX, are underway ot the newly operational Bholari air base

near Karachi.+/

According to the Nikkei Asiamagazine, the Pakistan Air Force released avideo showing the wide range
of military aircrafton display in the exercise, which will astuntil late December.+

China has sentits fourth-generation Shenyang -1 air superiority fighters and Chengdu 1-10 multirale
jets.e

Pakistan, meanwhile, is flying a mix of third-generation Chinese-made Chengdu F-7 interceptors, French
Dassault Mirage 5 attack planesand the newmultirole JF-17 Thunder jointly produced by Chinaand
Pakistan.«

No American equipment, such asthe F-16, has been deployed, the Pakistanissaid +*

China's Defence Ministry said the drills will "deepen practical cooperation betweenthe two air forces” .+

Bl SR 1A i SR

Bl 8 2. 2021 £ 12 A 21 H, Fa 2GR G438 7k Patchwork ZLZUxt b [ A2 )
Wit fF . ZALUE IR B R A T A CVE-2017-11882 Jsi 1B SCRS, thask (hie N Rt
ANE E K PARRE RS EILR) T8, SIWRAFERSHATE SIS HAE . dhht,
HIEAE DA S S SRR AL B e — B HARIT I RAE SO, Bodi g mt A A SRR AT — B shellcode,
MITIE B bs 2 58 N A BB AR B o
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- o
Faf, National Health Commission of the People’s Republic of China.
= F R#NEEsIEREEAs

gl

itk
(EEMEFRE SRS, IREr R 2ANEE “ T2/ 1.
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3. BhA LR Lazarus Group

Lazarus Group j&—~H 2007 ST 4XT H FREAT 2% Bk B 4 23, i 212U BRR N Group
77. Hastati Group. Hidden Cobra. APT-C-26. T-APT-15. Zinc 1 Nickel Academy &&, 24
TR B AR 2 — . ZAZREMEE, BAEFE S, BT EKERER. FEEshs, Eam
BB RF SN E T, ENERORESE, EE R, HAS, WA
ARSI BUF. BT SRR, 2021 5383 10 2 i B S #A HAH 5%

Ko i 1: 2021 42 5 H 11 H, 52 B E k-7 G W3k 8] —2 Lazarus Group B 44
MR, ST IR SR N AR £ RO T R i TS MBI, I8 YRS ki
L MIIEEK MaRS Wl EfIb1eKR . fEX et S, Bodi & R 89t i 425 7 = 1a) B Anfsiis 44
N“New Bonus Announcemnet. zip” EZG 6, fE B 466 N A N XA : “New Bonus Announcemnet. docx”
N “Password. txt. Ink”. K ACHY “New Bonus Announcemnet. docx” #{M & INE, FrLATEH
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Creating employee bonus and
incentive programs:
An overview.

Read the highlights:.

Bonus and incentive programs can effectively incent employee results and
behaviour. However, if not properly developed and implemented, they can, in
fact, present a barrier to business success for your startup and frustrate
employees..

Types of employee bonus and incentive
programs.

There are many different types of bonus and incentive programs you can
create for your employees. The most commonly used programs include:.

+ Sales-related commission or bonus programs.
« Annual perfformance bonuses.
« Profit sharing.

Project milestone bonuses.

K. Bk 1 s R

W3k 2. 2021 4F 10 A 22 H, 23S Lazarus Group AHS &30k, ik Sd
Ffb, Zeah R R s T U H AR #4409 “Profitability Statement Report.zip” Jk
aty, HHHPEIEEEOESER4% N “Profit and Loss Statement. x1sx. Ink” FJPREET; 20
S, PR S FR I — B JS AR, B FE R IR B IS ARSI EE SRR S P, S E SR
BRI EAIREE, Bl 17 4 29 AR &R A& T HIEEFENE, FIRGTE SR EEER
R LA 20 H AR P o EA LA T A d i H .
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Profit and Loss Statement [
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8 v o - D

AD1 - Profitability Statement Report (Q1~Q3)
A B e D E F G H

1 Profitability Statement Report (Q1~Q3)

Bl ProFIT & LOSS April May June July
3 | Sales $4,293,849 $4,102,937 $4,409,323 $4,958,393 $3,938,485 $4,528,345 $26,231,332
4 less cost of goods sold $110,293 $132,039 $129,384 $192,834 $162,534 $132,034 $860,018
5 | More... $0
5 Gross profit/net sales $4,183,556 $3,970,898 $4,279,939 $4,765,559 $3,775,951 $4,395,411 $25,371,314
7 Expenses

8 Accountant fees $9,027 $8,273 $9,128 $6,304 $6,030 $8,372 $48,133
9 | Advertising & marketing $39,203 $13,829 $17,293 $19,283 $17,263 $20,394 $127,265
10 |Bank fees & charges $40,392 $40,293 $42,930 $39,482 $39,484 $58,474 $261,055
11 Bank interest $0
12| Credit card fees $6,298 $6,034 $5,943 $4,283 $5,832 $4,928 $33,318
13 utilities (electricity, gas, water) $13,029 $14,923 $16,283 $12,736 $13,625 $13,005 $83,601
14 | Telephone $0
15 Lease/loan payments $0
16 Rent & rates $0
17 ' Motor vehicle expenses s$0
18 Repairs & maintenance $0
19 Stationery & printing $0
20 Insurance $0
21 Superannuation $0

Bl Brdi s fh 2 i sORy

4. BhHZ Transparent Tribe

Transparent Tribe s&—/>H 2013 LIk — EAETERE MBI . XANHL IR “i7EH
&7, APT 36+ ProjectM. Mythic Leopard 1 EMP. Lapis, 15 B2 B 1% 20 25840 J9 [ L 40 1 5,
HEZRCR, HFEHMEEEEGMENEES), Sk B GRER = BE apE s i b rs
BIRAASEE SR, W AT Z AAE . BRI MBURSESIR. 2021 o238 T 25 Transparent
Tribe ZH4UMH R BB F A

B s 1: 2021 4F 4 A, i 2 B EHRCF 6 4 3k 2] — e &) BEE E B K% (NATIONAL DEFENCE
COLLEGE (NDC)) [HXri i, B & BOMMIFEA R AN 2 S0 ) PPT, 4424 “NDCUpdates. ppt”s 4
Hr P St AR PAT 2 5, FEARSTETF BN RN 25 5 B 5] [97 K %% (NATIONAL DEFENCE
COLLEGE (NDC)) MY b Crimson AR, il @ iH ORI R A 7, ARG 6 3UT
Crimson i A S AT (5 B 9T ISR 481 .
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Bk s 2: 202146 H 18 H, %EﬁﬁTmmmmmﬁﬂm@%@mm% w7
KRS, Beh R E SR S, NN — HEBERZH, SV0THRTIN
5% COVID-19 513 %ZE,WEWW&MQE%$$Wﬁ%§,ﬁE WO ST B B b 2% 5%
WAL ARk . ARAE L 32 TP A AT DS Rk By B AR N EDEE . fEX R SR, Mok SEUR
R s AFS5 7 Ui 444 “Defence and security Agenda Point. ppt” MIZE3CHY, A AT HIX
AN PPT SCRI B G, 2RSS BT RSSO LR -, IR S B SOF AT — AR S
RS, Buhi B R IX AR SRR ROGE AT Crimson @48 K G idE 4745 B 57 U 5 #4 .

o TERg, TR HATAT
5 . MINISTRY OF n rred fiern
S % GLOBAL COUNTER
< \GCTC DEFENCE LRl
: o TERRORISM COUNCIL e c DEFENCE pﬂoDUCHON
’?;%rmj‘s R Govermet Of inia
TIPS

DEFENCE & SECURITY CONFERENCE: POST COVID-19

CONCEPT NOTE

India, an emerging global power, is increazingly threataned by physical and digitzl dismption; thera is
a growing need fo enhance awareness zbout the emerging threats and challenges. Disturbing power
ratio in cerfain volatile ragions; 2 shift in the center of gravity of the balance of power towards China
and the decline of the United States of America az a global hegemony are the thres major izsues
forming the current geo politics.

In a bid to identify and discuss the threats and the security measures that would counter in a Post
COVID- 18 world, Global Counter-Terrorism Council (GCTC), an Intemational Think Tank, is
organizing the Dafance and Security: Post COVID-19 on July 1%tto 374, 2021,

The conference aims to diseuss various issues associzted with the defemce preparedness and
capabilities of the military in the post-COVID-19 scenario and revamping the defence production
systam. Thiz conference focuses on India’s irations and chall post COVID-1%.

Seven decades of Independence and India still has an underdeveloped military-industrial complex.
About 70 percent of defence aquipment is currestly imported, mostly of high value and high
teckuology: Therefors, evamping the defence produstion systems is 2 erifcal requiament. There s 2

lack of defance preparsdness in terms of ineffective defence planning, defence
budget, snd dependency on ordnance factoriss and defence PSUs for tecknology sbsorption, quality
assurance, and production in larza numbers

The decizion-making m the fiture mformation-dominated battlezpace will be purely fachnology based
and depend on big data analytics, AIML, and data connectivity. However, existing institutions and
mechanizms are largely rooted in cutdated conventions. In order to retain the competitive edze against
mereasingly capable opponents, dafance leaders must embrace technology. The session will invite
views on intemsive lication of artificial 1L cyber & robotic warfare, and unmannad
assault technologiss will be the new norms. The webinar will also facus on defence cosperation of
India and its strategic pariners — Ruszia, France and Israel, at 2 global level, to combat security issues
post COVID 19 in the Indo-pacific and West Asia.

This conference will bring together government reprezentatives, security experts, academicians &
ndustrial stakeholders to discuss and exchangs u‘lea 1bo\|t significant defance offset policies, sector
analyzes and new millsnnium threat p 3 i foracast,

production, defence preparednass of axmed forces andm prepare for new ml]lennlum chaJlenge post
COVID-15.

GLOBAL COUNTER TERRORISM COUNCIL
CORP. OFF, - B-124, 34Floar, Block-B, Seclor &7, Noida 20131; Mah. +51- 510675236, +31-981 1551997,
REGD. OFF. - GF16 ARLMACHAL BUILDING, BARAKHAMEA ROAD, CONNALIGHT FLACE, MEW DELHI-11000L; Tel +31-11- 4700 0205
E-mall: - INFOBGLTCWORLD.ORG, Wib: www gctowordd.ors, W @GCTCWorkd CTCWard

B s 2 SR

5. BUh¢HZR SideWinder

smwm@rE—AEmMﬁm2Eﬂﬁ%ﬁﬁﬂ%ﬁﬁmm%@ﬁvﬁu%ﬁwﬁoﬁ4MW£
SRR A i g ", T-APT-04. Rattlesnake A1 APT-C-17, J2IlSEIGIRIIA AL —. ZHLR T
LR MNHEE B BN EEES), KREZHOEEHE DA E, EAEYEE, s ﬁ£l%,ﬁ&MHﬁ
Tk ST . EBT . BURAIRHE A RS, HUGE Tk 2R R A sl 55 5 BB i 7% &
PN CVE-2017-11882 Vil [ ST 4Y, Xdz%‘ﬁ H bRt 48 ) W s R P 7 s . 2021 Ao A
KB 75 HAH R B d FH A
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Yok gif: 2021 955 H 24 H, Hi B3R 7B R SideWinder AHR BG4, kBt
AR L B E SR S B G E 5 5 MUK 21 (UNCTAD) AHZG, TR RT 2021 4F 6
HE 7 AR “g@rkOyidifiiimmnage s (BPRY” 2. B F)F ta ifh 25 07 20 H bR
RN T BB GUF1 CVE-2017-11882 Yl SO AT Bealy, SCRYH R AR BN SO IS AL
i, 2 EARH ST SO, TS AR SCHRE 2 B Mo R A CVE-2017-11882 JRiR#AT LK, ik
FE RO EEREME .

Building Port Resilience Against Pandemics (BPR)-

On behalf of the United Nations Conference for Trade & Development (UNCTAD) we are pleased to
announce the official launching of the UNCTAD TrainForTrade “Building Port Resilience Against
Pandemics (BPR)” course (28 June-30 July 2021).+

Course details and how to register: BPR Course Details June-July 2021+

o

Background.

UNCTAD launched this initiative in March 2020 when the Covid-19 pandemic was declared.
Information was collected on mitigation measures and protocols elaborated by the port members
of LNCTAD TrainForTrade Port Management Programme with the spirit to exchange information and
support the transformative process in ports.«

nttps:/itft.unctad.org/ports-covid-19/+

+

Following requests from several port communities we decided to build a training and capacity
building component on Port resilience and pandemics. The first stage was the (online) briefing
sessions with port actors around the world to design the skeleton of the future course .+

https://tft.unctad.org/port-management/building-port-resilience/+
+

It was followed by the actual production of a comprehensive package called “Building Port
Resilience Against Pandemics (BPR) comprising 4 sections: (1) Crisis protocol and communication
strategy, (2) Staff management, well-being and resilience, (3) Technology preparedness, (4) Cargo
flow continuity with manuals, video, tests (quizzes), Forum, Data collection on best practices. The
pilot phase was organized in April 2021 for 139 participants of 7 countries. It was very successful
and relevant. Therefore we are now opening up this initiative to all port communities around the
world.+

P oy S 1 SR

6. BUihHZ APT-C-23

APT-C-23 & — D ZE/D M 2016 FEIT6XF H AR BEAT 0 248 By B L 21 . iZ A 43 X Fe
FrozenCell. AridViper. Micropsia. Desert Falcon Al “XUEHEH ", APT-C-23 @R 2 H 2
5 R B AN A B, B A Windows 5 Android XUF & X A8 7 o A S AT 5 A0 IX,
Rl R TYGE, W AT Z NEUT. E . FEESHERENUE. 2021 FHERMRK T 2ikE
HAR R B B

Wl g 1. 2021 4 8 H 8 H, fEHGEMIRAKEL G FEd, B a) B $os D3 PDF
SO TTHAT B R, FEFP 4408 “0001 Aee)n duly (andl pdf.exe” , iBE AMRAAE. ZEF
Hi Delphi7 %5, AT FEGEE 1, & H A 6 DEREA 8 AN, FEAH AT ez (17 B i
BRECRIK B 1 S AR H Ao PRSI BO ARSI 5 00, SO N E R R, SO
DU TR A T E G, HOC R WA BT R R g S, ORISR 2 T 8 A
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-]
CNA

On March 21, 2021, CNA determined that it sustained a sophisticated cybersecurity attack. The attack caused a network
disruption and impacted certain CNA systems, including corporate email.

Upon leaming of the incident, we immediately engaged a team of third-party forensic experts to investigate and determine the
full scope of this incident, which is ongoing. We have alerted law enforcement and will be cooperating with them as they
conduct their own investigation.

Qut of an abundance of caution, we have disconnected our systems from our network, which continue to function. We've
notified employees and provided workarounds where possible to ensure they can continue operating and serving the needs of
our insureds and policyholders to the best of their ability.

The security of our data and that of our insureds’ and other stakeholders is of the utmost importance to us. Should we
determine that this incident impacted our insureds’ or policyholders' data, we'll notify those parties directly.

We have established the following dedicated email inboxes to meet the needs of our insureds and policyholders:

To report a new claim, please contact: 1.877 262 2727, Option 2. For all other losses, please email (not fax) all new losses to
ClaimFNOLbackup@cna.com. For distribution and underwriting support, please contact one of the following:

« Commercial: CommercialUnderwritingbackup@cna.com
« Specialty. SpecialtyUnderwritingbackup@cna.com

For U.S. Operations, please contact one of the following or call:

« Direct Bill: 1.877.276.7507

« Agent Customer Service: 1.877.574.0540

« Policy Service: policyservicebackup@cna.com

+ Billing and Collections: billingandcollectionsbackup@cna.com

‘We are committed to keeping you apprised of the latest developments. Thank you for your patience
Bl CAN AW KA
@ 202143 H, #IEPAREAS REVI] ERR, AAIBEE RN B2 (Acer), FEAMMEELIA

A ORI B, BB AR EIR 5 THRcMe, AMAREGM 14 14T, XK
FrPTETRAMIEN A, WE TSR KR DS BRAT Z AR AR 5GP
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Acer Inc.

Acer.com - is a Taiwanese multinational hardware and electronics corporation specializing in advanced electronics technology,
headquartered in Xizhi, New Taipei City. Its products include desktop PCs, laptop PCs tablets, servers, storage devices, virtual
reality devices, displays, smartphones and peripherals, as well as gaming PCs and accessories under its Predator brand. Acer is
the world's 6th-largest PC vendor by unit sales as of Jannary 2021
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® 2021 4 5 A4, DarkSide [ B\IEHB iR T Colonial Pipeline, iX &5 3 [E A - f#AM .
MR IEIBE R . BUHES TiZA RT3 KRG ML S ML, SEES MK ERR . H
TGP 428, Colonial Pipeline f#& A& I MM HAUS AT T 440 T3 350 HLRR T

Pipeline Emergency?
Call 1-800-926-2728
COLONIAL PRESS RELEASE I -

Media Statement Update: Colonial Pipeline System Disruption
Update — Monday, May 10, 7:55 p.m.

Colonial Pipeline is continuing to work in partnership with third-party cybersecurity experts, law enforcement, and other federal
agencies to restore pipeline operations quickly and safely. While this situation remains fluid and continues to evolve, the Colonial
operations team is executing a plan that involves an incremental process that will facilitate a return to service in a phased approach.

We can now report that Line 4, which runs from Greensboro, N.C., to Woodbine, Md., is operating under manual control for a limited
period of time while existing inventory is available. As previously announced, while our main lines continue to be offline, some smaller
lateral lines between terminals and delivery points are now operational as well. We continue to evaluate product inventory in storage
tanks at our facilities and others along our system and are working with our shippers to move this product to terminals for local delivery.

Our primary focus remains the safe and efficient restoration of service to our pipeline system, while minimizing disruption to our
customers and all those who rely on Colonial Pipeline. We will continue to provide updates as restoration efforts progress.

B

K. Colonial Pipeline A& EH 5
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® 202145 A LA, JUPREZAHFERE A, 2EREUE. SERIEEE . 43K 670 NHbX
H LT ARG LIS 84 F] Brenntag #5Z T DarkSide M8 idi, DarkSide 244
PRAEAR RIS B G T 150GB [ 8H .y 1 sk o9 2 ook 2 s OB 97 L 2 s
A TFtEE, Brenntag #%i8 ] DarkSide 42T TAMA 440 J5 35 Julf bhgs i 4

DarkSide Leaks

Brenntag - More then 150 GB of sensitive data

Included:

® Finance

We have downloaded a lot of your private data, you can see examples below. If you need more proofs, we are ready to provide you
with it.

The data is preloaded and will be automatically published in our blog if you do not contact us.

After publication, your data can be downloaded by anyone, it stored on our tor CDN and will be available for at least 6 months.

Fd: DarkSide ZH 261 EE AL N it 85 01 1H]

@ 2021 £ 7 A, GRS Revil FIRMBL, XF4BRAE 44 M FE e FEAR e 7 RIEHER Kaseya &
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KASEYA ATTACK INFO

07.2021) we launched an attack on MSP providers. More than a million systex

e infected. If anyone wants to

ersal decryptor - our price is 70 000 000$ in BTC and we will publish pt decryptor that decry

Kl: Revil fEREM R AR AN T Bt Kaseya ITH E
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#%&, 1E24 CandCrab 1B HIMLEF LSRN AT, IEPEMUINEER, 2021 SE5E 2 HliE T 2k KB 135
tiFF, Sodinokibi LA “BhZBAFRIARSS” 105300k, 0 I — 0K 8 28 00 B At R AR
14K

Sodinokibi MLt HAREE KAUIRAEL) ™, BRIT N BUF AL K B AL I gL R A
Sodinokibi RFIME HZE (ECC) AEXIARINEE Sk, 1847 Ja & H — NI E U F R A E I &=V 2
Bl E TAE, X LMEfS Sdoinkibi HBHi+4r RiE. BHEE TINEAH. Hy A HRRCHF
Jeo HEBRH 3, DR REiIE N rdife, @il n e i PR B R, Hng g,
DRI A T RNV BB L - AN RE AR

f j 1201 m-readme.txt - D=4 =B 1
B REE BEROQ) FEV EEH)
F-—::: Welcome. Again. ===--- -

[+] Whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on
your computer has extension 1281m. E
By the way, everything is possible to recover (restore), but you need to follow our
instructions. Otherwise, you cant return your data (MNEVER).

[+] What guarantees? [+]

Its just a business. We absolutely do not care about you and your deals, except
getting benefits. If we do not do our work and liabilities - nobody will not
cooperate with us. Its not in our interests.

To check the ability of returning files, You should go to our website. There you
can decrypt one file for free. That is our guarantee.

If you will not cooperate with our service - for us, its does not matter. But you
will lose your time and data, cause just we have the private key. In practise -
time is much more valuable than money.

[+] How to get access on website? [+]
You have two ways:

1) [Recommended] Using a TOR browser!

a) Download and install TOR browser from this site: https://torproject.org/

b) Open our website:
http://aplebzud7wgazapdgks6vrcvezenjppkbxbréwketf56nfeag2nmyoyd.onion/CA258D288874C

K|: Sodinokibi #1Z&(Z
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3. 2 Darkside BhR®MH

Darkside #)Z AT 2020 4= 8 H I, JETHZ Wi JuFERIfk “Darkside”, Z#EIRHAIkCE
i TIEAAREE, 1ZEMKE 2021 FAHSIERR, 5 AR RN GG T 24 KRB, B E K
K EIZ S 7 Colonial Pipeline A& TV EHI R48, UAIALS-70 452 7] Brenntag, J£57

BT REHHE, 25 Ll Bk 1 HME Ll R 2%

J| README.1a5¢bc12.TXT - g5 =anEl X
MR | RRE B0 EE(WV) EEH)

——————————— [ Welcome to Dark ] ——————————>

What happend?

Tour computers and servers are encrypted, backups are deleted. We use strong encryption als
But wou can restore everyvthing by purchasing a speclal program from us - universal decryvpto
Follow our instructions kelow and vou will recover all your data.

m

Data leak

First of all we have uploaded more then 100 GB data.

Example of data: —
- Accounting data

- Executive data

- Sales data

- Customer Support data

- Marketing data

- Quality data

- And more other...

Your personal leak page: http://darksidedxcftmga. onlond/blog/article/1d/B/dADclB_fEg—c—-HfTes
The data 1s preloaded and will be automatically puklished if you do not pay.
bfter publication, vour data will ke avallable for at least & months on our tor cdn servers

We are ready:

4| T [3

K]: Darkside #iZ&{z

Darkside fESCH NS, SHEBR RGN MR PRETTA, UL —RAIE BRI
Pk, i R HAt i 2, HIBIF SR 408 8 FiRENL By, AR RE 14

FR README. [1abche12]. TXT M ARAE #h 2R IBEALY & Az o R 1 BE ML 7 BEECT

| Tools 2021/5/11 14:27 ik
|| LICENSE.txt.1a5cbcl2 2021/5/11 14:26 1ASCBC12 34 38 KB
|| NEWS.txt.1a5cbcl2 2021/5/11 14:26 1ASCBCI12 Frf4 476 KB
2 python.exe 2017/9/16 20:20 RIFETER 27 KB
~ pythonw.exe 2017/9/16 20:20 REERE 27 KB
|| README.1a5cbc12.TXT 2021/5/11 14:25 A 3 KB
| | README.txt.1a5chel2 2021/5/11 14:26 1ASCBC12 Zft 56 KB
8] Remaveunicorn.exe 2017/9/20 9:41 R FER 192 KB
[E] Removeyara-python.exe 2017/9/20 11:32  mAER 192 KB
|| unicorn-wininst.log.1a5cbcl2 2021/5/11 14:27 1ASCBC12 Zft 4 KB
[ woxpopen.exe 2017/9/16 20:20 REERE 109 KB
| | yara-python-wininstlog.laScbcl2 2021/5/11 14:27 1ASCBCI12 Zrff 2 KB

BEHLIEN RS R4
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3. 3 BlackCat #&E# Y

£ 2021 FFXWENTHTA7, ¥EE IT RS R Inetum Group 18523 BlackCat ¥ & AF M, Frag
Kik B . VR 2021 FE R E RS, Blackcat VAERE B Z4 B R EFR, HAFH DL
I REFRRN Rust BERE, EHIERIZEATE REHE, X AHMAZH), WL T RiE 4
T SO e B B R A, AT M Ry 5 LRI

""" RECOVER-sykffle-FILES.txt - iD=2 - el

MR $RE(E) fBI0) =ZFJ(N) EEIH)

»» Introductionlmportant files on your system was ENCEYPTED and now they have have
“sykffle” extension. In order to recover vour files vou need to follow instructions below. >
Sensitive DataSensitive data on your system was DOWNLOADED and it will be PUBLISHED if wou
refuse to cooperate. Data includes:— Emplovees personal data, CVs, DL, 55N, - Complete
network map including credentials for local and remote services. — Financial information
including clients data, kills, budgets, anmal reports, bank statements. — Complete
datagrams/schemas/drawings for manufacturing in solidworks format- And more...Private
preview is published here:
http:/fzujzzbubvbdsbmvedZaddpd] xkooskdt sl fomehnhTpvq jpwenbeokyvd. onion/b2lel FhE—FfR8-425h-
35935231 T9al ese/BR6cf430a90Thbe9asfd38fh T04d524dbd1 991 b042ad6 FE5dc T 2ad 7870421 » > CAUTION
DO NOT MODIFY FILES YOURSELF. DO NOT USE THIED PARTY SOFTWARE TO EESTCORE YOUR DATA. YOU MAY
DANAGE YOUR FILES, IT WILL RESULT IN PEEMANENT DATA LOSS. YOUR DATA IS STRONGLY ENCEYPTED,
TOU CAN NOT DECEYFT IT WITHOUT CIFHER EEY. »> Recoveryv procedureFollow these simple steps to
get in touch and recover your data:l) Download and install Tor Browser from:
https://torproject. org/2) Navigate to:

http: //muT5ltvE3lxd2ddbyube tvmwnbecigsbauki Tfeesd 3T fl zvalngd. oni orn/Paccess—
key=JoSRTEXDN%ZB36F cOPPRVH 2F ZBG AlvHEyzR DT opLnnDg 20h6R0TI =

%2BaT ZbWehpwBMdhUTucG JVEAVE cEgHFO51 ePATHUXI1E

%2B gk HCQS SGhENwwlME] alBHI 2GE0049m3 q3mwdyE c THEB L Lk 2Finl 8256 fafi bp 94K

%28 2v iLrmDre ThUNTNQx51 synfvSDumbs e zFBZp 93p5 3TbHabmub ZF K v jHAZ S 8dI1 1 B2P cKu0 4Kl 1 00qmDW THEY
%2FEk TagzPuyBdmbyvl TC jSWvqTFE9PHL B 2eHeRvesDn3T enh2F b JOh2 fF S 9T %2F o TH g THUSWA T pOU% 2BV
%2BkhPebdyEoWLELP gdNRGuBL ST dTuTNS A% 3D% 3D

K|: BlackCat #)&/{
BlackCat AMYSZRF L2 Mnss FyE AN, @ 21T S8 5 H B SO — R S E 4 i

BRBGE . PIMESEIRE AR WA, BB RS, ST rRiat, BOmsE M. X
SETTRE SRR R A2 FH A, A MATHE AR B R Bk i & B AR R KR

[FLAGE]1 [OPTIONS] ——access—token <{ACCESS_TOKEN> [SUBCOMMANDI

Run as child process

Print help information

Do not process network shares
Run az propagated process

Show user interface
Log to console
Print version information

Access Token

Enable logging to specified file

Do not propagate to defined servers
Only process files inside defined paths

A MIRBFNSE I E
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. @#mEE

(—) APT AR KB E SR B '

B E B Al APT BGl HA APT BUdnid s i RFEERIE,  BORBR 2 1t [ 5 209 2% Ll
ek, MITHD B H [ 53X 2 APT Brai s s e, 845 P48 22 2R R [ X & AT EIMIE T .

(2 BREKGFEEF RS

BRI B bR ANBR Al BB Al HATEZ PR B, &R R
7 A0 RBER. M. HE . HOFSEE 2 OB Vet AN AT UL — s . — BEE IR
Y, BRNSBOSS RGO . Uik, EINARA SRR S HOFE L, Rk T A R
BAT o AMPMA R IR T K TN, il 2 2l TR s TN, Gl R i 2 i
N, BB REEIREARR, BEZEMARS, WML — 5K BB R B B M Al
AN LR HLEN 2 AT Bl i BT B

(Z) BTEHRREMEANREE RO

GER 90% /e AT AL Poad #0 SO 28 By, A AR R MO A SUREAT A B 22 L IRIFE S . %
R BAT EE T B, S R AT B2 A O A Ml B R X 296 2 e XU ) B LT
Bo

() EMBAREEERRE, fNE “R’E” BEhEY

Apache Log4j2 JRiFZ 2021 SEGHAEARIRUE MERP i . JTIRAL X B ae 04 2 2 5 4
python/node. js F:IXEIA L. BAFIF R E T HIJTIRITH & 2280, @ HATkAE 2 etk &,
i LA R I S SR B A AT T A A Ml AN RT /b 1R B P8 22 4 TA

() BAHMAERRRAEZEGE TR, 27 WAASMRIRIE
MRS

A B M e IR TR AR 2 BB I bR, SIRTAR B R TR. IXA L GANE A & A
B WA AR IR IR AR 50, KRB SR (H A 2 O Bt & s i MU H bR e Bt B8
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Gl Sy ot Ml DR ISR /G B SN B P A ee o Yo

(7%) BZRBIENF B —PHIEER, ATEESRNMA N
%

WA RIS, (e Gok T B AR, HMK B MR 24 A 7 D44
SRR A TR AR, (ERATAR I, A TR AR GASE . AR, oA

T 2% 22 s AR RS DA R, TSl & i ML G soR, B RN T REBOR
XF

f: 2021 £ E A E KM ZEBURER

1. (TN EEBEMEIH & BITahTERI (2021-2023 4F) )

2021 £ 1 H 13 H, TV EALEEN A Dk B G1#T R ATk (2021-2023 4F) ), it
RIFRH, BRE T BRI R SR 2, 2018-2020 EF AW T BRI &5 i, 4> B ST 55 A
TREETI, MLl P& X, SRR LA REEMAE—D R, 2021-2023 2K E T
FLIC s . R, TRRISR T BB AR R R B AR, bR T e S — P e
. e N ARG R HARGIETRE bR T PR RSP A A R
J1it—

2. (W RNARBBIHEEN N AEFLENNE BIEEHE)

2021 4F 3 H 22 H, EFREBMEREIAE. TIAE B, A%, BB EELR
ICHERG B (ST Bl TR MRS e o ZEA NAS VB FEE ) IUETR Y, App ©IERZ 2N
RELIHTHE . N ECARMIN AT, 2T MBI BOT G4 DR R . P TR 2 B A A
MR ARUEFTRL ZEANNEE, RIRREE App ZEATIREMR S EH BT FHIAANE L, s
ZA5 S App BITCIASEBUAEA LI RENR 55 . RARZIRHAMA P SANER, ARSI A A
fE e MUEsEM, App AMFPEDAM P AFRIERMEARLEN NG R, a6 KA T RS

3. (RTENRINMEM % ZEMEHE R LIRS B ILAE)D

2021 4 6 H, EZESTIRER A (G EIUR NG5 R 45 2 4 AN s frdi AR5 9  ILiid
FN), EKRE| 2022 4F, FEAZRFEMDE. BORML. HIEA. TUEY]. B EUTRIEST ORBERM 2522 4
Hon R TARRHINLE . B DU IR, BRJT7 ORISR ST 2% 22 e AN dE 22 A DR R L AR 2R
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s, BB RAN A B REBIA BHTKT .

4. (P NRICEHEZEE)

2021 /6 5 10 H, T=mEEAREZSBE - FIuRaitEnd 7 (i N R E R 224
) CRIFR (B2, | 2021 9 H 1 HARAT. ZEVERREL 1 e A 5 22 40 37k
Hbx, JESRZEIURN R H A, 0L 7 Bl R0 JUE B, AL T B 2 R pEAG . T
T, NEACE . B e AR, I T R BRI SR e R 55, XRREE
PR EICHR 22 A UK S At RNV

5. (IPv6 MERA=ZFELWITahTHERI (2021-2023 4F))

2021 4E 7 H 8 H, TASEB WS TpBES KATCIPYE MBI T =L 478011 %1(2021-2023 4£)),
CETTERDY WIEREVOME MRS K. eV FHFRE T 13 TUTAEERAMT %454,
SRR B TPv6 AR ERAE 11, R N A TPve BIBNG 11, $RTF &0 % 4% TPve SCFRE 1. IF
EUR S I2E IR N 28 5 e TPve o5, TIRYGM. 56 P48 S0 i I 4% [R5 58 1Pve, 7
IR BT LR s T B AT e RO B ST B TPVG,  SERAS SR TPve Biids, A i b LBk IR0 kR i
IR TPv6 THE s .

6. (M™% ERFEEENE)

2021 £ 7 A 12 H i TVAME B4 EE . FR LRMNEEAAE A= TIKEE Kk, B 2021
F9H 1 AT tERUE RS TR AL RS BANRUR AT AT Y, WL i R
%325 DL SN 27 il 2 e R I Mgk RS Esh A BGE DA 3T S 55,
HEBN 27 e AR B B AR IR AL . ade. A, SREMRERNRE BT, 5 S
BOVEAT I FeiiE 1 IR TR SR A R AT DRIE B 0 2% 22 B R, PR i L 5 I 4% 22 4

7. \MEZzE=VERERB=FT3ER] (2021-2023 4£) (iE
RE DD

2021 £ 7 H 12 H, TAF A TFER R (9 2% 22 4l v o e =R AT 3 iK1 (2021-2023 48D
CIERZIADY MR SRS, 2023 4, WM&z e Y 2500 1270, F£EEHK
G 15%, — b 4% 22 e R A% D BOR TR, T8RNl o B XRS5 M 2% 22 42 il & G158
AR, MK A IRSS BETRE It — P 5
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8. (R#f5BEMBERERT KB

2021 7 130 0, [H55 P o B2 ve s 2 2 vh e NRILAN [ [ 55 e & 58 745 5. (ORHE(S B LA
Bt 4RI 2B, % CGRPD) T8 A 17 HIE kA, A 2021 4 9 7 1 HERAT. &% BIfE (M
e Ank) HERT, BRAERRE BBt 4, @R IR HIRE, WIS B IR B A
SESR AR FY , ISR (5 2 Al it e B 2 10 SCST MIDTAE, 0 S £ S Bt 80 It F) o 2% 22 =8 Y
W 0 B K

9. (FHEANRILHMENNE BRI IE)

2021 £ 8 A 20 H, +=mEEANKNEEZLSBH=HRSUGERHEN (b NRITAE DS NE R
RYE), B 2021 5 11 7 1 HEMAT. NAEE RS AR E bR L 2 JRE SLhs, B3 7 HA
5 R B RCEIERFEN, SRIFALEEAN NS B RS E Avk. B, BEAEREN, BAW. &
B H RIF S LB H BRI, RO AN AR s S/ 5 20 BRT-SE AR EE H iR E L,
NIFAEBERN, PRAES B R, RICZ R 4 .

10.  CRTIMBREBRMNE BRSEESSHENEFEL)

2021 5 9 H 29 H, PIEIr HF . ﬂﬁ%ghﬁéﬁAﬁﬁ«%?Mﬁﬁﬁﬂﬁ%%%ﬁ&
SEREMNERREL), BEREE, BEFEMTE, BARRHEEIR, LeRiRREEYE, 7T
RAFSEMRSS LR BARIRIE I, BE XTI A R 45 22 18] é%%&@@ JIIESPRE PSS e Sl
PR BRI, STdEaE T, B B2 2 5NEE LR BN RSP, HE
BEEE SRRz G H, HRORB S XRSEE, SEtifsEin 2, Rapplai Ok, 5] EEN
NP AL EBYRARE, se PRI R EVEN G SRRFRORANET, KO B E St 7T LA,
R FERIR AL, ﬁ%ﬁﬂﬁ%%%%ﬁﬁf TR EFIE R LTSS .

11 (TAE BTSSR REEHMNE GAT) UERERL
D))

2021 29 H 30 H, TAEHATHERNT ToLFUE BASUSEHE 2 &8 InE GRT) (ERE
WA BRI, B SVESE (CHE 22 40k) SEER, BiTasds 2 e X . (IERE AR 24
RUE RS RG2S, IR, MRAEATILEDR . MR Bl RSN A i 25 DR 26 Bt i AT
IrRANRRIR, T RCEE 2 20 B s TR F AR K A 2 7 =4 36 K A B G B S s & EAR ST T
PR HL A il A B SRR N AR A IR e E RN, A3 B EGE DU AR AR TS ik
S ARIRVRH . AT BRI R BRSP4 7 A A SR (U B AR A R AT K8l
B2 VP, R DR A M RTIR T REAT HE 5
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12.  (MEHR/ZEEEEXH GERERFD)

2021 5 11 A 14 H, ERMEINRAT (MAEHE 228 P& (ERE WD), [Atta A THE
RE . X (L2 Ak) . (Ha 2 4k) AL C NG BARYE) = REHE A AT 2 1 ) 3 2
RIBC B, o (4 224k BRARIN 2% 3 [A] 22 4 BE AR BB R, (Budls 22 42780 410 Hodle
AbBLIE N 2 A ST RAA, CNAEBRYE) T IS T G Baie s, =FIT, BN
LR BNEEE RN “ =B S, T CGE IR DAE R B AL B s Sl IRBE SR <4, R
N HEVER 28 2 (B S e, P B e, AR A EH I, 22X “ =B 557 AT
HACAENTE o

13.  (“THHR” EREFBTILA AR

2021 £ 11 H 16 H, TAE BACER AT UL 5 BB G AR, Bm i,
7 2025 4, fFEIEETVEAREIE PR, KRRERZFRIT, BEARBSEZA. £RE
BR. BRESR . LA SRR BCT IR, QURTRE IR IR, BRI AR, AT
B O RTRE AR, MO RCIE R E L LR E . By E R R

14. (MEZZEHEIMNE)

2021 4F 11 A 16 H, EZR EEMIEEPAE 2021 4E55 20 = 52U BURIT (M%7 48
INED, WIETR KR LEME =8RG BT kA (MELEHEIE), T 202241 7 4
HaAn, H 2022 42 H 15 HERMAT. (INE) HME-T G188 F T A A HIE sh 2w s T fe i
Wi [ o 2 e S S R AN g 2 i &, IR SR 100 TP A NG BT G188 &k E
Sh T P 28 L A i B I B IR g e A IR B PRTR R, INE R S ML %
Sl B AN AR AL, R 5836 1 [ 502 2 XU A DR 355 N 7

15. (ERZERE (2021—2025 F))

2021 4 11 H 18 H, b hBug fm AT i W (B R 24k (2021—2025 4F)). 2> ill4s
H, FEHA N E R 24, AR B SR E R A, IR R e g R . NIRRT
At ans, TEEEPG . SABURN E R e TS TAY, StIBUG %4, ANR%4a. BEZRF
A PG —; RFHE DEZR RS 5e%, 4edrihiE., a5, AL eqr; BREgaerE,
iR E R B SR Z e P B AR, RBEEG e R 74, REEGEMT LR
G, (et E G SR E L AR .
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16. (“THUR” HWAENEBSARRF R BRI

2021 4F 11 H 30 H, TAFHIEREA  “FUUAR” ARG BE ARSI Z AR, )
P, A VU T B R A RIS B A AR IR S5 B S P S SEBUB R T, b BE I EHT K
AREEE R, PR EIASH R ) U7 KEHBR. 2 2025 4F, FUBLLL Ak
WU 14 FifZTt, XK 12%0L -, Tk APP 28 100 754>, &% 2-3 A E BRI /11
FREAEX, AT AR 20 K E 4

17 (TR KREEEF LR R

2021 4 11 H 30 H, TAFMIERAG DI H” KB R AR, (k) 2k, #2025
T, KRB  ERE IR, 3 Ji4270, R EGHAKRIRIETE 25%/A 47, BB 158, MIER. A
F AT IR R B P AR RERTE . Bl ERMEVES R RV #L, ERME TS RE,
BRI E EAT, BELE AT, B8 —MRRANRZ S G, TIaiHIRA . K%
OFEARIAS I, brie 51 0E B E 800, TR — UL KRB T IEIUE , 76, 1H5E. LS
fili v it ik 31 [ PR o K F

18.  (IvAfs B GIEEE 22 REE BIRIE S ZE TR
51 GT) (ERE AED)

2021 4 12 FJ 22 H, TAVAME BACERIF SRR A (ML ANE B A U B 22 4 X5 B kit 53t
ELMERRG AT, JFHmt S ATHERE . (CCIERSI) 8, KKEBRIE, A RBA
) LAV A BALHR . 77 AV AE BAC R EE ] M7 305 RO B 224 U5 B AT A
RS B ILE, R TG BAE. 7 T AME B EE T, HOmdEE B R s, B4
Jes AR AL RS IR R HIAT N WEAE B0 SIL = TARIERr “ Rty 20, HERf. H
Sy SERET BRI, AR Wil Tk

19. (DI HBEMSES LA RE RIS (2021 BR))

2021 12 A 24 H, TALFME BALER. B FArdELE R R SBAEIR (D EEEM 2R & brifE
etk R IR (2021 BOY. (F5r) $2H, BIBE] 2023 4, T BRI RFFEL . e
RIEE N BEHAFTR FENEE/ . NSRRI ERRE 15 TILL F,  “56+ AL HEER” | 55
BEAL L DMV REHE . 22 PP S SR BERORbRE 40 LA L, TRV EE R B8k, B L (HH),
Fe & thilit . MUK A A T8 s AT W A B FH bt 25 DA b, HEShbRHEAL S 7E L fA7 AN
SRS N, B RANAER R EFE . EEAEIRIARIARR. B 2025 4F, il Tl B SCH R,
R PR BRSNS RRUME 100 TLLE, BEG—. Bba . PG DAL BECMIFRUER R, T bR
W2 N 5 E R KPR KR R R R R R
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20. (“THR” BREBAHKD

2021 4 12 A 27 H, Mg e G BAR Bk 7 B E AR . GOl
feth, #2025 4, ey E@EBBSRENE R, 5B RRIKCT RIBERTE . B BBt i R 8
Nses, BTBARCHRREAL MR, Brai kBRI R eACr, vt @i
e, BerBURERoK e, Hor RARRRE DR E R, e R R H R .

21, (“HIUE” BRERIE R R

2021 4 12 H 28 H, TAME BAGASE \EB I TBRAEN & T € “+H DR BRehE KLl
CRERID $8 H AR B it O SR B AR A s S HDE AR, BHIFRRHIE, L2, &N,
DA 2R, RABHNGE R IT. B T BENEESEEA, MEE SRS FIRIKE) . s
o Al SRR el R4, HESHHE W SCEE AR Mg hEl. R Re A
Ho ARK 15l “PLET , InPES A AR g — 2B 2025 4, B Bl ALK
T I AN 254k, B ST E TP A R Ref: R F 2035 4, FUBILL Bl A
AT KB E 8L, E AT T A R AR S B B .
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