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 ̧ 2020 ľԐ ῃĿ ῍ 1. 48ַҩ̆ 3. 52ַ ̆

ᵣ 2019 ҉ 43. 71%Ȃ қ ֲ ҹ 3, 427҆̆ᵝ↓ῃ ѿ̆ῒ ҹ

қ ֤ ̆№≢ҹ 2,787҆ 2,452҆Ȃ 

 

 ̧ 2020 ľԐ ῃĿ ῍ יּ ᴆ 156҆ҩ̆ ҹ 86҆ ̕

ᵣ ҹ 922҆ҩ̆ ҹ 578҆ Ȃּי ᴆ ֲ № ̆ ֤ ѿ̆

ҹ 19҆̕ ֲ № ̆ ץ 69҆ ᵝ↓ ѿȂ 

 

 ̧ 2020 ľԐ ῃĿ ῃ ῤ῍ ̂URL̃ 6, 693҆ҩ ῒ̆Ҭ

4,305҆ҩ̆ 2,388 ҆ҩȂ Ҭ ῤ ѿᵝҹ ̆ ҹ 61҆ҩ̆

ῒ ҹ ̆ ҹ 55҆Ȃ 

 

 ̧ 2020 ľԐ ῃĿ ῍ 581҆ҩ̆ ᵣ 2019 ҉

69.02%Ȃ Ḥץ ȁ ȁ ҹȁ ҹҺ̆ῒҬḤ

32.7%̆ ᵝ ѿȂ 

 

 ̧ 2020 ᴑҙ ῃԊᴆ̔2020 יּ ᴆ ₯ ̕APT ≠ COVID- 19

῏ ῃ ҩ ₯̕7000 Ӡֲ Ḥ ̕Ҭ Ḥ 2ַ

Ḥ ̕ ≠֒ ῤᴑҙ ₯ T̕witter Ὲ ̆

ȁ Ȃ 

 

 ̧ 2020 CVE № ̔CVE- 2017- 11882 Office ף ̕CVE- 2010- 2568 Windows 

LNK ̕CVE- 2016- 7255 Win32k ̕CVE- 2017- 0147 Windows SMB

MS17- 010̕ CVE- 2012- 6422  Samsung Galaxy Android ῤ ῃ Ȃ 

 

 ̧ 2020 ῃ APT ₯Ԋᴆ A̔PT UNC2452̕APT OceanLotus̕APT SideWinder̕

APT Darkhotel̕APT PatchworkȂ 

 

 ̧ 2020 יּ № ̔ ῃ ᴑҙ Ὲ Kroll יּ̆ ᴆ 2020

̆ ᴆȁ ȁ ̂RDP̃ Microsoft Ғ

Ḥ ₯̆ᴰ ᴑҙȁ ȁ ȁ ₯ ҹҤ ̆ԑ

ȁ ȁ Ӟ יּ⌠ ₯ Ȃ 

 

 ̧ 2020 ᶫ ₯̔ ᴩ ≠ ᶫ ₯ᵬҹ ῃ ᴑҙ

₯ ῃԊᴆҌ ,ᶫ ₯ ҹ 2020 ΐ ⱬ ӊѿȂ

ᶫ ₯ѿ ≠ ֟ ᴆ ᴆ Ữ ᴰ Ȃ 

 

 ̧ ל ̔ ף ῃ ҳ יּ̕ ᴆᶭ יּ̆ יּ

̕ ᴆȁ ᴆ ₯ׅ ῏ ῃ ̕ᶫ ₯ ̕Ḥ

ῃ Ҥל Ȃ 

  



                   ֤ ᴍ Ὲ  

2 

 

ѿȁ ᴆҍ  

̂ѿ̃ ᴆ 

1.  2020  

(1)  ᵣ  

 

2020 ľԐ ῃĿ ῍ 1. 48ַҩ̆ 3. 52ַ ̆

ᵣ 2019 ҉ 43. 71%Ȃ ῤ̆ 7, 728҆ҩ̆ҹ ѿ ̆ ⌠

ᵣ 52.05%̕ ԋ ҹ ̆ ҹ 2,981҆ҩ̆ ᵣ 20.08%̕

ȁ ᴆȁ №≢ ⌠ ᵣ 12. 19%ȁ9. 59% 3. 75%̆ ᵝ↓ ҈ȁ ԓ̆

ץ ₯ ῒז Ȃ 

 

 

̔2020  

 

(2)  №  

 

ῤ̆ қ ֲ ҹ 3, 427҆ ̆ᵝ↓ῃ ѿ̆ῒ ҹ қ ֤ ̆№≢

ҹ 2,787҆ 2,452҆ Ȃ 
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̔2020 № Top10 

 

2.  2020 Top10 

ֲ ȁ ף ᵀ̆ ₮ 2020 1 12 Top10̔  
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3. יּ  ᴆ  

יּ ᴆ 2020 ᶭ ᵝ ̆ ῤ ľԐ ῃĿ ῍ יּ

ᴆ 156҆ҩ̆ ҹ 86҆ ̆ ᵣ 2019 Ҋ ԅ 10.84%̕

ᵣ ҹ 922҆ҩ̆ ҹ 578҆ ̆ ᵣ 2019 ҉ 332.32%Ȃ 

 

יּ ᴆ № ̆GandCrab 67%̆ ҹ ѿ יּ

ᴆ̆ῒ Eris ̆ ⌠ 13%̆ ҈ LockScreen ̆ ⌠ 2%Ȃ 
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̔2020 יּ ᴆ №  

 

יּ ᴆ ֲ № ̆ ֤ ѿ̆ҹ 19҆ ̆ ԋҹ қ 7҆ ̆ ҈ҹ

қ 6҆ Ȃ 

 

 

̔2020 יּ ᴆ № Top10 
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2020 ̆ ҹ ̆ ₮ 2020 Top10̔  

 

 

 

ֲ № ̆ ץ 69҆ ᵝ↓ ѿ̆ қ қ №≢ᵝ↓ԋȁ҈ᵝ̆

ҹ 45҆ Ȃ 
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̔2020 № Top10 

 

̂ԋ̃  

1.  2020 ῃ  

2020 ľԐ ῃĿ ῃ ῤ῍ ̂URL̃ 6, 693҆ҩ ῒ̆Ҭ

4, 305҆ҩ̆ 2, 388҆ҩȂ URL ҹ 2, 443҆ҩ̆ᵝ↓ῃ ѿ̆ῒ

Ҭ 598҆ҩ 200҆ҩ̆№≢ ԋȁ҈ᵝȂ 

 

 

̔2020 ῃ URL № Top10 

 

2.  2020 Ҭ  

ῤ̆ ľԐ ῃĿ ̂URL̃ Ҭ ῤ ̆ ѿᵝҹ ̆

ҹ 61҆ҩ̆ῒ ҹ ̆ ҹ 55҆ҩȂ 
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̔2020 Ҭ URL № Top10 

 

3.  2020  

ῤ̆ ľԐ ῃĿ ₯ ҹ 251҆ ̆ῒҬ ҹ 64҆ ̆

ѿ̕ῒ ҹ ֤ ̆№≢ҹ 22҆ 12҆ Ȃ 
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̔2020 ₯ № Top10 

 

ԋȁ ꜚ ῃ 

̂ѿ̃2020  

2020 ľԐ ῃĿ ῍ 581҆ҩ̆ ᵣ 2019 ҉

69.02%Ȃ Ḥץ ȁ ȁ ҹȁ ҹҺ̆ῒҬḤ

32.7%̆ ᵝ ѿ ῒ̕ 24.32%̆ ҈ ҹ 13.45%Ȃ 
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̔2020 ᶛ 

 

̂ԋ̃2020 1 12 Top5 
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̂҈̃2020 Top5 

 

 

҈ȁᴑҙ ῃ 

̂ѿ̃2020 ᴑҙ ῃԊᴆ 

1.  2020 יּ ᴆ ₯  

2020 ̆ ῃ ᴑҙ Ὲ Kroll יּ̆ ᴆ 2020 ̆

ῒ ȁ ᴆȁ ȁ ̂RDP̃ Microsoft Ғ Ḥ

₯Ȃּי ᴆ ₯ ҌҊ̆ ԅῃ ҩ ȁ

ᴑҙ̆ 2020 יּ ᴆ ₯Ԋᴆ ̆ῒҬ Ὲ HMRȁIT ⱵῈ

Cognizantȁ ⱬῈ Light  S.Aȁ Ὲ Cencosud ҩ ᴑҙ ԍ 2020

יּ ₯Ȃ 

 

2.  APT ≠   ῏ ҹ ῃ ₯ 

2020   ̆ ԅ APT ≠ ῏Ḥ ᵬҹ
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₯Ԋᴆ̆ Ҭ῏ ̆ Ҭ ȁ ȁӋᾥῌȁ ҩ

₯ Ȃ ĂPT PatchworkȁOceanLotusȁKimsukyȁTransparent Tribe ȁ

Lazarus Groupץ Sidewinder ꜚ ҹ ̆ Һ ≠ ץ ҹ ᴆ

῀᷅̆ ₯ ȁ0day Nday ₯Ȃ̂ № Ғ 1̃ 

 

3.  7000 Ӡֲ Ḥ  

2020 1 ̆   ῃ ῏ ̆ ᵬҹ ̆ Ӡֲ Ӟ ↓ҹ ῏

Ȃ ̆ Ӡֲ Ḥ Ḥ̆ 7 ̆ ̆ ̆

ᴍ ̆↓ Ḥ ΐᵣᵟ Ḥ Ȃ ԅ Ҭ ₃ҩ ̆Ḥ

Ȃ Ḥ ̆ Ӡֲ ⌠ԅ ῒ ֲ ₯ Ḥ Ȃ 

 

4.  Ҭ Ḥ 2ַ Ḥ  

2020 1 ̆ Ҭ Ḥ 2ַ Ḥ Ȃ ῏ ∞ӥ ľ̆2013 2016

9 27 ̆ ֲ ֒ ׆ Ḥ Ⱶ Ὲ ̂ҹҬ Ḥ ᴍ Ὲ ῃ Ὲ ̃

№Ҍ ҙȁ Ḥ ̆ ᶫ ֲ ̆ ֲץ↕ 0.01

ᾝ/ 0.02 ᾝ/ Ҍ ᴇ ҉₮ ̆ ≠ 2000ᵩ҆ᾝ̆ Ὲ ҩֲḤ 2ַᵩ ȂĿ 

 

5.  ֲ ľ− Ŀ̆  

2020 2 ̆ ̆ Ҭ ľ̆ Ҭ ֲ ҩֲ

VPN ῀Ὲ ῤ ̆ ҩֲ ȁ ҉ ֟ ԅ ȂĿ Ԋ

ᴆ ⱷ̆ ∞ 6 ⅝Ȃ ∞‗ӥ ľ Ὲ Ⱶ ῤ ῃ − ̆ ᶏ

Ὲ 2020 2 23 19 ̆300ᵩ҆ ̂ῒҬט 7҆ᵩ ̃ ᶏ

Ὲ Ḥ ֟ ̆ ḱԍ 3 3 9 Ȃ 2020 4 30 ̆ Ὲ

ט Ⱶ ȁ ט ⱴ ῍ ֲ 2260ᵩ҆ᾝȂĿ 

 

6.  ≠ ῤ VPN ₯ №

ᵝ 

2020 3 ̆ ῤ SSL VPN ₮ Ҥ ̆ ꜝ VPN ῃ Ⱶ׆

Ҋ ᴆȂ ῃ ̆ ≠ ҩ ᵝ

ԅ ₯Ȃ ₯ ̆ ₯ қ֒ APT DarkhotelȂ

̆ ₯ ᶏ VPN Ⱶ ̆ ԅҬ ȁ ≠ȁ 19ҩ

№ ῤ ⌠ Ȃ 
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7.  6000ᵩֲ ̆3ֲ  

2020 4 ̆ Ὲ ľ̆ Ḥ ₮ Ҭ ₮῀ֲ

Ḥ ̆ῤ 6000ᵩֲ ȁᵟ ȁ ȁ ᴍ ҩֲ ᴍḤ ̆ ԅҌ

ᴪ ȂĿ Ὲ ľ̆ ᵬҬ ⌠ ֲ Ḥ Ὲ

Ḥ ̆ ῤ Ḥ ֲ ̆ῒ ֲ ᴰ Ȃ ᵬҬ ⌠

ֲ Ḥ ֲ Ḥ ̆ῒ ֲ ᴰ Ȃ҉ץ 3ֲ ҹ̆ Ҭ ₮῀

ֲ ᴪ҉ ᴰ ̆᷅ ԅῈ ҩֲ ȂĿ 

 

8.   PC ּי ľWannaRenĿ ᴰ ̆ ҹ 0.05 ҩ

 

2020 4 ̆ ₮ ѿ יּ ľWannaRenĿ̆ ҩ ȁ ̆ יּ⌠

ⱴ Ȃ ᴪⱴ Windows Ҭ № ᴆ̆ⱴ ᴆ ҹ.WannaRenּ̆י Ḥҹ

ᵣҬ יּ̆ ҹ 0.05 ҩ Ȃ ̆ יּ 2017 ľWannaCryĿּי ҹ ᵌ̆

Һ Ṣꜛ KMS ΐȁҊ ΐ ᴰ Ȃ ╠̆ ңҩ ̆ѿҩ

יּ Ḥ ̆ ѿҩ יּ Ḥ Ȃ 

 

9.  ≠֒ ῤᴑҙ ₯ 

2020 6 ̆ ≠֒ ῤ ₮ ȁ ף ȁ

ᴑҙ ₯̆ ȁ ӯ ᴑҙ ῏

ᴆ ̆ꜝ ᴑҙῈⱵ ᴆ̆ᴺ ӯ ׆ ץ̆ ≠̆

ῤᴑҙ ῈⱵ ҩֲ ̆ ᴑҙ ₡ ̆ ᴪ ῤ ᴑҙ

Ḥ Ȃ̂ № Ғ 2̃ 

 

10.  Twitter Ὲ ̆ ȁ

 

2020 7 ̆ ᴩ῀᷅ ̂Twitter ̃ ̆ ԅ ҩ ȁ ֲ ᴑҙ

̆ ̔ ╠ ȁ Һᾴ Ṝ ֲ ȁ Ὲ ⇔ ֲ ¥ ȁ֒ Ὲ

⇔ ֲ ¥ ᵠ ȁ ֠ ᴶ¥ ȁ CEO ¥ ᾥȁ ╠ ᾥ ¥

ᴿ ȁ ¥ ȁ ֜ ¥ ץ̆ Ὲ ȁᴨ Ὲ Ȃ ≠

֓ ̆ ᴋᵥֲ ҩ ̆ ᴪ ⌠ Ṑ

̆ғ ꜚ 30№ ῤ ҍȂ ₃№ ῤ̆ѿ֓ ⌠ 113,000

ᾝȂ ⌠ ֲ ᴧ ̆ ץ ҉ ῃԊᴆȂ 
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11.  Windows XP ף  

2020 9 ̆Microsoft Windows XP Windows Server 2003 ᵬ ף ץ torrent

ᴆ Ὲ 4chan҉Ȃ ҉ torrent ᴆ ҹ 43GB̆ ῒҬ

Windows Server 2003 Microsoft ῒז ᵬ ף ̆ W̔indows 2000̆

Windows CE 3̆ Windows CE 4̆ Windows CE 5̆ Windows Embedded 7̆Windows Embedded CĔWindows 

NT 3.5̆Windows NT 4̆ MS- DOS 3.30̆ MS- DOS 6.0Ȃ ף Ả ̆ᵖ

ׅ №ֲ ԍ ̆ѿ ⌠ ̆Ҍ № ≠

ף ץ̆ ≠ ̆ ѿ ῏ ῃȂ 

 

12.  ῤ ̆ ֟  

2020 8 ̆ ̆ Ὲ Ԋᴆ̆ῒ 20GB ῤ ҉ᴰ⌠

№֣ MEGA҉Ȃ Ὲ ᴆῤ ҍ ῤ ῏ ֟ ῤ

̆ 2016 CPU ȁ֟ ΎȂ ᴆ ᴆ ¥ ̂Till 

Kottmanñ ̆ῒ ֓ ᴆ ѿ ῀᷅ ̆ Ӟ ̆

ױז ҹ ҩֲҊ №֣Ȃ 

 

13.  ҆  

2020 9 ̆ ḇ ᵣ ̆ѿҩ IDҹľGorka9Ŀ ҩ ҉ ᾧץ

760҆ ҩֲḤ Ȃ ̆ ҉ ₮ ȁ ȁᵫ

200҆ 600҆ Ḥ Ȃ ֲ ̆ ֓ Ḥ

̆ῒҬ ȁ₮ ȁ ≢ȁ ȁ ȁ ȁ ᴆȁ

Ȃ 

 

14.  330҆ ῀ ̆ ҆ Ὲ ҩֲḤ  

2020 11 ̆ ᵣ ̆ ῀ Ṣ̆ꜛ Ḥ ̆

ꜚ ץ̆ ҩֲḤ Ȃ ֓ ҩֲḤ ᴪ APP Ύ̆ ┘ ≠̆

Ӟᴪ ₮ Ὲ ҩֲḤ Ҭ׆̆ ≠Ȃ ̆ ֓ ῀ 330ᵩ

҆ ̆₮ ≠ 790ᵩ҆ᾝȂ 
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15.  100G ̆ יּ 2.2 ַᾝ 

2020 12 ̆  Bleeping Computer ̆ ⌠ԅľDoppelPaymerĿ

יּ ᴆ ₯̆ ῒ ֟ ₮ Ȃ ₯ ԅ 1200 Ⱶ ̆ ₯

ⱴ ᴆ 100GB̆ ῒ 20TB 30TB ᴍ − Ȃ ̆DoppelPaymerּי

ᴆ ₯ ѿ ῤ ט 1804.0955 (ᴇṿ 2.2 ַᾝ)̆ץ ⱴ ̆

↕ Ὲ Ȃ 

 

16.  ῃῈ FireEye ῀᷅̆ ΐ  

2020 12 ̆ῃ ῃῈ ӊѿ FireEyê ̃ ῀᷅̆ ⱳ

ԅ FireEye ΐ Ȃ ΐ ȁ ׆̆ ԍ ꜚ ᶶ ⌠ ᵌԍ

CobaltStrike Metasploit Ὲ ҩ Ȃ F̆ireEye ῏

̆FireEye Kevin Mandia Ҭ ̆ ₯ ԅ

FireEye Ὲ ֓ Ḥ Ȃ 

 

17.  ῃ SolarWindsᶫ ₯ ῀᷅ 

2020 12 ̆ ῃῈ FireEye ף̆ Ԋ׆ ₯ ꜚ ԅ ᴆ

ᶫ SolarWinds̆ Ҋ Orion ᴆ Ⱶ Ҭ ῀ ף ̆ ȁ

NTIA ҩ ⌠ ῀᷅ Ȃ ₯ ꜚ ̆ ԅῃ Ὲ

῍ ̆ ȁ ȁ֒ Ҭқ ȁ ȁ ȁ Ḥ ᵣ ҙȂ 

 

̂ԋ̃2020 №  

1.  2020 CVE ≠ Top10 

ῤ̆׆ ⌠ № ₯ ≠ Office ȂCVE-

2017- 11882ȁCVE- 2017- 0199 ׅѿ ᴆ ₯ ᶏ Ȃ ₯

≠ Office EmotetȁAgentTeslaȁTrickBot ᴆȁ Ȃῃ

ҙ ῒ ̆ ᴑҙᴧ ̆ ᴑҙ ₯̆ Ȃ 

 

CVE- 2017- 0147 Windows SMB MS17- 010 ӊ 2017 ̆ 3 ̆

ᵖׅ ╠ ≠ ῃ ӊѿȂ ԑ Ҭ

̆ᵖ ᴑҙῤ Ҭ ḱ ̆≠ ӊ DTLMinerȁ

EternalBlueMiner ׅ ῤ Ҭᴰ Ȃ 

 

≠ № ̆ ₮ 2020 1 12 ᴍ Top10̔  
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1.1 CVE- 2017- 11882 Office ף  

Ὲ ̆2017 11 14 ̆ ԅ 11 ᴍ ῃ Ҁ ̆

ḱ ԅ ᴟ 17 ӊӄ Office ף CVE- 2017- 11882Ȃ ҹ Office ῤ

̆ ╠ Office ̆ ₯ ≠ץ ץ ╠ ᴍ ᴋ Ȃפ

₮ EQNEDT32.EXEҬ̆ ҹῈ ̆ Office Ҭ ̆

ץ OLE Ὲ ῀ Office ῤȂ ԍ ԍ ῀ Ὲ ᵬ ̆ ₯

ץ ┴ ῤ ҉ ₱ ׆̆ ꜝ ̆ ҉Ҋ

Ҭ ᴋ  Ȃפ

 

1.2 CVE- 2010- 2568 Windows LNK  

Windows XP SP3̆ Server 2003 SP2̆ Vist a SP1 SP2̆ Server 2008 SP2 R2

Windows 7ȂWindows LNK ᴆ̆ └ LNK ᴆ Windows ꜚ

ᴆ ף Ȃ 
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1.3 CVE- 2016- 7255 Win32k  

    CVE- 2016- 7255 ѿҩWindowsῤ ̆ M̔icrosoft Windows VistaSP2 W̆indows 

Server 2008SP2 R2SP1̆ Windows7 SP1̆ Windows8.1̆ Windows Server 2012 Gold R2̆

WindowsRT8.1̆ Windows10 Gold̆ 1511̆ 1607̆ Windows Server 2016Ȃ ₯ ≠ ῤ

Ҋ ᴋ ף Ȃ ҩ APT ₯ ꜚҬᶏ ԅ ῤ ₯Ȃ 

1.4 CVE- 2017- 0147 Windows SMB MS17- 010 

    2017 5 ᴍ Shadow BrokersῈ ԅ׆ױז Equation Group ΐ̆ῒҬ ľ

ӊ Ŀ ҩMS17- 010 ≠ ΐȂMS17- 010 CVE- 2017- 0143ȁCVE- 2017- 0144ȁCVE- 2017-

0145ȁCVE- 2017- 0146ȁCVE- 2017- 0147ȁCVE- 2017- 0148 ҩ SMB Ȃ ᴍ ΐ

ԅ WannaCry ῃ ̆ Ҭ ῤ 150 ҩ ̆30 ҆ Ҭ ̆ ғ

ȁ ȁ ᴧ ҙ ̆ ῒ 80ַ ᾝȂ ≠ MS17- 010

̆ Ȃ 

1.5 CVE- 2012- 6422 Samsung Galaxy Android ῤ ῃ  

    CVE- 2012- 6422 ѿҩῤ ῃ ̆ ԍ Exynos4210 4412 ̆/dev/exynos -

memᶏ (0666)Ȃ └ ̂ ExynosAbusẽ̆ ₯ ≠ Ώ῀ᴋ

ῤ ȂSamsungGalaxyS2̆GalaxyNote2̆ MEIZUMXץ ῒז Android Ҭ ῤ

Ҭ Ȃ 

1.6 CVE- 2009- 0927 Adobe Acrobat Reader Collab getIcon()  

JavaScript ₮  

    Adobe Acrobat Reader PDF Ҭ JavaScript Ȃ Collab

getIcon() ᶫԅ └ ̆ ץ ₮̆ ץ ⱳ≠ ҩ ᾛ ץ ╠

ῃ └ Ȃ 

1.7 CVE- 2010- 0188 TIFF Ἕ ‖ ₮  

Adobe Reader Acrobat TIFF Ἕ ‖ ₮ ̆Adobe TIFF Ἕ ᴆ

Ṝ ᶏ̆ ԅ ף (libtif f) ₮ buğ ₮ DotRange ҉Ȃ

ҩ APT ₯ ꜚҬ ᶏ Ȃ 
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1.8 CVE- 2012- 4681 Oracle Java ᴋ ף  

    ԍ 2012 8 26 ῃῈ FireEye Ȃ Ὲ ῃ Atif Mushtaq  

CVE- 2012- 4681 ∆ ≠ ף ok.XXX4.netȂ ᴆ

⌠ ̆ ῤ Java Java Ḡ └̆ Ҋ dropper

̂Dropper.MsPMs̃ȂOracle Java 7 Update 6 ῒז Ҭ ̆ ₯ ≠

java  applet Java ׆̆└ Ҭ ᴋ ף Ȃ 

1.9 CVE- 2017- 0199 Microsoft Office  

Һ word ῤ OLE2Link ̆ Content-

Type ѿҩ Ȃ ≠ Office OLE ̆

Ҭ̆Office URL Moniker HTA ᴆҊ ⌠ ̆URL Moniker ≢

Ҭ content - type Ḥ mshta.exe Ҋ ⌠ HTA ᴆ Ȃ 

 

1.10 CVE- 2014- 6352 Microsoft OLE ף  

CVE- 2014- 6352 ҹ ץ CVE- 2014- 4114 ҀȂ ԍ OLE

Office ᴆ̆Microsoft Windows OLE ᴆ ҉ ῃ ̆ ᴍ

₯ ≠ ף Ȃ ₯ ≠ ץ ῏ UAC ’Ҋ

Ҍ ₮ ῀ Ȃ 

 

2.  2020 №  

2.1 CVE- 2020- 1472 Netlogon  

ѿҩ NetLogon ȂNetLogon ᴆ Windows҉ѿ ⱳ ᴆ̆

ԍ ῤ ҉ ץ̆ └ ץ ᴍ̆ ԍ ҍ

ӊ ȁ ҍ ӊ ȁ DCҍ DCӊ ῏ Ȃ ₯ ᶏ Netlogon (MS- NRPC)

ҍ └ ₯ Netlogon ῃ ̆ Ȃ ⱳ≠ ₯

ץ Ҭ ҉ Ȃ 

 

2.2 CVE- 2020- 0601 CryptoAPI ӥ  

ԍ CryptoAPI.dll Ҭ̆ ԍ ̂ECC̃ ӥ ̆ ₯ ץ

≠ ҩ ̆ᶏ ᴺ ף ӥ ᴆ ̆ ץ ᴆ
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₯Ȃ ԍ ECC ӥ ԍ Ḥⱴ Ҭ̆ ₯ ⱳ≠ ץ Ҭ ֲ

₯Ȃ 

2.3 CVE- 2020- 0796 SMB ף  

ѿҩWindows SMB v3 ף ̆ ₯ ≠ ̆

Һ SMB Ⱶ ѿҩ ̆ ᴋ ף Ȃ ѿҩ ᵌԍ MS08- 067̆

MS17- 010 ľ Ŀ ̆ ץ ≠ ̆ ᵌԍWannacry ᴰ Ȃ 

 

2.4 CVE- 2020- 1350 Windows DNS Ⱶ ף  

ҹ DNS Server ף ̆ ѿҩľ Ŀ Ȃ ԍWindows DNS

Ⱶ ̂SIG̃ ̆ 64 KB SIG ᴪ ‖ ׆̆₮

ᶏ ₯ ΐ ף Ȃ ₯ ץ ⌠ DNS Server

≠ ̆ ⌠ ף Ȃ 

 

2.5 CVE- 2020- 0674 Internet Explorer ף  

ԍ Internet Explorer jscript.dll ᴆҬ̆Int ernet Explorer

IEῤ ף Ȃ ⱳ≠ ₯

╠ ̆ ╠ ҹ ̆ ₯ Ḃ └ ̆

ȁ − ȁ⇔ Ȃ ₯ ץ ľ Ŀ ꜚ̆ ѿҩ

̆ ᶏ ץ̆ Ȃ 

2.6 CVE- 2020- 0688 EXCHANGEⱵ ף  

ѿҩ Exchange Ⱶ҉ ̆ ԍ Exchange Control Panel(ECP) ᴆҬᶏ ԅ

̂validationKey decryptionKeỹ Ȃ≠ ҩ ̆ ₯ Exchange

Ⱶ҉ ץ SYSTEMᴍ ᴋ ף ̆ ῃ └ Exchange Ⱶ Ȃ 

 

2.7 CVE- 2020- 0787 Windows  

2020 3 ̆ Ὲ ԅѿҩ CVE- 2020- 0787̆ ₯ ᶏ ᵞ

̆ ≠ץ system Ȃ

BITS(Background Intelligent Transfer Service) Ⱶ ̆ ₯

└ ≠ ᴆ Ȃ 
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2.8 CVE- 2020- 14386 Linux ῤ  

ҹ Linux ῤ Ȃ Linux ԍ 4.6 ῤ  

net/packet/af_packet.c AF_PACKET ѿ ₮ Ȃ ₯

Һ └ ῤ ̆ ץ Ȃ 

 

2.9 CVE- 2020- 6519 Google Chrome  

ѿҩ ԍ Chromium Web ̆ WindowsȁMac ԍ

Chromium Web ̆ ₯ ≠ ץ Chrome 73 ӊ ῤ ῃ ̂Content 

Security Policy ̆CSP̃ ᴋ ף Ȃ 

 

2.10 CVE- 2020- 14882,CVE- 2020- 14883 Weblogic  

ңҩ Weblogic ̆Weblogic OracleῈ ₮ J2EE Ⱶ ȂCVE- 2020-

14882ᾛ └ ̆CVE- 2020- 14883ᾛ ᴋ

HTTP ᴋ Ȃפ ₯ ңҩ ̆ HTTP ̆ ᴍ

’Ҋ  WebLogic Server Consolĕ ᴋ ף Ȃ 

 

̂҈̃2020 ῃ APT ₯Ԋᴆ  

1.  APT UNC2452 

UNC2452 2020 APT ̆ ῃῈ FireEye Ȃ 2020 12

Ṝ ᴆ ᶫ SolarWinds̆ ΐ ᴰ ᴆȁ ᴆȁ№ ȁ

Ⱶ ⱬ Sunburst ̆ ῀⌠ ᴑҙ Ҋ Orion ᴆҬ SolarWinds

ᴆ SolarWinds.Orion.Core.BusinessLayer.dll ҬȂSolarWindsῈ ῃ ̆ ԅ ȁ

´Ԋȁ Ӝ ҕ 500 ᴑҙȂ APT UNC2452≠ SolarWinds

ᶫ ₯ Ԋᴆ ̆ ԅ ⱷ F̆ireEye ῃ ҩ ⌠ ₯

ꜚ̆ ȁ ȁ֒ Ҭқ ȁ ȁ ȁ Ḥ ᵣᴑҙȂ 

 

₯ԊᴆҬ APT ᴆ SolarWinds.Orion. Core.BusinessLayer.dll ̆ DLL

ᴆҬ ԅ Sunburst ̆ ᶏ Sunburst S̔olarwinds Worldwid ĕ

LLCȂ 
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̔Sunburst  

 

SolarWinds.Orion.Core.BusinessLayer.dll ᴆ ̆ DLL ᴆҬSunburst

ף ԍ OrionImprovementBusinessLayer Ҭ̆Sunburst ץ ȁ

ȁҊ ᴆ ᵬȂ 

 

 

̔  
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̔ № Sunburst ף  

2.  APT OceanLotus 

ľOceanLotusĿ ѿҩ 2012 ₯ APT ̆ ҩ APT ľ̔

ĿȁAPT 32ȁSeaLotusȁAPT- C- 00ȁOcean Buffalŏ APT ӊѿȂ Ḥ

ᵌҹ ̆ Ȃῒ ₯ ᵖҌ ԍҬ ȁқ ȁ Ҭ Ҍ

̆ ҙ ҹ ȁ Ԋȁ Ȃ2020 ԅ ľ ľ Ҭ

₯ ̆ ₯ Һ ≠ ȁOffice ץ ⱴ dll Ȃ 

 

ᶛ ̔ APT Ҭ ľҬ .exeĿ ₯ Ҭ̆ῒ

Һ ≠ exe ⱴ dll Ḃץ ̆ ῤ Ҭ

Ȃ 

 

 

̔Ҭ .exe 
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̔  

 

APT ᴪ ≠ ⱲῈ ᴺ ̆ᶛ ̔ ҹĿ

CV_Enginneer_CH.doc~.exeĿ ̆ ҹ word ̆ᵖ ҹ

Ȃ ₯ Һ ̔ 

 

MicrosoftUpdate.exe( )̆ⱴ  SoftwareUpdateFiles.dll ̂ ) ̆

ⱴ SoftwareUpdateFiles.Resources \ en.lproj \ SoftwareUpdateFilesLocalized.dll( ᴆ) 

ⱴ SoftwareUpdateFiles.locale( ⱴ shellcode)  

 

 

̔  

3.  APT SideWinder 

APT SideWinder ׆ 2012 ₯̆ ᵌ Ȃ ҩ APT

ľ ĿȁT- APT- 04̆ ׆ 2020 ₯ Ҭ№ ̆ ꜚ Ҭ Ҭ

̆ ҙ ҹ ȁ ῏ ̆ ₯ Һ ≠

ᴆ ̆CVE- 2017- 11882 ̆ ≠ Ҋ

̆ ᴆ Ȃ 
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ᶛ ῒ̔ ֒ ASPAC ῏ ľNominal Roll for BMAC Journa l 2020.doc Ŀ̆

₯ Һ Ҭ ῀ hta ף ≠̆ CVE- 2017- 11882 hta ף ⌠

Ȃ 

 

 

̔Nominal Roll f or BMAC Journal 2020.doc 

 

ῒ ҍ ῏ ₯ ľPak Army Deployed in Country in Fight 

Against Coronavirus.pdf.lnk Ŀ Ҭ ₯ ľOIMC News Letter.pdf.lnk ĿҬ̆

≠ mshta.exe Ҋ ᴆ̆ ᵬȂ 

 

 

̔Pak Army Deployed in Country in Fight Against Coron avirus.pdf.lnk  
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̔OIMC News Letter.pdf.lnk  

 

4.  APT Darkhotel  

Darkhotel ѿҩ ׆ 2014 ₯ APT ̆ ᵌ Ȃ ҩ

̔APT- C- 06ȁSIG25ȁDubniumȁFallout Team Shadow CraneȂҬ ̆ ̆ ̆ḇ

ῒ ₯̆ ҙ ȁ ȁ ȁ Ḡẫȁ ȁ└ ȁ ҍ

Ȃ 2020 Windows 7 Ả ԋ ľDarik hotel Ŀ ̆≠ CVE-

2019- 17026̂ ̃ CVE- 2020- 0674̂ IE ̃ ңҩ ῏

₯̆ ғ ̆ῒꜝ ῤ VPN Ҋ SangforUD.exĕ SangforUD.exe

ᴺῳ ̆ SangforUD.exe ̆ῒᴪ Ҋ ף Ȃ 
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̔ (SangforUD.exe)ᴏ  

 

 

̔SangforUD.exe Ҋ  

 



                   ֤ ᴍ Ὲ  

27 

 

5.  APT Patchwork 

Patchwork ѿҩ ׆ 2015 ₯ APT ̆ ᵌ Ȃ ҩ APT

≢ ľ̔ ĿȁOperation HangoverȁViceroy Tiger ȁDropping ElephantȁMonsoonȁ

APT- C- 09 Chinastrats Ȃ׆ 2020 ₯ № ̆ ꜚ Ҭ

Ҭ ȁ ֒ ̆ ҙ ҹ ȁ ῏ ̆ ₯

̆≠ ᶏ esp ̂CVE- 2017- 0261̃ Ȃᶛ ̔ 

 

ῒ Ҭ ľ Ḥ .xlsmĿ,Ŀ xlsmĿ Ҭ̆Һ ᶏ

₯ ̆ ף ⱴ ᴆҊ Ȃ 

 

 

̔ Ḥ .xlsm  
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̔ xlsm 

 

ῒ ῏ ₯ ľNational_Network_Security.docx. ĿҬ̆Һ ≠

esp Ҋ Ḥ ̆ ῤ ԅ Ҭ ῃ ῏Ḥ Ȃ 

 

 

̔National_Network_Security.do cx 
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̂ ̃2020 יּ №  

1. יּ   

יּ ׆ ₯ ҹ Ҭ ȁᴑҙȁ Ȃּי Ԋᴆ ̆

₯Ӟ ΐ Ȃ 

 

2020 ̆ ῃ ᴑҙ Ὲ Kroll יּ̆ ᴆ 2020 Ȃ

ῒ ᴆ̆ ̆ ̂RDP̃ Microsoft Ғ Ḥ

₯Ȃ יּׂ̆ ᴆ₃Ӎ יּ ̔ ῀᷅ ᴑҙ

Ῥ̆ᶏ יּ ⱴ Ȃ Ὲץ ⌠ ҹ ̆ ѿ ᵣ Ȃ

̆2020 יּ ᴆ ₯Ԋᴆ Ȃ 

 

יּ ҙ ̆ᴰ ᴑҙȁ ȁ ȁ ₯ ҹҤ ̆ԑ  

ȁ ȁ Ӟ יּ⌠ ₯ Ȃ 

2. יּ  Ԋᴆ 

2020 3 ̆   Ὲ Hammersmith Medicines Research 

LTD̂ HMR̃ יּ Maze ₯Ȃ Ὲ ט ӊ M̆azeּי ᴆ ῒ

҉ ԅѿ֓ ᴆȂ Ὲ ᴆ ◐ ̆

̆₮ ̆ ᴍ ᴆ̆ẫ ̆ ӥ̆ῃ ᶫ Ḥ ץ ѿ֓ Ȃ 

 

2020 4 ̆ Ὲ ( ⱬ)EDP(Energias de Portugal) Ragnar Locker

יּ ᴆ ₯̆ 1090҆ Ȃ ₯ ԅῈ 10TB ᴆ̆ EDP

Ҍ ט ̆ Ӈױז Ὲ ֓ Ȃ EDPⱴ ҉ ̆ ₯

῏ ȁ ȁ֜ ȁ ᵬᴩᵄ Ḥ Ȃ 

 

2020 6 ̆ ⱴ Netwalker ּי ᴆ ₯Ȃ ԍ ⱴ ԍ Ԋ׆ ѿ

֓ ᵬ ̆ ̆ יּ ₯ ט  114 ҆ ᾝ ץ̆ ⱴ

ΐȂ 

 

2020 6 ̆REvil̂Sodinokibi יּ̃ ᴆ῀᷅ԅ ⱬῈ Light S.A ̆ ῒ ᶫ

1400҆ ᾝ ȂLight S.A ԅ ῀᷅Ԋᴆ̆ ῀᷅ԅ ̆ Windows

ᴆ ⱴ Ȃ 

 

2020 7 ̆ Ὲ ADIF ԅּי ᴆ Revil ₯Ȃ ₯

ԅ 800GB ̆ ADIF ᴪ ȁ ֟ ȁ ȁ

ꜚ ⅞ȁ῏ԍ ᴆ Ȃ 

 

2020 8 ̆BleepingComputer ԅᶃ ҹ Mazeּי ᴆ ᴩ ₯ ԊᴆȂ Maze

יּ̆҉ ᴆ ᴩ ῒῈ ԅ ₯ ᶃ׆ 5% Ȃ ѿҩ ҹ
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ľSTRATEGICPLANNINGpart62.zipĿ 2.2GB ᴆ̆ῒҬ ץ̆ ᶃ

῏ ᴆȂ 

 

2020 8 ̆Mazeּי ᴆ ᴩ῀᷅ԅқ ֒ Ὲ Hoa Sen Group̂ HSG̃̆

Ὲ Ȃ Maze יּ̆҉ ᴆ ᴩ ԅῈ 5˿Ȃᶛ

HSG ᴍ Ḥ̆ ̆ ̆ ᴆ Ȃ 

 

2020 9 ̆ ≠҈ ӊѿ Banco Estado ⌠ REvil יּ ᴆ ₯̆ᶏ

ῒ ῏№ ῏ Ȃ 

 

2020 10 יּ̆ ᴆ Egregor ⱳ῀᷅ԅ Crytek ң Ὲ ̆

ԅ ȇ ̔´ Ȉ ף ῤ ῤ ῤ Ȃӊ יּ Ὲ ԅ ף ̆

ҩҒ ҉ ₮ԅҊ ̆ ף ҹ 560GBȂ 

 

2020 11 └ Advantech ⌠ Conti יּ ᴆ ₯̆ ῒ ᶫ 750 ̆

1400҆ ᾝ̆ץ Advantech ⱴ ᴆ − Ȃҹԅ Advantech

̆ ₯ ῒ ҉ ԅ ᴆ ↓ Ȃ יּ Ḥ ̆ ҉Ὲ

3.03GB ῃ 2%Ȃ 

 

2020 12 ̆ ⌠ԅľDoppelPaymerĿּי ᴆ ₯̆ ₯

ⱴ ᴆ̆ ῏ ⱴ יּ 3400҆ ᾝȂ 

 

3.  2020 1 12 יּ Top3 

2020 Ҍ ₮ יּ Ӟ ԍ ̆ῒҬ GIobeImposterȁ

CrySisȁStopȁMazĕ Egregor Ȃ  

 

Ҋץ ȁ ₮ Top3ּי Ȃ 

3.1 Sodinkibi יּ  

Sodinokibi ̂ REvil ̃̆ ԍ 2019 4 Ҋ ̆ ∆ Oracle WebLogic ᴰ

Ȃ ׆ CandCrabԍ 2020 6 ľ ᴡĿץ ̆ יּ Sodinokibi Ḃץ ף№ ᵌ

ץ № ѿ ҹ GandCrab ̆ ҹῒ ֲȂSodinokibi ᵬҹѿ

ľּי ᴆ ⱵĿ̆ ᶭ ԍ Ὲ № יּ ᴆȂ 

 

Sodinokibi ₯ ̆ ȁ ᵝȁ Ҭ ᴑҙ Ȃ

Sodinokibi (ECC) ⱴ ̆ⱴ Ҥ ₯ ’Ҋ Ҍ

Ȃ 
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̔Sodinokibi יּ Ḥ 

 

3.2 Mazeּי  

Mazeּי 2019 ̆ῒ ∆ ҉ ₯ ΐ ץ

ᴆ ᴆ ᴰ ̆ ≠ ῃ Ғ Ὲ ₯Ȃ2020

Ὲ ̔ ᵣ└ MaxLinearȁ Ὲ HMRȁᶃ Ὲ ȁ ᴑҙ HSGȁ

ᵣ SK ⱬ ץ LG ⌠ Maze יּ ₯Ȃ ғ Mazeּי ̔

Ҍט ̆ ₯ ᴪῈ ̆ῒҬ № ט Ὲ ѿ֓ Maze ľ

Ŀ҉ Ὲ Ȃ ғ̆ ῒיּז ᴆӞ ᴏ יּ Ȃ 

 

Mazeּי ⱴ ⱴ ⱴ , ғ ῒⱴ ҩ

ᴆ ̆ Ҍ Ȃ ̆ ₯ RSA Ȃ 
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̔Mazeּי Ḥ 

 

3.3 Egregorּי  

Egregorּי ԍ 2020 9 ̆ ̆ῒҍ Sekhmetּי ᴆ Mazeּי ᴆ

῏ ̆ῒ ԅ ҙ ῒז Ȃ2020 ᴑҙ ⌠

Egregor יּ ₯̆ Crytek ң Ὲ ̆ Ὲ Cencosudץ ⱴ

Ὲ῍֜ TransLink Ȃҹԅ׆ Ĕgregorּי ᴆ ̔

Ҍט ̆ ₯ ᴪῈ ̆ ᵣ̆ Ὲ ᴑҙ ῀᷅ Ȃ ӊ ̆  

Egregor יּ ̆ ט Ҍֽ ̆ ₯ ᴪ ᶫ ḠῈ

ῃȂ 

 

Egregorּי ᴆҺ ᶏ ԍ ChaCha RSA ⱴ ̆ ᴆ

ᵬ RSA ̆ ᴆⱴ ̆ ₯ ’Ҋ Ҍ Ȃ 
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̔Egregorּי Ḥ 

 

̂ԓ̃2020 ᶫ ₯№  

1.  ʟ ₯ ̔ 

, ᴩ ≠ ᶫ ₯ᵬҹ ῃ ᴑҙ

₯ ῃԊᴆҌ ,ᶫ ₯ ҹ 2020 ΐ ⱬ ӊѿȂᶫ ₯ѿ

≠ ֟ ᴆ ᴆ Ữ ᴰ Ȃᶛ ̔ Ⱶ ̆

ῒ Ⱶ ҉ ᶫ ᴆ ף ̆ᶏ ֓ ᴆ Ҋ ҹȂ ֓

ף ᴆ Ḥᴋ № ̆ ᶫ ̆ᶏ

̆ ῃ ⱴ Ȃ 

 

2.  ʟ ₯Ԋᴆ̔ 

̆ᶫ ₯ ῃ῏ ӊѿȂ ₮ ᶫ ₯Ԋ

ᴆȂ 

 

PhpStudy Ԋᴆ̆ ԅ PhpStudy Ҭ php_xmlrpc.dll ̆ ῀ ԋ

Ҋ Ҭ , ῤ Ȃ 

 

XcodeGhostԊᴆ̆ ᶏ Ὲ XCODEΐ ̂ APP̃

̆ᴪ APPҬ ῀ ף Ȃ ῀ APP ץ App Store Ҋ

ᶏ Ȃ ף ΐ Ḥ ҹ̆ ΐ └ ⱳ Ȃ APP ᴆ

Ȃ 

 

CCleaner Ԋᴆ̆ ԍ CCleaner version 5.33.6162 CCleaner Cloud 

version 1.07.3191 ῀ԅ ף ̆≠ CCleanrer ᴆ CClearner

₯Ȃ 

 

Not Petya ₯Ԋᴆ̆ ᴆ ₯ԅӋᾥῌᴪ ᴆ MeDoc Ⱶ ̆≠

Ⱶ ᴆ̆ Ȃ 

 

3.  ᶫ ₯Ԋᴆ№ ̔ 

2020 12 ̆APT UNC2452 ᶏ SolarWindsᶫ ₯ ῃ ԅ Ȃ

̆  250 ᴑҙ ⌠ ̆ῒҬ ȁ NTIĂ

ῃῈ FireEye ̆ ץ ҉ 2020 ΐ ⱬ ᶫ ₯ԊᴆԅȂ 
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ᶫ Ԋᴆ ԍ ᴆ ᶫ SolarWindsSolarWinds Ҋ Orion ᴆ

̆ ҹ SolarWinds.Orion.Core.BusinessLayer.dll ᴆҬ ⱴԅ Sunburst ף

̆ᶏ Sunburst ̔Solarwinds WorldwidĕLLCȂ 

 

 

 

SolarWinds.Orion.Core.BusinessLayer.dll ᴆ ̆ DLL ᴆҬ

Sunburst ף ԍ OrionImprovementBusinessLayer ҬȂ  
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Sunburst פ ̆Ҋ ף ᵬ̆ ғ SolarWinds 

Orion ᴆᴰ ̆ᶏ ᶫ Ԋᴆ Ӟ Ȃ 
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ᶫ ₯ ̆ ԍ ₯ ȁ ȁ ₯ ȁ ̆ᴑҙ

ҩֲ ⱴ ̆ ῃ ⱬ̆ꜜⱬ ᴆᶫ Ȃ 

 

ȁ ל  

̂ѿ̃ ף ῃ ҳ  

2020   ₯ῃ ̆ҹԅ └ ԅ └ֲ Ȃ  

Ҋ̆ ⱲῈȁ ҉ ֟ ̆

̆Ӟ ῃ ῃ Ȃ ⱲῈ ᶏ ᴑҙῤ

Ȃ№ IT , ῃ └ ̆ ᴑҙ ῃ

Ȃ ף ⱲῈ ᴪⱴ Ḥᴋ ῃ֟ ҍ Ȃ 

̂ԋּ̃י ᴆᶭ יּ̆ יּ  

2020 יּ ׅ ӊѿּ̆י יּ Ӟ ԅѿ֓ ץ׆̆

ⱴ יּ ̆ ⱴԅ ₯ Ҭ ᴑҙ ҙḤ ̆ Ҍ֜ט

↕ᴪῈ ᴑҙῤ יּ Ȃ ץ ᴑҙ ҙḤ יּ

̆ᴑҙҌֽ ҳ ̆ ҳ ῏ ȁ Ⱶ ̆

ⱴԅ ₯ יּ ⱳ Ȃ יּ יּ ᴆ ₯ ᴏ̆ ₯

Ҭ ԅ ̆ Ὲ ט ᴑҙ Ȃ 
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יּ̔ ₯ ᴑҙ  

 

יּ ₯ ҹԅ יּׂ ᴆ ᶏ ₯ ̆ᴑҙ יּ ₯ ҳ

ⱴ ̆ ᴑҙ ҩֲ ̆Ạ ῃ ᵬ̆

ᴍȂ 

 

̂҈̃ ᴆȁ ᴆ ₯ׅ ῏ ῃ  

₃ ῤ ̆ⱴ҉ ѿ ѿ Ԋ׆̆ ₮ ᴑҙᴧ ̆ ῃ

2020 ꜚ Ҭ ױ ῤ ᴑҙ̆ ᴑҙ ₯

Ȃ ₯ ≠ ᴆ֜ ѿ ̆ᶏ ҍ ῏Һ ᴆ

ᴆ̆ EmotetȁAgentTeslaȁTrickBot Ȃ ԍ ₯ ԅ

ᴆ ῏ ᴆ ̆ᶏ ᴆ ⱳ ⌠ԅ ̆ ₡ Ḥ

̆Ӟҹ ₯ Ҋ ꜚ ԅ Ḃӊ ̆ ῃ Ȃ ῤ Ԋ׆

ҙ ᴑҙ ₯̆ Ȃ ץ ҙҹҺ ₯ ₯ ꜚ ᴪ

ѿ Ȃ 

 

̂ ̃ᶫ ₯  

, ᴩ≠ ᶫ ₯ᵬҹ ῃ ̆ ᴑҙ ₯

ῃԊᴆҌ ,ᶫ ₯ ҹ 2020 ΐ ⱬ ӊѿȂᶫ ₯ѿ ≠ ֟

ᴆ ᴆ Ữ ᴰ Ȃᶛ ̔ Ⱶ ̆ ῒ Ⱶ

҉ ᶫ ᴆ ף ̆ᶏ ֓ ᴆ Ҋ ҹȂ ֓ ף

ᴆ Ḥᴋ № ̆ ᶫ ̆ᶏ ̆
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ῃ ⱴ Ȃᶫ ₯ ľ ѿ ̆ᴴ ѿ Ŀ ̆ ῒ ȁ ᵞ̆

ҹΐ APT ᶏ ₯ ӊѿȂ ̔2020 APT UNC2452 ᶏ

SolarWindsᶫ ₯ ῃ ԅ ̆ ̆ 250 ᴑҙ

⌠ ̆ῒҬ ȁ NTIAȁ ῃῈ FireEye ̆ ץ ҉ 2020 ΐ

ⱬ ᶫ ₯ԊᴆԅȂ 

 

ᶫ ₯ ȁ ȁ ₯ ȁ ̆ᴑҙ ҩֲ ⱴ

̆ ῃ ⱬ̆ꜜⱬ ᴆᶫ Ȃ 

 

̂ԓ̃Ḥ ᶭ Ҥל  

2020 ̆ ῤ ₮ Ԋᴆ̆ ↕ ҆̆ ҉ַȂҌֽҩֲ

⌠Ҥ ̆ ȁ ȁ ȁ ҙӞ ȂץҊ↓ҽ №Ὲ

ԊᴆȂ 

 

 

̔ Ԋᴆ 

 

╠̆Ḥ ῃ ל Ҥ ̆ ҩֲ ῃ ̆ᴑҙ

ῃ ̆Ạ Ḡ Ȃ 
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Ғ 1 2̔020 ≠ ľ   Ŀҹ

₯Ԋᴆ 

ѿȁԊᴆ  

2020 ̆   ῏ ҹ ҹֲ῏ ̆ ῤ Ҍ ȁAPT ≠

῏ ᵬҹ ѿ֓ ȁ ȁ ꜚ ₯Ȃ 

 

1.  DTLMiner≠   ҹ ᴰ  

DTLMiner COVID- 19   ῏ ᴆ̆ ᶏ

ᴆ ᴆ̆ ԅ ᴆҬ ̆ ᴪ Ҋ Ȃ 

 

 
 

2.  APT ľSidewinderĿ≠ ₯ 

APT ľSidewinderĿ ҹľ 2020 ᴨ Ŀ

docx ₯Ȃ docx word\ _rels \ webSettings.xml.rels Ҭ

̆ ῀ԅ RTF ̆ ᴪ ҉ C# Ȃ 
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3.  APT ľOceanLotusĿ≠ ῏Ḥ  

APT ľOceanLotusĿ ᶏ ᴺ ҹľ  ̔Ҭ

. exeĿ exe ₯Ȃ ᴪ Ҋ dll

̆ ῤ Ҭ ̆Һ ῏ԍ   Ԋᴆ Ȃ 
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4.  APT ľ Ŀ≠ ₯ 

APT ľ Ŀ≠ ľCOVID19Ŀ ₯̆ ≠ ף

̆ ῤ ҹ ῏ԍ Ȃ 

 

 

 

5.  APT ľTransparent TribeĿ≠ Ḥ  

APT ľTransparent TribeĿľCORONA VIRUSĿ ̆ ≠ ף

CrimsonRat ̆ ῤ ̆Һ ѿ֓   ẫ Ȃ 
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6.  APT ľKimsukyĿ ≠   MACOS

₯ 

APT ľKimsukyĿ ≠ ҹľCOVID- 19 and North Ko rea.docxĿ MACOS

₯Ȃ ῀ᶏ ⱴ ף ̆ ғ ∞ ╠ ᵬ

MAC ‗ pythonף Ȃ 

 

 

 

ԋȁ №  

ל ⌠ѿ ≠ ľ   Ŀҹ ᴰ ₯ԊᴆȂ ₯

ᶏ  ȁ ῏ ᴰ Ȃ № ҹ ghost ̆ΐ Ḥ ȁᴋ

ᴆҊ ⱳ Ȃ 

 

ᴆ    ₯ ̆ ᶛ҂ֲ.cmd 
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 853.39 KB 

⇔  2020- 01- 17 

MD5 BFD8A3ED241D38A3C78A6762FF367124 

̔ Ḥ  

 

ῤ Ҭ ѿҩ DLL ᴆ, ῤ Ҭⱴ ῒҬ ľshellexĿ₮₱

Ȃ 

 

 
̔ⱴ DLL 

 

ꜚ ⱴ ᶭ ₱ Ȃ 
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̔ꜚ ⱴ ₱  

 

╠ ⌠ ұ̔C:\ Windows\ svchosvt.exe ҊȂ 

 

 
̔ └ 

 

ҹ C:\ Windows\ svchosvt.exe ᴆ⇔ Ⱶ ꜚȂ 
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̔⇔ Ⱶ ꜚ 

 

╠ ꜚ⌠ C:\ Windows\ system32\ ғץ{ ṿ.bak} Ȃ 
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̔ ꜚ ⌠  

 

Ⱶ ꜚ Ύ HKLM\ SYSTEM\ ControlSet \ services Ҋ ⱵľCdefghĿȂ 

 

 

̔ ᴆ ΎḤ  

 

⇔ ԑ ᵣ ̆ ̔360.microsoft20208.com:4721Ȃ 
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̔⇔ ԑ ᵣ 

 

₯ C2 ̔360.microsoft20208.comȂ 

 

 
̔  

 

ѿ֓ Ḥ Ȃ 

 

typedef struct  

{  

BYTE   bToken;   // = 1  

char   UpGroup[32]; // ҉ №  

IN_ADDR      IPAddress; // Ữ 32ᵝ IPv4  

char   HostName[50]; // Һ  

TCHAR           sznet[20];      //net type  

OSVERSIONINFOEX OsVerInfoEx; // Ḥ  

DWORD   dwMajorVer;  // Һ  

DWORD   dwMinorVer;  //  
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DWORD   dwBuildNumber; // Build  

char   CPUClockMhz[20];// CPUḤ  

DWORD   dwSpeed;  //  

UINT   bIsWebCam;  // Ἕ  

bool            bIsWow64;  

DWORD           dwMemSize;  

char   MarkTime[50];  //  

char   Virus[40];   // ᴆ 

char   szQQNum[250]; // QQ 

BOOL   bIsActive;      //  

char   RemotePort[128]; //  

}LOGININFO; 

 

 

̔ Ḥ  

 

ľCTXOPConntion_ClassĿ╠ QQ Ȃ 
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̔ QQ  

 

̆ Ȃ 
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̔  

 

₯ ̆פ switch Ҋ Ȃ 

 

ⱳ ↓ ̔ 

ᴪ ̂῏ ȁ ȁ ȁ ȁ̃ ȁ ȁ ȁ № ȁҊ ȁ

̂ ȁ̃ ̂ ȁ̃ ȁ ȁMessageboxȁ ף ȁ῏ ף Ȃ 
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̔ №פ  

 

̔SeShutdownPrivilegeȂ 
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̔  

 

ꜚ IE ץ̆ URL Ȃ 

 

 

̔ URL  

 

ⱳ ̆− ľCdefghĿⱵ̆ ╠ Ȃ 
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̔  

 

Ҋ ᴋ ᴆ̆ C2 Ⱶ Ҋ ᴆ⌠ Ȃ 

 

 

̔Ҋ ᴋ ᴆ 

 

ᴋ ᴆ̆ Ҋ Ώ῀⌠ ᴆ ⇔ Ȃ 
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̔ ᴋ ᴆ 

 

Ḥ ⌠ ₯ Ⱶ Ȃ 
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̔ Ḥ  

 

҈ȁ῏ №  

ῃ ῏ № ̆ ₯Ԋᴆ ₯ 2019

Ԋᴆȁ Ḥ ҹ ̆ῒҬ ҕ ԊᴆȂ№ ѿҩ

₮ 2019 11 ᴍ̆ Ҭ₮ Ԋᴆ қ ֒ ȁ Ȃ ץ

₮ ₯ ₯ Һ қ ֒ ֲȂ 

 

 

̔῏ ᴆ  
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ȁ  

 ̧ Ҍ ᴆ ᴆ̆ ᴪ ₯Ȃ 

 

 ̧ ῃ ל ȁ ῏ ῃ֟ Ȃ ֟ ≠ ҹ

̆ ꜛ ҹ№ ȁ ᵝ ̆ ₯ ׆̆ ‗

̆ ῤ ₯ ̆ ꜛᴑҙ Ȃ 

 

 ̧ ᴆ̆ ̆ ̆Ḡ ῃȂ 

 

 ̧ ḱ Ҁ ᴆ ҀȂ 

 

Ғ 2 2̔020 ῤ ᴑҙ

≠֒ ₯ 

ѿȁ ӓ Ә  ѿ ᴆ ≠ 5҆ ᾝ 

2020 6 ̆҉ ҍѿ Ὲ ᵬ֜ Ҭ̆

₯̆ ֓ 5҆ ᾝ ̆ Ҋ̔ 

 

ҍ ѿ Ὲ ᵬ ̆ ᴆ Ҭ̆ ѿҩ ≠֒

Ҭ̆ Ҍֽ Ύԅҍ ᵌ ̆ ꜝ ԅ ᴆ ̆

ᴏῳԅ ֲ Ȃ 
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̔ ҍᴏῳ ᴆ Ḥ 

 

 

̔ ҍᴏῳ Ḥ 

 

₯ ѿҩҬ ֲ ̆№≢ᴺ Ὲ Ḥ̆׆Ҭ ᵬῤ

῏ Ḥ ̆ ט ḱ Ḥ ̆ᶏ ῀ԅ ₯ ̆



                   ֤ ᴍ Ὲ  

58 

 

Ȃ Ῥ ₯ ῀ 5҆ ̆ Ὲ ԅ

₯Ḥ ̆ ԅ ̆Ả ט ֜ ̆ ῒ Ȃ 

 

 

̔ ₯ ꜝ ֲ Invoice Ḥ  

 

 

̔ ₯ ḱ Invoice ט ֲ 














