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Technical informa

4% STOP: 0x000000C4 (DxD000003C, 0x00000000, 0x00000000)
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A problem has been detected and Windows has been shut down to prevent damage to your Computer,

A device driver pling to corrupt the system has b aught,
The faulty driver ‘ently on the kernel stack must be replaced with a working version.

Technical information:

4% STOP: Ox000000C4 (0x0000003C, 0xD0000000, 0x00D00000)

*** STOP: c000007h Unknown Hard Error Unknown Hard Error Beginning dump of physical memory

27: LockScreen #Z&E#E
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BMFEEIWN EEFRHEI T, i34 1A CTB-Locker. TeslaCrypt. CryptoWall. Cerber %5

e
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What happened to your files?
All of your files were protected by & strong encryption with RSA-2048

More information about the encryption RSA-2048 can be found here: hitp /fen. wikis A _(cryplosystem)

e

What does this mean?
This means that the structure and data within your files have been irrevocably changed, you will not be able to work
with them, read them or see them, it is the same thing as losing them forever, but with our help, you can restore them.

How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2045 - public and privata

All your files were encrypted with the public key, which has been transferred to your computer via the Internet

Decrypting of YOUR FILES is only possible with the help of the private key and decrypt program, which is on our Sacret Serverlll =

What do | do?

Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be
changed

If you really need your data, then we suggest you do not waste valuable time searching for other solutions bacausen they do not
exist

For more specific instructions, please visit your personal home page, there are a few different addresses pointing 1o your page
below

1.http:/alcoviduvewkiend.sofipayd562.com BEAGFIDTS970D143
2.http:/alcovdduvewkrend. payb .comBEAGFIDTS9700143
3.hittp:/alcoviduvewkiend.bicpay435.com BEAGFIDT5I70D143
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Invoice-22330793 ¢

Lydia Riddle
; UNE) i

1 ( EBinvoice-2330793.2ip

Dear unfortunately, we incorrectly specified your information in the recent invoice £2330793.

The new receipt, with all revisions, is in the attachment.

Best Regards,
Lydia Riddle

@ M1

AP
| invoice-2330793.2ip MitkaSHE, RATRIA
M 7T
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Cerber#IRE 2

CERBER RANSOMWARE

Cannotyou find the files you need?
Is the content of the files that yvou looked for not readable?

It is normal because the files' names, as well as the data in vour files have been
encrypted

Greatll|

You have turned to be a part of a big community #Cerber_Ransomware

K 30: Cerber #1R(E R
2) Locky

Locky ZK 72 2016 SEHUAT IR M2 —, M Cerber WIMEHRETT R, EE R L
SRR EK. B R4 0.5-1 MELAF T .
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CryptoWal IFIREE

Is the content of the files that you have watched not readable?
It is normal because the files’ names, as well as the data in your files have been encrypted.

Congratulations!!!
You have become a part of large community Crypto¥all

It yOu are reading this 1ET that means that the softwars CryploWall Ras removed fom your computer,
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Project closed
master key for decrypt 440A241DD80FCCS664E861989DB716E08CE627DSD40CTEA3GOAESSSCT27A49EE
wait for other people make universal decrypt software

we are sorry!
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Registrant Phone Ext:

Registrant Fax: +86.13855627788
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